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‘= brique par brique

Tstruc IMAGE_DOS_HEADER
at IMAGE_DOS_HEADER.e_magic, db "MZ’
at IMAGE_DOS_HEADER.e_l1faneuw, dd NT_Signature - IMAGEBASE
iend
NT_Signature:
istruc IMAGE_NT_HERDERS
at IMAGE_NT_HEADERS.Signature, db 'PE', O, 0
iend
istruc IMAGE_FILE_HEARDER
at IMAGE_FILE_HEADER.Machine, duw IMAGE_FILE_MACHINE_I386
at IMAGE_FILE_HEADER.Characteristics, dw IMAGE_FILE_EXECUTABLE_IMAG
iend
- IMAGE _OPTIONAL HEADER32

3
A



TAAGEBASE equ Zooooon 7
un executable complet
istruc INAGE_DOS_HEADER
at INAGE_DOS_HERDER.e_magic, db 'MZ'
at IMAGE_DOS_HEADER.e_lfanew, dd NT_Signature - IMAGEBASE
iend
INT_Signature:
istruc IMAGE_NT_HEADERS
at INAGE_NT_HERDERS.Signature, db "PE', 0, 0
iend
istruc INAGE_FILE_HERDER
at IMAGE_FILE_HERDER.Machine, du IMAGE_FILE_MACHINE_I386
at INAGE_FILE_HEADER.Characteristics, du IMAGE_FILE_EXECUTABLE_IMAGE
iend
istruc INAGE_OPTIONAL_HEADER32
at IMAGE_OPTIONAL_HERDER32.Magic, du IMAGE_NT_OPTIONAL_HDR32_MAGIC
at INAGE_OPTIONAL_HEADER32.AddressOfEntryPoint, dd EntryPoint - IMRGEBASE ; not strictly required
at INAGE_OPTIONAL_HEADER32.ImageBase, dd IMAGEBASE ; not required under XP
at IMAGE_OPTIONAL_HEADER32.SectionAlignment, dd
at IMAGE_OPTIONAL_HEADER32.FileAlignment, dd |
at IMAGE_OPTIONAL_HEADER32.MajorSubsystemVersion, du 4
at INAGE_OPTIONAL_HEADER32.Size0fImage, dd SIZEOFINAGE
at INAGE_OPTIONAL_HEADER32.Size0fHeaders, dd SIZEOFIMAGE - | ; required for XP
at INAGE_OPTIONAL_HEADER32.Subsystenm, du IMAGE_SUBSYSTEM_WINDOWS_CUI
iend
istruc INAGE_DATR_DIRECTORY_16
iend
EntryPoint:
push 47
pop eax »
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SHA-1 b7afdcb51ce38e43e030656eb2698fab408cfch
téléchargeable a pe101.corkami.com
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détails techniques de I'exécutable

60 06-00 10 00 PO-60 B2 00 B0-60 B2 @0 60 .
2 8 60
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9 10 08

)8 80 89
2E 64 61 7
8 62 08
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contenu de I'exécutable
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""" en-téte DOS’

80-60 00 ¢ indique que c’est un binaire 3
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en-téte PE

indique que c’est un binaire ‘récent”
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00-¢

00-6 informations sur I'exécutable
00-00 90 B9 0O-00 00 00 B0-80 09 69 08

00-10 00 90 00

..en-téte optionnel *

08

data directories

06 pointeurs vers des structures supplémentaires (exports, imports,...) . .
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. 00 o table des sections -
90 go oo g définit comment le fichier est chargé en mémoire .@.data. ..
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00 06 60 00-00 BB 0O 00-60 0O 0O 6B-406 00 BB CB ............ @..+
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6A 00 68 BB-30 46 08 68- FF 15 j.h.0@.h.0Q.j
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60 00 00 imports Ex
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61 67 5 lien entre I'exécutable et les bibliothéques (Windows) L

SA 20 00 00-080 B0 68 BB-6B 65 72 6E-65 6C 33 32 Z....... kernel32
2E 64 6C 6C-88 75 73 65-72 33 32 2E-64 6C 6C 80 .dl11.user32.dll.
00 00 00 00-00 00 0O 60-00 0O 00 06-00 6B BB B0 ................
61 20 73 69-6D 78 z a.simple.PE.exec
75 74 61 62-6C 65 donnees utable.Hello.wor
4C 64 21 po-00 pp information utilisée parlecode 141 . ...




en-téte
en-téte DOS

depuis IBM PC-DOS 1.0 (1981)

PE (ou NE/LE/LX/VZ]..

en tetes modernes

depuis Windows NT 3.1 (1993)




offset O

0x02
0x04
0x06
0x08
0x0a
0x0c
Ox0e
0x10
0Ox12
0Ox14
0Ox16
0x18
Ox1la
Ox1c
0x24
0x26
0x28 d

dw
dw
dw
dw
dw
dw
dw
dw

e_cblp
e_cp
e_crilc

e_cparhdr exe start

e_minalloc
e_maxalloc
e_ss

e_sp
e_csum
e_ip

e_cs
e_lfarlc
e_ovno
e_res[4]
e_oemid
e_oeminfo
e_res2[10]

Ox3c dd e_1lfanew

IMAGETDOS_HEADER
Ox00 dw e_magic MZ

exe size

>» offset to PE Header
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& JavaScript Alert

Message from webpage
CorkaMIX [HTML+JavaScript]

. CorkaMIX [HTML+JavaScript]

mmemmIsImImsmsssssssessesen

.@InobZn0: V0 VY VY UV.00
.A1A5B2BA: 00 0B B0 ©0A.00 - -
#1A4B2CA: 3C 68 74 6D.6C 3E 8D BA.3C 62 6F 64.79 3E 3C 73 <html>FKhody><s
A1A4B2DA: 74 792 6C 65.3E 62 6F 64.72 20 7B 20.76 62 73 69 tyle>body { visi
A1A4B2EA: 62 62 6C 62.74 79 3A 68.62 64 64 65.6E 3B 7D 280 hility:hidden;>
A1A4B2FA: 2E 6E 20 7B.20 76 69 73.62 62 62 6C.69 74 79 3A .n { visibhility:
A1A4B308: 28 76 69 73.6%2 62 6C 65.3B 20 78 6F.73 69 74 69 visible; positi
A1A4B3108: 6F 6E 3A 208.61 62 73 6F.6C 75 74 65.3B 28 70 61 on: absolute; pa
A1A4B320: 64 64 69 6E.67 3A 208 30.208 31 65 78.20 38 20 31 dding: O lex 8 1
B1A4B33A: 65 78 3B 208.6D 61 72 67.69 6E 3A 20.30 3B 280 74 ex; margin: B; t
A1A4B340: 6F 70 3A 20.30 3B 208 6C.65 66 74 3A.20 30 3B 280 op: B; left: B;
A1A4B350: 7D 20 68 31.20 7B 208 6D.61 72 67 69.6E 2D 74 6F > hl { margin—to
A1A4B360: 70 3A 20 30.2E 34 65 78.3B 20 6D 61.72 67 69 6E p: B.4ex; margin
A1A4B370: 2D 62 6F 74.74 6F 6D 3A.20 30 2E 38.65 78 3B 28 -hbottom: B.8ex;
A1A4B380A: 7D 3C 2F 73.74 79 6C 65.3E 3C 64 69.76 28 63 6C ><{/style>{div cl
A1A4B3920: 61 73 73 3D.6E 3E 3C 73.63 72 69 70.74 28 74 79 ass=n><{script ty
A1A4B3AA: 78 65 3D 27.74 65 78 74.2F 6A 61 76.61 73 63 72 pe=’text/javascr
A1A4B3BA: 69 78 74 27.3E 61 6C 65.72 74 28 27.43 6F 72 6B ipt’>alert(’Cork
A1A4B3CA: 61 4D 49 58.20 5B 48 54.4D 4C 2B 4A.61 76 61 53 aMIX [HTML+JavaS
A1A4B3DA: 63 72 69 78.74 5D 27 29.3B 3C 2F 73.63 72 69 78 criptl’);<{/scrip
B1A4B3EA: 74 3E 3C 21.2D A) - . t><*-g i\







7.5.2 File Header

The first line of a PDF file shall be a header consisting of the 5 characters %PDF- followed by a version
number of the form 1.N, where N is a digit between 0 and 7.
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BABAR230: i

AABRR2 40 - TX] helloworld-X.pdf ...

BABAR250:

BABAR260:

BABAR270:

BABBR280 - 1|/1 ‘ 17% v ‘ *
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515151515 P45
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BABBRE400 - 20.6F 62 6A 3C.3C 2F 4B 69.64 3C 1 8 obj<</KidsI<

BABBR410: 61.72 65 6E 74.20 31 20 360.20 43 </Parent 1 8 R/C
. . . (A

0 D D % U % i1 encs J: P

File Edit View Window Help

MM424 :

@



contactenation PE PDF i tinyeexe - A.. =2 )
File Edit View Window

1 user group 191 Mar 10 2011 helloworld.pdf
1 user group 268 Sep 7 11:29 tiny.exe

>copy tiny.exe+helloworld.pdf
tiny.
eTlovor Hello World!

he 11loworld. pdf
1 file(s) copied.

>tiny.exe
* 268h universal tiny PE (XP-U7x64)

1 user group 191 Mar 10 2011 helloworld.pdf
1 user group 460 Sep 20 10:37 tiny.exe
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Structure

1. début

o Signature PE

I. %PDF + début d'objet

2. suite

o PE (suite)

o HTML

o PDF (suite)
3. fin

o ZIP
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IMAGE_IMPORT_DESCRIPTOR

00 originalFirstThunk/characteristics

04 dd TimeDateStamp I
08 dd Forwarderchain

Oc dd Name Kernel32.d11 =i
10 FirstThunk ]

IMAGE_THUNK_DATA

00 dd AddressofData

/ordinal/Forwarderstring/Function |

17c81127A ' Kern

(on file)

el132.d11!Getversion chint:4)

IMAGE_THUNK_DATA
00 dd AddressofData

/ordinal/rForwarderstring/Function |

IMAGE_IMPORT_BY_NAME
00 dw Hint
02 db Name[*]

Y

- s s ol



IMAGE_IMPORT_DESCRIPTOR

IMAGE_THUNK_DATA

00 dd AddressoOfData
00000000

Oc dd Name
10 FirstThunk

terminator

‘msvcrt.dll ,0

IMAGE_IMPORT_BY_NAME

00 dw Hint: O
02 db Name: "printf ,0

10 FirstThunk 00000000




" Preparing import... I

—% -

The imports segment seems to be destroyed. This MAY mean that
the file was packed or otherwise modified in order to make it
more difficult to analyze. If you want to see the imports

segment in the original form, please reload it with the

‘make imports section’ checkbox cleared.

ok

Don't display this message again




Table A-2. One-byte Opcode Map: (OOH — F7H) *

0 1 2 3 4 5 6 7
Shift Grp 214 AAMI®4 AAD'®4 XLAT/
Eb, 1 Ev, 1 Eb, CL Ev, CL Ib Ib XLATS
Table A-3. Two-byte Opcode Map: 08H — 7FH (First Byte is OFH) *
pfx 8 9 A B C D E F
INVD WBINVD 2-byte lllegal NOP Ev
Opcodes
uD2'8
Prefetch'C NOP Ev
(Grp 16')
vmnvans vmnvans | rvini?na vmnvning rvttnae?2ni rvina2ni viicnmiss venmiss




Table A-1.

One-Byte Opcodes, Low Nibble 0-7h

Nibble' 0 1 2 3 ) 8 6 !
D Group 22 AAM® AAD? SALG® XLAT
Eb, 1 Ev, 1 Eb, CL Ev, CL
Table A-4. Second Byte of Two-Byte Opcodes, Low Nibble 8-Fh
Prefix | Nibble! 8 9 A B (o D E F
INVD WBINVD invalid uD2 invalid Group P2 | FEMMS 3DNow!
See
n/a 0 PREFETCH 3DNow’!"TM
Opcodes” on
page 351
n/a 1 Group 162 NOP3 NOP? NOP? NOP? NOP? NOP? NOP?

K .
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3 D:\corkamix.exe - WinDbg:6.12.0002.633 X386

Command

File Edit View Debug Window Help

0:000» u
inage0040000040x138;
00400138 Of

00400139 1838
0040013b 685a004000
00400140 ££154b014000
00400146 d6

00400147 83c404
0040014a c3

0040014b b9c5037700

777
=bb
push
call
777
add
ret
nov

byte ptr [eax].bh
of fset i1mage00400000+0=x5a (0040005a)
dword ptr [image00400000+40x14b (0040014b)]

esp, 4
ecx, 7703C5h

0:000>

Ln0, Col0 Sys0:<Local> Proc000:51c Thrd 000:d00 ASM OVR CAPS NUM

g






r@ standard.pdf - Adobe R... I =B X .F

’
fee. standard.pdf - SumatraPDF

File View GoTo Zoom Favorites Settings Help

Dom|rage| 171 @ |H[)L 2n

the PDF

File Edit View Window Help b
1/1|209%v|,"= T

A




10 8 obj
<<

/Count ©
/Kids [<«

/Contents 11 @ R
/Resources <<
/Font <«
JF1 <X
/BaseFont /Arial
>>
>>
>>
>>]
>>

11 8 obj
<< >
stream
BT
/F1 140
Tf
(regarding)T}
ET
endstream

trailer<<>>
<</Root<</Pages 18 8 R>>>>

%PDF-1.

30 8 obj
<<

/Kids [<«
/Parent 30 0 R
/Contents 31 B8 R
/Resources <<>>

> ]
>

31 8 obj
<< >
stream
BT
/F1 150
Tf 1681168
Tm(the PDF)Tj
ET
endstream
endobj

trailer<</Root<</Pages 38 8 R>>>>

%PDF

20 8 obj
<<
/Pages <«
/Kids [<«

/Contents -4294967275 4294967296 R

> ]
>

21 8 obj

<< >

stream

BT
110
Tf
('standard'...)Tj

endstream

% trailer<</Root 20 8 R>>

P



>corkamix.exe

CorkaMIX [PE]

>java —jar corkamix.exe
CorkaMIX [Java CLASS in JARI]

>cmp —bh corkamix.exe corkamix_lh.exe
cmp: EOF on corkamix.exe

>python corkamix_1hb.exe
CorkaMI® [pythonl

>copy corkamix.exe corkamix.html
1 file(s> copied.

corkamix.html

JavaScript Alert

CorkaMIX [HTML+JavaScript]

at IMAGE_NT_HEADERS.Signature, db

header:

0
m

.. ]

db . . 1L ¢
push msg

call [ __imp_printf]
salc

]

db ‘PK", 3,

du : version_needed

signature
major version
minor version

_dd ; length of bytecode
GETSTATIC
LDC
INVOKEVIRTUAL
RETURN
_duw ; exceptions_count

attributes_count



Syasm -o corkaminux elf.asm ") Connecting... =
$java -jar corkaminux ——
CorkaMInuX [Java] L File:/// ".
Schmod +x corkaminux

$./corkaminux

CorkaMInuX [ELF]

Scp corkaminux corkaminux-test.html

Sfirefox corkaminux-test.html 2> /dev/null & i
[1] 24462 CorkaMInuX [HTML+JavaScript]
Scp corkaminux corkaminux-test.pdf

Sevince corkaminux-test.pdf 2> /dev/null &
[2] 24511

corkaminux-test.pdf

Thumbnails




" & 6 «| corkamosx.pdf (1 page)
W 8.4 B T N | & |~/ B ||

1
12

| >

(] demo

$ nasm -0 corkamosxX MOSX.asm
$ java -jar corkamosx
CorkaM-0sX [Java]

$ chmod +x corkamosx

$ ./corkamosx

CorkaM-0sX

$ cp corkamosx corkamosx.html
$ open corkamosx.html

$ Ccp corkamosx corkamosx.pdf
$ open corkamosx.pdf

s 0

JavaScript
CorkaM-0OsX [HTML+JavaScript]




I'interet?









SHAZ25E:
SHAT:

MDS:

File size:

File name:

File type:

Tags:

total

2a9c7 albedb3c3f2285afalb1072dd5e? cc022e971351 cadb234a13e52 161389
e27faaallB229f0ed abd7 tha7019dcOf2797184d

88cad2bbbabb? b43794a0f7 adeb90fd5

1.5 KB (1530 bytes )

corkamix.exe

PDF
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Faiblesses

e contourner
o filtres — exfiltration
o same origin policy
o détection
m ex: PE sain mais PDF/HTML/... malveillant
m faire abandonner
m déplacer la frontiere sain <> corrompu

e déni de service



Conclusion



Conclusion

e |a confusion de type, c'est le mal
o les documentations succintes, aussi
o les logiciels laxistes, pareil

e aller plus loin que la documentation
o Adobe: bien / Sumatra: pas bien

e suggestions
o + de contrlle sur les extensions
o isolation des fichiers téléchargés
o un type = une signature (longue) au dep. 0



] )\
Merci a VOUS'!
(et particulierement a Olivier et Axel)

Questions ?



http://
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reverseengineering

.stackexchange.com

@angealbertini
ange(@corkami.com
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