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LEVELS of SOPHISTICATION
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SIMULATION

bl oy =]
VIRTUALIZATION

sub 188180817 proc near
STATIC ANALYSIS nop

mou ecx,
DISASSEMBLING i l?

(W

DEBUGGING loc_1661861D: |

loop loc_ 1881881D
ARTIFICIAL i

sub 18818817 endp

lal o B9
|NTELL|GENCE rFetn I




SIMULATION

VIRTUALIZATION

STATIC ANALYSIS

DISASSEMBLING

DEBUGGING

ARTIFICIAL
INTELLIGENCE

2-HB83F2618
2-HB83F2614
2-B83F2618
2-B83F261C
2-HB83F26208
2-H83F262Y4
2-B83F2628
2-B83F262C
2-H83F26308
2-HBH3F2634
2-HB83F2638
2 -B83F263C
2-883F2648
2-HH3F2644
2-HB83F2648
2 -BB3F264C
2-B83F264F
2 -B83F2653
2-B83F 2657
2-HB83F265B
2-BB83F265F
2-B83F2663
2-BB3F2667
2-HBA3F266B
2-BB83F266F
2-B83F2673
2-BB3F2677

2-B83F267B
2=AAAF?G7F

mow
mov
mow
mov
mow
mov
mow
mov
mow
mow
mow
mow
mow
mow
mow
mow
mow
mow
mow
mow
mou
mow
mou
mow
mou
mow
mou

moav
mnu

[ebp+uvar 44],
[ebp+uvar 43],
[ebp+uvar 42],
[ebp+uvar 41],
[ebp+uvar 48],
[ebp+uvar 3F],
[ebp+var 3E],
[ebptvar_ 3D],
[ebp+var 3C],
[ebp+var 3EB],
[ebp+var_ 3A],
[ebp+uvar 39],
[ebp+var 38],
[ebp+uvar 37],

K D A QT WK QO @O

[ebp+var 36], 'e°
[ebp+uvar 35], bl

byte
byte
byte
byte
byte
byte
byte
byte
byte
byte
byte
byte
hute

ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ntr

[ebp+var 20C], 'w°
[ebp+var 2C+1], °

[ebp+var 2C+2], "L°

[ebp+var 2C+3], °
[ebp+uvar 28], '0°

0

[ebp+var_ 28+1], '1°

[ebptuvar 26], 's5°

[ebp+var_ 26+1], 'd°

[ebp+uvar 247, ".°
[ebp+var 24+1], °
[ebp+uvar 22], "X’
[ebp+uvar 22+1], °
frehn+uar 2A01_ hl

e

e
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SIMULATION

VIRTUALIZATION

STATIC ANALYSIS

DISASSEMBLING

DEBUGGING

ARTIFICIAL
INTELLIGENCE

101047

101047 el 0L ML 0T - sdallLE_XRE
101047) OF 84 FF FF FF FF jz near ptr loc 401047+5
10104D] 60 68 43 add [eax+43h], ch

181056 JU 5§ \ an( 1L, ds: 8O

101056 00 30 add [eax+§], dh

181058 40 inc eax

101659 60 B9 06 60 60 10 add [ecx+100000086h], bh

101045 38 CO cmp eax, eax

101045 '

101047 | OF db OFh

101048 |84 FF FF FF dd OFFFFFF84h

101 04C B s S S S s S e o
|810hﬂ|FF 00 inc dword ptr [eax]

L R e : YL o1t B TR R R IR
101053 58 pop eax

191054 31 05 00 30 40 60 {1l dword 463000, eax

10105A B9 60 06 60 10 mov ecx, 10000006h



SIMULATION 00461C80 push ebp

@04081C81 mov ebp, esp

B04B81C83 push BFFFFFFFFh

BB4P1C85 push offset WinMain@16 SEH
VIRTUAI—IZATION BB4B1C8A mov eax, large fs:z@

BB4B1C928 push eax

B84B1C921 mov large fs:8, esp
STAT|C ANALYS|S BO4B1C98 sub esp, 24h
DISASSEMBLING T

80481098

00401098 loc 4O1D98:
DEBUGGING 0481098 mov ecx,

80481090 call ecx

B0481D2F mov eax,

8O4B81DAL mov ecx, [ebp+ SEHRec$.pHext]
ARTIFICIAL B4B1DA7 mov large fs:0, ecx

BO4B1DAE pop edi
INTELLIGENCE 00401DAF pop  esi

A04681DBO pop ebx

B04B81DB1 mov esp, ebp

B0481DB3 pop ebp

HO481DB4 retn 18h




SIMULATION

VIRTUALIZATION

STATIC ANALYSIS

DISASSEMBLING

DEBUGGING

ARTIFICIAL
INTELLIGENCE




THE ANCIENT ART
OF BYPASSING
ANTI-ANALYSIS
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PEBBeingDebugged Flag: IsDebuggerPresent() Encryption and Compression
PEBNtGlobalFlag, Heap Flags Garbage Code and Code Permutation

DebugPort: CheckRemoteDebuggerPresent() / Anti-Disassembly

NtQuerylnformationProcess
O 0 Misdirection and Stopping Execution via Exceptions

Debugger Interrupts
< . Blocking Input

Timing Checks
? ThreadHideFromDebugger

SeDebugPrivilege
e < Disabling Breakpoints

Parent Process
Unhandled Exception Filter

DebugObject: NtQueryObject
= QueryObject() OllyDbg: OutputDebugString() Format String Bug

Debugger Window .
Process Injection

Debugger Process
& Debugger Blocker

Device Drivers
TLS Callbacks

OllyDbg: Guard Pages
s : Stolen Bytes

Software Breakpoint Detection , ,
API| Redirection

Hardware Breakpoint Detection
P Multi-Threaded Packers

Patching Detection via Code Checksum Calculation

%‘/PHOP\TW

Virtual Machines



THE AWESOMENESS COMPILATION

THE ,,ULTIMATE” ANTI-DEBUGGING REFERENCE [Ferrie]
http://pferrie.host22.com/papers/antidebug.pdf

THE ART OF UNPACKING [Yason]

https://www.blackhat.com/presentations/bh-usa-07/Yason/Whitepaper/bh-usa-
07-yason-WP.pdf

SCIENTIFIC BUT NOT ACADEMICAL OVERVIEW OF MALWARE ANTI-DEBUGGING,
ANTI-DEBUGGING AND ANTI-VM TECHNIQUES [Branco, Barbosa, Neto]
http://research.dissect.pe/docs/blackhat2012-paper.pdf

VIRTUAL MACHINE DETECTION ENHANCED [Rin, EP_XOFF]
http://www.heise.de/security/downloads/07/1/1/8/3/5/5/9/vmde.pdf
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IDAStealth v1.3

AWESOMENESS

Driver Configuration about IDASkealth

Ckher Dpkions

IMPLEMENTED

AN
QSYPHOPT

PhantOm options

- hide from PEB

- protect DRx

- fix ODString, FPU, Import

- hook BlockInput

- hook GetTickCount

- hook GetProcessTimes

- remove EP break

- custom handler exceptions

- change Olly caption

- patch NumOFRvaandSizes
-[Drivers]-

- load driver

- hide OllyDbg windows

- hook MtSetContextThread

- hook RDTSC

K RCURCURC S S S BB B

1 1<K

Stealth Techniques (1) Stealth Techniques (2)

Common Skealth Techniques

MEQueryobject (Fake number of debug porks)

RklizetMEGlobalFlags (Prevent debug heap initialization)
MEQuerySystemInformation (Fake return walue From kernel)
mMEQueryvInformationProcess (Includes CheckRemaoteDebuggerPresent)
GetTickCount - Increase each time by random walue from range: 0 - | 4
Advanced Hw BP protection {(Context APIs/KiUserExceptionDispatcher)
Getversion + GetYersionEx + YWerifyiersionInfo (Pretend WinxP SP3)
Improved MNEClose (Skip KiRaiseUserExceptionDispatcher)

Disable Flags

IsDebuggerPresent (Patch PEB. BeingDebugged)
MkialobalFlag (Patch global heap Flags)

HeapFlag + ForceFlag (Patch other heap Flags)

lobal Enable
Enable stealth when debugger skarks
Enable stealth when debugger attaches




- ;NHWEDHHQ.EHE
i _?NHWEDHHQ.EHE
i _?NHWEDHHQ.EHE
o ?NHWEDHHQ.EHE
-§HHWEanig.e:-:e
-_§NHWEan|g EHE
iR NHWEanlg ENE

=
i
Cl
]
=
=)
o
=
i1

MNREWConfig.exe
=l N [ LY ey

71 -?NHWEDnhg EHE
a0 -?NHWEDnhg e
73 .§NHWEan|g EHE
0g .'?NFIWEDnhg EHE
15 -?NHWEDnhg EHE
33 -?NHWEDnhg e
15 .§NHWEan|g EHE
28 .'?NFIWEDnhg ENHE
10 -?NHWEDnhg EHE
05 -?NHWEDnhg e
99 .§NHWEan|g EHE
09 .'?NFIWEDnhg EHE
72 -?NHWEDnhg EHE
E5 -?NHWEDnhg e
12 .§NHWEan|g EHE
47 .'?NFIWEDnhg EHE
a0 -?NHWEDnhg EHE
36 -?NHWEDnhg e
18 .§NHWEan|g EHE
16 .'?NFIWEDnhg ENHE
12 -?NHWEDnhg EHE
LTS -?NHWEDnhg e
04 -§NHWEan|g EHE
0g .'?NFIWEDnhg EHE
04 -?NHWEDnhg EHE
05 -?NHWEDnhg e
94 -gNHWEDnhg EE
5]

1364 ﬁHegDpenKey
1364 ﬁHegDpenKey
1364 ﬁHegE!uerWalue
1364 #@%FReqClozekey
1364 #%ReqClozekey
1364 [Sh Createfile

1364 A CreatsFileMapp..
1364 Eh QueryStandard....
1364 A CreateFileMapp..

1364 A CreateFil
1364 A CreateFile
1364 A CloseFile

1364 ﬁHegDpenKey
1364 ﬁHegDpenKey
1364 ﬁHegE!uerWalue
1364 @ERegClozekey
1364 @ERegClosekey
1364 ﬁHegDpenKey
1364 ﬁHEgDDEHKE}'
1364 ﬁHegDpenKey
1364 BAReadFile

1364 ShReadFile

1364 A ReadFile

1364 A ReadFile

1364 BAReadFile

1364 ShReadFile

1364 ﬁHEgDDEHKE}'
1364 ﬁHegDuery‘-.-"alue
1364 ﬁﬂeguuery\-"alue
1364 ﬁHegDpenKey
1364 ﬁHegE!uerWalue
1364 ﬁHegDuery‘-.-"alue
1364 ﬁHegDpenKey
1364 ﬁHegDuery"\-"alue
1364 ﬁHegE!uerWalue
1364 ﬁHegDpenKey
194 @% 0 on renk e

HE.CUMS afbware'\PolicieshMicrozofts.Control PanehDezkiop

HECUAContral PanelsDeszskiop

HE.CU%Control PanehDesktophtultillL anguageld

HE.CUACantrol PanehDesktop

HECL

CwWMD WS\ zystem32hoomct] 32, il

CAWIM DWW Shapstermn 32t comectl 32, dll

CAwAM D OWShepstermn 32 comct 32, dll

C:AWIMDOWShepstermn32hcomct 32, dll

CwWMD WS zystem32hoomctl 32, dIL 124, M anifest

CoAWIMDOWShepstern32hcomctl 32, dIL 1 24. Config

CAwAM D OWShepstermn 32 comct 32, dll

HECL

HECUAContral PanelsDeszskiop

HE.CUACaontrol PanehDesktophSmoothS croll

HE.CUACantrol PanehDesktop

HECL

HELk S afbwarehMicrozoftywindows M TACurrentersiontmage File Execution Options WS 2HELP. I
HE.LM4S aftwaretMicrozofts\wWindows M TACurrenterzsiontmage File Execution Optionshw'S2_32.dll
HE.LM4S aftwareMicrozofts\Windows M TACurrentferzsiont mage File Execution OptionzhHideDebugger. dil
C:MProgram Files' DaMpluginstHideD ebugger.dll

C:\Program FilezhDaMpluginzhHideD ebugger. dll

C:MProgram Files'DahpluginsiHideD ebugger.dll

C:MProgram Files' DdhpluginstHideD ebugger.dll

C:MProgram Files' DaMpluginstHideD ebugger.dll

C:\Program FilezhDaMpluginzhHideD ebugger. dll

HELM4YSystermhCurentControlS eth S erviceshwWinS ock2\Parameters

HE.LM4SystermhCurentCaontral3 eth S ervicezshwinS ock 2 \Parameters'\WinS ock_Reagistny Version
HE.LM4SystemhCurentCaontralS ethS erviceshwinS ock 2\Parameters'\WinSock_Registy_Version
HELk\Spztem\ CurrentControlS eth S ervicesvwinSock 28ParameterzhProtocol_Catalog3

HAME HOT FOUKD Deszsired Access: Bear

SUCCESS

Desired Acceszs: Rear

MAME NOT FOUMND Length: 256

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Dezired Access Gen:
SyncTvpe: SuncType
BllocationSize: B18.4°
SyncTepe: SuncType

HakE NOT FOUMD Desired Access: Gene
HAME HOT FOUMD Desired Access: Gene

SUCCESS
SUCCESS
SUCCESS

Desired Access: Rear
Desired Acceszs: Rear

MAME MOT FOUMND Length: 144

SUCCESS
SUCCESS

HakE NOT FOUMD Desired Access: Heac
HAME HOT FOUMD Desired Access: Rear
MAME MOT FOUKND Deszired Access: Rear

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

HELM4SystermhCurentContralS eth S erviceshWinS ock2AParametershProtocol_Catalog3hSenal_Access NumSUCCESS
HELM4SystermhCurentCaontral5 eth S erviceshWwWinS ock 25FarametershProtocol_Catalog3hSenal_dccess NumSUCCESS
MaME NOT FOUMD Desired Access: Masx

HELM4SystemhCurentCaontral3 ethServiceshWinS ock 24FarametershProtocol_Catalog3h00000005

HELk S pztem\ CurrentControlS eth S ervicesvwinSock 28ParameterzhProtocol_Catalog3iMext_Catalog_Ent...
HELM4SpstermhCurentContralS eth S erviceshwWinS ock 2 \Parameters“Protocal_Catalog9hMum_Catalog_Ent...

HE.LM4SystermhCurentCaontrals eth S ervicezhWinS ock2SParameterssProtocaol_Catalog9hCatalog_Entries
HET BALE nzbarah T rrentl mnbralS by S arviesa i im S mek M P arameter«SPrataceal T atalnaQh T atalaa F Alnesh Tl

SUCCESS
SUCCESS
SUCCESS
ClIIrcFec

Offzet: 99.328, Lengtt
Offzet: 132,096, Leng
Qffzet: BE.560, Lengtt
Offzet: 168.960, Leng
Offzet: 201.728. Leng
Offzet: 33.792, Lengt
Desired Access Mazi
Type: REG_57. Leng
Twpe: REG_5Z. Leng
Dezired Access Maxi
Type: REG_DWORD
Tywpe: REG_DWwWORD

Type: REG_DWwWORD,
Type: REG_DWORD
Desired Access: Max
Neasred Arraes Paar
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SMALL | NASTY | THORNY | standardmalwareofftheshelf

PROTECTION PACKER

PAYLOAD



ANTI-SIMULATION

bl g [

gauo142n

gaup142n

aaup142n

aeue142Aa ; MMRESULT _ stdcall acmMetrics_@{HACHMOBJ hao, UIHT uMetric, LPUODID pHetric)
8648142A acmMetrics B proc near

80481420 mow UndClass.hlcon, eax

8648142F push A ; pHetric

86481431 push A ; UHetric

A04081433 push hao ; hao

8481439 call ds :acmHetrics

A840143F cmp eax, 5 ; MMSYSERR_IHMUALIDHAMDLE
apua1442 jz short locret 481446

qul
Lo ey
804 0144% add al, [edx]|

v ¥ |

.1

s T
08481444

004091446 locret 481446:
B04B1446 retn

A0401446 acmMetrics 8 endp
88481446




WINDOW
CONFUSION

and implicit breakpoint detection

Ll s S
B84 01451
88481451
80401451
00401451 decrypt_n_jumptab proc near
88481451
0401451 var 4= dword ptr -4
B84 01451
88481451 xor esi, esi
20401453 add esi, offset unk_ 48100F
0401459 xor edi, edi
88481458 add edi, esi
00401450 mow ebx, eax
B040145F add ebx, 6
BBL41462 movu eax, 4S8h
20401467 mov edx, fs:[eax]
B040146A push edx
28481468 push 5}
20401460 mov ecx, 3J4Ch

v

il s S

L LT L

BBL4” 472 oC HO1472: -

88’ 4147 . mov al, [esi]

88. 81¥ 4 sub al, bl

B84, “"*6 stosb

aouoiu.. . |

80401478 dec ecx

88401478 cmp ecx, H©

004B14T7E jnz short loc_LB1472




*WANNABE*
TIMING DEFENCE

-text: 8048111
-text:0848112
-text:A84811:
-text: 80481123
-text: 80481125
-text: 80481127
-text:00481128
-text:00481128
-text:00481128
-text:80481129
-text:8048112A
-text:8048112B
-text:8048112C
-text:8048112E
-text:8848112F
-text:8048112F
-text:8048112F
-text: 80481132
-text: 80481133
-text: 8048113
-text:0848113
-text:A84811;

-text: 8048115,
-text:80481138
-text:8048113A
-text:8048113D
-text:8848113F
-text 80481145

A o - A . TR Tk A A .k

o bl, ds:byte 4B118F
rdtsc

. push edx
e bh, [es1]
mouv [edi], bh
inc edi
loc 481128:
inc esi
inc esi
inc esi
push eax
mov al, [esi]
stosb
loc 48112F:
add [edi-1], bl
pop eax

loop loc_ 481128
© o oontion_rdtsc endp

rdtsc

nnn edxz

sub eax, edx
sub esp, 18h
push 5

push heap 483 84D
call dword ptr ds:acmitreamlpen

—— —ll



CITADEL

IDA Stealth Bruteforcing

PEBINtGlobalFlags Anti-debug r.e.d.a.c.t.e.d.

Let’s start at the end .....



esi, esi
[ebp+blocksize], eax
eax, eax

short loc 486981

dvord pty [eax+1], offset dword 447978
[ebp+hHeap], B
short loc 4B69CE

al, c
al, al
al, bl
eax, offset DialogFunc al, [esi+e

oc_LB696B

(=

loc_ 4B69CE: 1Param
push ]

push
call
pop
pop
pop
mou
pop
retn

eax 1pEnumFunc
ds -Enumiindows

edi

esi

ebx

esp, ebp

ehp

18h

_WinMain@16 endp

N
QSYPHOPT

edx, edx

esi, ecy

dl

edx, ebx

short loc_ 406968

bl ks 1

cmp [ebp+blocksize], 4
jge short loc 486968

¥

ebx, [ebp+lpCmdLine]
[esi+edi], bl
short loc 4B696B

Y Y

bl e 2

loc LAGO96B:
mou ebx, [ebp+1pCmdLine]




[y <e
loc_ 4B68F2:
cal Frite add

ebx, key init
eax, [ebp+alloca
add ebx, 21h

d_heap]

I =feap], eax
[ebp+b_offs],

mowv offset unk_4433F8
moy [ebp+1lpCmdLine], ebx

cmp dword 4433F4, esi

jz loc_4B69B9

push
call

cmp ecx, ebx
jl short loc_ 486754
|
vy
bl s
loc_4B67B7:
add key init, esi
v
eax : b
ds:-Free3id
edx, [ebp+hind_heap
bl s
loc_LB666F:
cmp [ebp+var_15], 8F
jnz loc 48678D

eax,
esi,

ec¥, BCX

edl,

jz loc_ 4867084

[ebp+allocated heaf
word ptr [eax-8]

LA ;

hal e 2

loc_4B6784:

shl edi, cl

=0r ecx, ecx

lea eax, ds:B[edi=8]

test esi, esi

jle short loc_ 486734
mou eax, |epp+nwnd_neap |
moy ecx, [ebp+hHeap]
add eax, 1ah
shl eax, HCh
push eax : duBytes
push 8 ; duFlags
push eCX ; hHeap
call ds JHeapAlloc
lea edx, [ebp+TokenHandle]
Xor esi, esi
push edx ; TokenHandle
push 8 ; DesiredfAccess
mouv [ebp+allocated heap], eaX
mov [ebp+dwBytes], esi



WITH DEBUGGER

HA9AB6E A

(515
(515
a6
(5
28
(515
(515
(515
(515
AR

C8
oA
oA
oA
a8
(515
515
(515
515
AR

(515
515
(515
515
6D
515
(515
515
(515
AR

a1
48
68
a4
a7
a4
aa
a4
aa
AR

WITHOUT DEBUGGER

AA9A 0GB 0

B8
a4
840
88
CHl
a4
a4
a4
a4
a4

(515
515
a6
51
28
515
(515
515
aa
515

C8
oA
on
oA
a8
a4
a4
515
ag
515

aa
a4
aa
a4
34
a4
aa
aa
aa
aa

a1
LA
60
a4
a1
a4
a4
a4
a4
a4

(515
(515
oC
(515
18
(515
(515
(515
(515
AR

(515
515
oc
515
a8
515
(515
515
aa
515

EE
(515
B4
o8
(515
(515
(515
(515
(515
AR

EE
515
a4
88
(515
515
(515
(515
aa
(515

FF
ae
ae
46
ae
ae
ae
ae
ae
AR

FF
en
en
46
en
en
an
en
0o
en

EE
oA
g4
9B
g4
a4
g4
a4
g4
AR

EE
oA
(515
OB
(515
(515
(515
(515
aa
(515

FF
ae
ae
ae
ae
ae
ae
ae
ae
AR

FF
ae
ae
ae
ae
ae
ae
ae
6o
ae

515
26
a1
515
515
515
515
515
515
AR

g4
26
a1
a4
a4
a4
a0
a4
a4
515

typedef struct HEAP_ENTRY

f

1

USHORT Size ;
USHORT PreviousSize;

UCHAR CK ; UChar
UCHAR FL .
UCHAR UN s UChar
UCHAR SI 3//: UChar

} HEAP_ENTRY, *PHEAP_ENTRY;

Uint2B

Uint2B

UChar
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[ .html ] [vshow.swf]

S I BN B S S S B B B B B B B B S S oy,

N

Heap Preparation _
Prepare ROP Chain

Timer Registration
Corrupt Memory

Fill SoundObject with Shellcode

Invoke SoundObiject.toString()

g EEE S . . o . e e .y

[ cmmon.js ]

/

—-—een o o o o EE EE o o EE e e o e e s =

Eval ( something)
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SNEAKY EXPLOIT
BEING SNEAKY

a e\

&YPHOP\T



~ loc e:int =

* log 8:int =

= new vVector<int>|

Tr

= new Vector<int>(

DECODING e~ e s
Endian.LITTLE ENDIAN:

_loc 10.endian =

var _luc_lﬂ:?ectur.{i:t} = hexToIntArray(paraml) ;
OF THE ACTUAL [ts

var loc 12:int =

_loc 9 =

EX P LO IT while{ loc 9 < loc 11.length)

i
_loc &6 = (_loc &6 + 1) &
_loc 12 = (_loc 12 + loc 2[ loc &]) &
_loc 8 = loc 2[ loc &]:;
_loc 2[ loc 8] = loc 2[ loc 12];
_loc 2[_loc 12] = loc 8;
_loc 13 = ( loc 2[ loc &] + loc 2[ loc 12]) &

_loc 8 = loc 2[ loc 13];

_loc 10.writeByte(_loc 11[ loc 8] * loc B):

loc 9 = 1loc 9 +

}

&\/ p H O |D\T return loc 10;




ALMOST
WONDERFUL
wonderfl

&YPHORTM

R4 | B TR < HTMLEENZ A MGRE | 3200 -0/ (0—-Py T LELRE !

*Welcome, B Penny.Ullmayer -codes -users -games -events -tags =-Q&A -wonderfl?

m 4+ Start to Write Code

wonderfl ...

flash on 2014-5-25

& fo 0 ®favorte:d = lines75 ¥ license: MIT License modified 4-05-041

Embed

1 l)ackage I

2 flash.display.Sprite;

E] class Tope Sprite |

4

5 var m dump7: = "54&7ebaabaabfcid94532121
[ var m keys: = "2eb31lf09%9%a77a0idetala2l3etf
T VAr m trg: = "42eedbi92986a3 2628582410179
8

g function Tope ()

10 {

11

12 decode -.m_trg) .to3tring()

13 1 ’
14

15

16 function hexTolnthArray(paraml: } : Vector.
17 {

1& var _loc 2:¥% = H

139 var _loc_3:% = paraml.length;

20 var _loc 4:% = 07

21 var _loc S5:Vector.< > = < >{_loc_3 /
22 var _loc f:* = 07

23 {_loc 4 < _loc_3)

4y Download



rivate var delay:iuint =

rivate var snd:Sound;
private var m _dump7:5trin
private var m keys:5tring

private var m_trg:String = "42

rivate var work:Timer;
public wvar =s:Vector.<Chject>;
public wvar tf:TextField;

rivate var found:Boolean = false;

rivate var m mark:Boolean = false;

I
if{ExternallInterface.available)

{

Externallnterface.call ("=im", decode(this.m trg).toString()):
}
thi=s.work.startc () :
this.work.addEventListener (TimerEvent .TIMER, this.proc):

var r,t,e,i:

var o=document.getElementById{"1") ;
r=document.createElement {"i"} ;

t=r;

r=document .getElementById("k") .childNode=s[0] .appendChild{zr) ;
r=t.appendChild (o) ;

e=r.offsetParent ;e.onpropertychange=fun;
i=o.firstChild.next5ibling;

try{i.di=sabled= o;}catch{e){}




MIUREF

and it’s packer

Once upon a time ...
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1ea
mou
mou
mou
mou
mou
mou
call
1ea
1ea
push
1ea
push
push
1ea
push
push
call
1ea

ecx, [ebp-2ih]
[ebp-24h], esl
[ebp-54h], eaX
[ebp-44h], eaX
[ebp-34h], eaX

dword ptr [ebp-5Ch], offset aHellolorld
dword ptyr [ebp-64h], 8

ds: uvbalarDup
eax, [ebp-5ih]
ecx, [ebp-4ih]
Pax

edx, [ebp-3ih]
BCX

edx

eax, [ebp-2ih]
esi

Pax
ds:rtchsgBox
ecx, [ebp-5ih]

Hello, World?t"™

NATIVE
CODE



dd

YSOS5AFAFh, 74CDEBDB4h, OF9961AAZ2h, 4D765813h, 3F4F9BBDh

§g F@ 33AD4F3Ah, 11CF6699h, BAABABCBZh, 93D348AAN
dword JFCFBAD2ER, 1ﬂﬁEHﬂFHh 838A7h, BBS571332Bh, SO5C3043h

COR

dword 4813AC

dvord 481484

dd

dd
dd

dd
dd
dd
dd
dd

dd
dd
dd
dd

f2676F72h, 462060610, 73656C69h, 63694DS5Ch, 6F736F72h
fu66h, 617573690, 7453286Ch, 6F696475h, 3942565Ch
SC38h, A4C4F2E36h, 42h, 4256h, 48133Ch, B
6, 9, 40134Ch, 481384h, 4822C8h, 2 dup(8)
1A98CBh, 33ADYEF2h, 11CF669%h, BAABBBCE/h, 93D36808h
; DATA SREF: .text:804818A4)0
GDO6D6F43R, 31646E61H, O
44888Ch, 2 dup{8)
18h, 650048h, 6CHB6CHh, 2CA06Fh, 570820h, 72886Fh, 648846CH
21h, 36414256h, 4CHCHL42ER, B
1, 481248h, 8 ; DATA SREF: .text:A04B814EC)o
; -rext:00461580)0 ...
offset dword 48182C
BFFFFFFFFh, @
offset dword 481298+4
offset unk 482008



P_CODE h, 1068ABFAh, 838A7h, PB571332Bh, 565C3A43h
. 46206D61h, 73656C69h, 63694D5Ch, 6F736F72h
. 61757369h, 7453286Ch, 6F696475h, 3942545Ch
. 4CU4F2E36h, 42h, 4256h, 49133Ch, O
TRANSLATION I4Ch, 401384h, 4822C8h, 2 dup(0)

JJADYEF2h, 11CF669%9h, BARBBBCE7h, 93D368868h

P-code mnemonics ... FCC8 1? 76 ...

handler13: handler14: handlerl5:
ExitProcHresult ExitProc ExitProcl2

interpreted

by msvbvm60.dl|




237414 4220474 ‘msghux_iust_c...
2374:14 4246438 ‘msgbnu_iust_c...
23:14:14 4540749 ‘msghnﬂ_iust_c...
2314:14 46R4225 ‘msghux_iust_c...
2374:14 4688433 ‘msgbnu_iust_c...
2314:14 4716808 ‘msghnﬂ_iust_c...
2314:14 49335149 ‘msghux_iust_c...
2314145031882 ‘msgbox_iust_c...
2374:14 5308285 ‘msgbnx_iust_c...
2314:14 R338636 ‘msgbox_iust_c...
231414 RE21018 ‘msghux_iust_c...
2374:14 BERZ441 ‘msgbnu_iust_c...
23:14:14 B938ERE ‘msghnﬂ_iust_c...
2314:14 R330288 ‘msghux_iust_c...
231414 E09E17E ‘msgbox_iust_c...
23:14:14 5127562 ‘msghnx_iust_c...
2314:14 5402246 ‘msghux_iust_c...
2374:14 B433384 ‘msghux_iust_c...
231414 5718177 ‘msgbnx_iust_c...
23:14:14 6746130 ‘msghnﬂ_iust_c...
231414 7027163 ‘msghux_iust_c...
23714:14,705706E ‘msgbnu_iust_c...
2314:14,7339756 ‘msghnﬂ_iust_c...
2314:14, 7369389 ‘msghux_iust_c...
23714:14, 7496653 ‘msgbox_iust_c...
2374:14, 7522760 ‘msgbnx_iust_c...
2314:14 7811637 ‘msgbox_iust_c...
2314:14, 7840959 ‘msghux_iust_c...
23714:14.8120361 ‘msgbnu_iust_c...
23:14:14,8150728 ‘msghnﬂ_iust_c...
2314:14 B4R77ET ‘msghux_iust_c...
2374:14,8489293 ‘msgbnu_iust_c...
23:14:14,8744842 ‘msghnﬂ_iust_c...
231414 8774748 ‘msghux_iust_c...
2314:14,9068229 ‘msgbox_iust_c...
2374:14.9091638 ‘msgbnx_iust_c...
2314:14 9383000 ‘msgbox_iust_c...
2314:14 3473070 ‘msghux_iust_c...
2374:14.9832309 ‘msgbnu_iust_c...
23:14:14,9533558 ‘msghnﬂ_iust_c...
2314:14 9830663 ‘msghux_iust_c...
2374:14,9864320 ‘msgbox_iust_c...
23:14:15,0147691 ‘msghnx_iust_c...
23:14:15,0138035 ‘msgbox_iust_c...
2371415 0462237 ‘msghux_iust_c...
2374:15,0488528 ‘msgbnx_iust_c...
23:14:15,0938244 ‘msghnﬂ_iust_c...
2314150964739 ‘msghux_iust_c...
23714:15,1 262326 ‘msgbnu_iust_c...
2314151278078 ‘msghnﬂ_iust_c...
2314:15 1867350 ‘msghux_iust_c...
2314:15,1595716 ‘msgbox_iust_c...
2314151880112 ‘msgbnx_iust_c...
2314:15,1307691 ‘msgbox_iust_c...
231415 218774 ‘msghux_iust_c...
2374:15, 2228500 ‘msgbnu_iust_c...
2314:15,2502068 ‘msghnﬂ_iust_c...
23:14:15,2530460 ‘msghux_iust_c...

356 &7 Thread Exit
356 & Thread Create
356 & Thread Exit
356 &Y Thread Create
356 & Thread Exit
356 & Thread Create
366 &Y Thread Exit
356 &Y Thread Create
356 & Thread Exit
356 &Y Thread Create
356 &7 Thread Exit
356 & Thread Create
356 &Y Thread Exit
356 &Y Thread Create
356 & Thread Exit
356 & Thread Create
366 &Y Thread Exit
356 &7 Thread Create
356 & Thread Exit
356 & Thread Create
356 &7 Thread Exit
356 & Thread Create
356 &Y Thread Exit
366 &% Thread Create
356 & Thread Exit
356 & Thread Create
356 &Y Thread Exit
356 &7 Thread Create
356 & Thread Exit
356 & Thread Create
356 &Y Thread Exit
356 & Thread Create
356 &Y Thread Exit
366 &Y Thiead Create
356 & Thread Exit
356 & Thread Create
356 &Y Thread Exit
356 &Y Thread Create
356 & Thread Exit
356 & Thread Create
356 &Y Thread Exit
356 &Y Thread Create
356 & Thread Exit
356 &Y Thread Create
356 &7 Thread Exit
356 & Thread Create
356 & Thread Exit
356 &Y Thread Create
356 & Thread Exit
356 & Thread Create
366 &% Thread Exit
356 &Y Thread Create
356 & Thread Exit
356 &Y Thread Create
356 &7 Thread Exit
356 & Thread Create
356 & Thread Exit
3656 &% Thread Create

SISATVNY
JINVNAQ

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Thread 1D

Thread ID

Thread 1D

Thread ID

Thread 1D

Thread 1D

Thread ID

Thread 1D

Thread 1D

- 2536, Uszer Time: 0.0000000, Kemel Time
Thread ID:
: 2344, User Time: 00000000, Kemel Time
Thread ID:
Thread ID:
Thread 1D
Thread ID:
Thread ID:
Thread ID:
Thread ID:
- 2916, Uszer Time: 0.0000000, Kemel Time
Thread ID:
- 1800, User Time: 0.0000000. Kemel Time
Thread ID:
Thread ID:
Thread 1D
Thread ID:
Thread ID:
Thread ID:
Thread 1D
Thread ID:
Thread ID:
Thread 1D
Thread ID:
Thread ID:
Thread ID:
Thread ID:
Thread ID:
Thread ID:
Thread 1D
- 2608, Uszer Time: 0.0000000, Kemel Time:
Thread ID:
Thread 1D
Thread ID:
Thread ID:
Thread ID:
Thread ID:
Thread ID:
Thread ID:
Thread 1D
2212, User Time: 00000000, Kernel Time:
Thread ID:
- B0, Uzer Time: 00000000, Kemel Time:
Thread ID:
Thread ID:
Thread ID:
Thread 1D
Thread ID:
Thread ID:
Thread 1D
- 2648, Uszer Time: 0.0000000, Kemel Time
Thread ID:
2 3076, Uszer Time: 0.0000000, Kemel Time
Thread ID:
Thread ID:
Thread ID:
Thread 1D
Thread D

2344

2420
2420, Usger Time: 0.0000000, Kemel Time
12
3912, Usger Time: 0.0000000, Kemel Time
arad
3784, User Time: 0.0000000, Kemel Time
2916

1200

A4

584, Usger Time: 0.0000000, Kemel Time;
3740

3740, Usger Time: 0.0000000, Kemel Time
2784

2784, User Time: 0.0000000, Kemel Time:

2516

2516, User Time: 0.0000000, Kemel Time:

I

3796, Uzer Time: 0.0000000, Kemel Time:

3208

3208, Usger Time: 0.0000000, Kemel Time;

3740

3780, User Time: 00000000, Kemel Time:

1832

1892, Uger Time: 0.0000000, Kemel Time:

2603

2560

2560, zer Time: 0.0000000, Kemel Time:

3284

3284, Usger Time: 0.0000000, Kemel Time;

3me

306, User Time: 00000000, Kermel Time:

2ME

2016, Uger Time: 0.0000000, Kemel Time:

212
E00

256

856, User Time: 0.0000000, Kemel Time:
2896

2896, Uzer Time: 0.0000000, Kemel Time
3236

3236, Usger Time: 0.0000000, Kemel Time
2648

387E

2864
3864, User Time: 0.0000000, Kemel Time
IB36
3536, Uszer Time: 0.0000000, Kemel Time
2096

- 0.0000000

- 0.0000000

: 0.0000000

- 0.0000000

: 0.0000000

- 0.0000000

- 0.0000000

(0.0000000

- 0.0000000

(0.0000000

0.0000000

0.0000000

(0.0000000

0.0000000

(0.0000000

0.0000000

0.0000000

(0.0000000

0.0000000

(0.0000000

0.0000000

0.0000000

(0.0000000

- 0.0000000

: 0.0000000

- 0.0000000

: 0.0000000

- 0.0000000

- 0.0000000



. VB Decompiler v9.2

M=)

File Tools Plugis Help

<% Proc_2_7_4083AC

% Proc_Z_8_407104

4% Proc_2_9_407710

% Proc_2_10_407ED4
A% Proc_2_11_42890CC
% Proc_2_12_40D358
&% Proc_2_13_40ATFC
@ Proc_2_14_40828C
<% Proc_2_15_408534
4% Proc_Z_16_4081D8
% Proc_2_17_408F14

& Proc_2_24_4076C0
4 Proc_2_25_40700C
4 Proc_2_26_409EE0
% Proc_2_27_40A448
& Proc_2_28_409870
<% Prar 7 78 ANTCTR

FisName: | Ci\Documents and Settings|Administratori\Desktopgeneric.barimsgbos_just_cuckoo.exe [ioe) [Decompie |
P-Code |+] Pt ndt i amatars [+] Procedure analyzer and optimizer
= -&! Praject -~ loc_41hke06: wvar_Fd4 = CStr(var_CC(0)) s

= (03 Forms loc_41h64D: Proc_i_36_40ABF8(var CC, wvar_A&4, Proc_21 0_403748 (CStr(LHIK), 0), =-1)

™ g loc_41A65C: var_108 = CStr(var_CC(0))
= UserControls = loc_41h67E: If (Lemivar F¢) > 3) Then
S [ Code loc_41h36F: ReDim var 274(0 To -1)
-Oa loc_4L1A847: var_1C8 = Proc_21 0 403748 (CStr(4H47)) £ Proc_21_0_ 408748 (CStr (£H6S)) £ Proc_21 0 408748 (CStr(LH74)) & Proc_21 _0_408748 (CStr | LHS
& Proc_0.0_ 407680 loc_41A8CF: var_1F8 = var_1C8 & Proc_21_0_408746 (CStr (6H72)) & Proc_21_0_408746 (CStr(6H72)) & Proc_21_0_408748 (CStr(§H6S)) & Proc_21_0_4087¢
: === loc_41A8F7: var_228 = var_1FS & Proc_21_0_408746 (CStr (£H74)) & Proc_21_0_408746 (CStr(EHSO)) & Proc_21_0_408748 (CStr(£H72)) & Proc_21_0_4087¢
# [ BDe loe_41A91F: var_258 = wvar_228 & Proc_21 0_408748(CStr(sHE3)) & Proc_21 0 408746 (CStr(sHE5)) & Proc 21 0 408748 (CStr(£H73)) & Proc 21 0 4087
=B DA loc_414957: var_134 = Proc_21_0_408748 (CStr (SHEE), CLng(AscW(var_108))) & Proc_21_0_408748 (CStr(EHES), 1) & Proc_21_0_408748 (CStr(sH7Z)) & F
4 Proc_2_0_408480 loc_41A97F: var_164 = var_134 & Proc_21 O_408748 (CStr (sH65)) & Proc_21 0_408748 (CStr(SHEC)) & Proc_21_0_408748 (CStr(4H33)) & Proc 21 0 4087
A Proc_2_1_420CAC loc 41A947: var_26C = var_164 & Proc_21 0 408748 (CStr(sHIE)) & Proc_21 0 408746 (CStr(sHE4)) & Proc_21 0 408748 (CStr(€HEC)) & Proc 21 0 4087¢
4 Proc_2_3_ 404804 loc_41A9E0: PropBag.WritePropertyvar 26C, var 256 & Proc 21 0 408748 (CStr(sH49)) & Proc_21 0 408748 (CStr(sHE4)), var 274)
# Proc_2_3_40ADEC loc 41A9E8: Erase var 274
4% Proc_2_4_40C4A8 loc_41A9BC: wvar_110 = var_ B8
@ Proc_2_5_40F8AB loc 41ACZ1: ReDim var 274(0 To 2)
@ Proc_2_6_4086B8 loc_41AC3B: var_274(0) = sH1FOFFF

loc _41AC48:
loc 41ACS1:
loc 41ACBS5:
in-:.'_‘l 1ACAD:
ll:-c.'_‘ll.ﬁ.CEE:
loc_41ADOD:
loc_41AD35:
1nc_4 1AD3E:
1nr_'_4 1hDbd6:
loc_41AD4h:
loc_41B01F:
loc_41B041:

loc 41BOEB:
loc 41B113:
loc 41B13B:
loc_41B173:
loc 41B19B:

| ¢-|

var 274(1l) = False

var 274(2) = wvar_ 110

var 1C8 = Proc 21 0 408748 (C5tr(LH4F)) £ Proc 21 0 408748 (CStr (gH70)) £ Proc 21 0 408748 (CStr(gHES5)) & Proc 21 0 408748 (CStr |£HE
war_1F8 = war_1{8 & Proc_21 O_408748(CStr(cH72)) £ Proc_21 0 408748 (CStr(LHEF)) £ Proc_21 0_4087438 (CStricHE3)) & Proc_21_0_4087¢
war_134 = Proc_21 0 408748 (CStr(£HEE), war_110) £ Proc_21 O_408748(CStr(<HES), war_BB) £ Proc_Zl1 0_4038748 (CStr(£H7Z)) & Proc_21_
wvar_164 = wvar_134 £ Proc_2z1 0 408745 (CStr (£HES5)) & Proc_21 0 403748 (CStr(£HEC)) & Proc_21 0 408745 (CStr(sH3I3)) & Proc_21 O 40874
war_20C = wvar_164 & Proc_21 0 408748 (CStr (SHZE)) & Proc_21_0_ 4085748 (CStr(£HE4)) & Proc_21_0_ 405745 (CStr(sHEC)) & Proc_21 O 40874
Propbag.WricePropercy (var_20C, wvar 1F8 & Proc_z1 0 4087438 (CStr(£H73)) £ Proc_21_0_408748 (CStr(£H73) ), war_274)

Erase wvar 274

var_2F4 = wvar_BS

var_BS = GetModuleFileNameW ((AscW(var_ 108))

ReDim var 274(0 To 4)

(O 2F4
roflll 0O_408 tr{sH, Ve
g)
Var (Gefilba: i 1el BS
pe_ 21 0 74 A T3 LKL ic £ e_2 405748 (CStr (4HES)) & Proc_21_0_ 408748 (CStr{&H:

var_1C8 & Proc_21 0O 408748 (CStr(§HS0)) & Proc_21_0_ 405748 (CStr{sH7Z)) & Proc_21 0 405748 (CStr(&HG6F)) & Proc_21_0_4087¢
war 228 = var 1F8 ¢ Proc_21 O 408748 (CStr(sHE5)) & Proc 21 0 403748 (CStr(sH73)) & Proc 21 0 408748 (CStr{sH73)) & Proc 21 0 4087¢
war_258 = var 228 & Proc_21_0_40B8748(CStr(sHES)) & Proc_21 0 403748 (0Str(sHED)) &£ Proc 21 0 408748 (CStr{cHEF)) & Proc 21 0 4087¢
wvar_140 = Proc_21_0_408748 (CStr(4H4B)) & Proc_21_0_408748 (CStr(sH65)) & Proc_Z1_O_ 408748 (CStr(&H72)) & Proc_21_0_408748 [CStr (&HE
var_170 = var_140 & Proc_21 O 408748 ({CStr{sHEC)) & Proc 21 0 408746 (CStr(4H33)) & Proc 21 0 408748 (CStr(sH3IZ)) & Froc 21 O 4087w
»

€H34), "&H™, wvar_ZF4)) £ var_Fa)

Decompiled OK
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¥ IDA - C:\Documents and Settings\Administrator\Desktop\generic. tarimsghox_just_cuckeo.exe

File Edit Jump Search View Debugger Options  Windows Help
: b @ O |Local winzz debugger i’n'a Ej %f 55 B ») @_)IEI @L‘E 0*

[ l 3
8T 1T 1111 ] ] A —— ———— Y]

IDA View-EIR, Call Stack, Breakpoints, General registers, Modules, Threads, Hex View-EAX, Stack view E] @ Struckures [ Fruims
D& View-EIP B | = Call Stack Ed Breakp — Bk General reqisters g X
: ntdll.d11:7C912EBF 8B 7R B4 nov edi, [edx+h] Thread Address L0 hruchion *! |~ [EnX 7FFD2004 & debugoos:unk_7FFD2004 ~|oF o
ntdll.d11:7C912EC2 83 EO FE and eax, BFFFFFFFEh fl 00000720 kernel32 dilkernel32_WriteProcessiemory oy edi, edi EBX 7FFDFAAA % debugfB7 :7FFDF 660 DF @
"Eg}}gi};gg:ggg? g:; gg 0 o add Ea:' Eil N . I8 ooooorzo kernel32 dilkernel32_WriteProcessihemory mov  edi, edi ECX 860068861 L IF1
n o g cm e r [ebp+ z ] ; i adi TF B
I G TR 60 B moﬂ egx, gax [ebp 1. :;l 0ooooyzo kerneIS2.cIII.I<zrneI32_1.f‘u’rftzIJrocess!\nhemorg.r moy edf,edf EDX 7C800041 % kerneld? . dll:7CE00041 SoF:
i ;
ntdll.d11:7C912ECD 89 55 6C mov [ebp+0Ch], edx ;: 00000720 kemel2 ditkeme|32_WriteProcessiiemory  mov  edi, edi ESI 7C80E164 & kernel32.d11:kernel32 DuplicateHandle+2Dé 5r 8
------ TCOLLMLCTGr 0 OF G4 7a 01 90 o Lo 7oonkins H coonris Lamezaereti vrocsierary vy || ept 01009 denugoun0un1 9t
ntdll.d11:7C912EDG6 3B F2 cmp esi, edx = Al - . o PF 8
I ntdll.d11:7C912EDE 73 21 jnb short loc_7C912EFB iR ooooorzo kernelaz dilkernel32_WriteProcessiemory moy  edi, edi Egs g::gigg: Y ztact[gggggiizlgligiggg CF1
ntdll.d11:7C912EDA A1 EB BB 97 7C mou eax, off_7C97BBEO il ooooorzo kernzl32 dilkernel32_W riteProcessiemory mov  edi, edi 5> SERKE] IE A A
ntdll.d11:7C912EDF I8 ooooorzo kernel32 dilkernel32_WriteProcessihemory moy  edi, edi EIP 7C912EF1 % ntdll.d11:ntdll_RtlEqualUnicodeString+56 =
ool [DEGIIL o (L SETHIRIA PP 10E_{BrIaEnFs . ; CODE XREF: /1§ poooorzo kernel32 dllkernel3z_WriteProcessiemory mov  edi, edi EFL AA0AZRI -
i nggii'gii:;gglgggg gg gg 16 b dx, [esi] iR ooooorzo kernel3 2 dllkermel32_WritePracesshhemary mav  edi, edi @Modules g X
: :tdll:dll;?[:‘HZEEll 66 8B OF ;g; Eix'[sgz] if ooooorzo kernel32 dilkernel32_WriteProcessiemory moy  edi, edi Path Baze Size |™
H ntd1ll.d11:7C912EE7 46 inc esi il 00000720 kemel3zditkemel32_writeProcessthemary moy edi, edi (58] c\bocuments and SettingshAdministratoribesktapigeneric farimsgbax_j.. 00400000 000400
! ntdll.d11:7C912EE8 46 inc esi | 00000720 kernel3zdilkernel3z_viriteProcessthemary  mov  edi, edi {58 c:\Pragram Files\TDANpluginsy Hide bebugger dil 10000000 0o0s1o
' ntdll.d11:7C912EE9 L7 inc edi il ooooorzo kernzl32 dilkernel32_W riteProcessiemory oy edi, edi SE CHWINDOW Shsystem 3 2yuxtheme dll 5ALTO0000 ooosac
. ntdll.d11:7C912EEA 47 inc edi ill oooooTzo  kerrel3zdilkemel3z_wWriteProcessthemory mov  edi, edi (5 CAWINDOW Sysystem32inetapi 324l SEEE0000 000550
C ntd11.d115?8912EEB 66 38 D1 cmp dx, cx . il oooooTzo  kernel3z ditkemel3z_viriteProcessthemory  mov  edi, edi (E CAWINDOW Sysystem 32 cometla2.dll 5090000 D00PAL
m T :E:E-:E:EEEEEEE gg flg ‘?sﬂl Eghl:”s]’ et El kernel32.dllke ite Processhhemary e di 49450000 000160
' - |ntdl1.d11:7C912EF4 75 B9 sh = 71AADDDD 00008
' : ntdll.d11:7C912EF6 : td
' ntdll.d11:7C912EFé 112E f;l
£ 7 Intd11.d11:7C912EF6 3B 75 OC i i — T
v L-=7 ntdll.d11:7C912EF9 72 E4 i t
. H
! ' ntd11.d11:7C912EFB H | R RNUNCHE P
1 1 [ntdll.d11:7C912EFB if RS =1
' ' ntdll.d11:7C912EFB i Woion.doo
._!___'} - o adla U.U.
*° Intd11.d11:7C912EFB BB 01 NT. . . Poa.
L - fcariia1:izeor2er b b P
: : ntdll.d11:7C9412EFF kernel3z dlf _ TOGESSMEMDTY - N.D.O W-é-\- st
: 1 ntd11.d11:7C912EFF E 00000720 kernel32 dilkernel32_WriteProcessiemory oy edi, edi stem32sg
' : ntdl1.d11:7C912EFF loc_7C912EFF: ; CODE XREF: iR oooooFz4  kemnel3zdilkemel32_CreatePracessi moy  edi, edi hal :.\.'.\!.I.N.D.I;.W.
* " ntdll.d11:7C912EFF 66 83 FA 61 cmp dx, 61h < > $.:.0.:.\W.LLN.
i ¥ ntdll.d11:7C912F03 73 24 jnb short loc_7C912F29 B.0.U.S.A.S.u.5.
] +  |UNENOWH 7C91ZEFl: ntdll.dll:ntdll BtlEquallnicodeString+Se 8881 83FE t.e.m.3.2.%.W.b.
- - 8861 848E 58 88 41 88 54 60 48 68 45 88 e.m...P.A.T.H.E.
(D] Hex Wiew-Eax & X | (O] Stack view B X
ZFFDAFCY B0 A 0O 6P G0 60 AP 0@ OO 0O 60 AA AA AA AR AR __ . _______.____ .. PSS Bl 00600000 UNENOWN 000103SE: debug0l:0001029E v | A
ZFFD1FD4: 60 680 60 00 68 60 60 88 6O B8 88 ] C?C 88818888 debugBii:off_Twvwwn
7FFD1FE4 @@ 880 00 60 B0 60 6O B0 A8 B0 B8 ” [C88 7FFDFA@e debugB87 :7FFDFBB8
7FFD1FF4 88 60 08 @0 60 08 @0 00 @0 o9 pa ‘0800007 5A 90 80 63 0O 60 00 O4 0O @0 G0 FF FF 00 00 B8 ZE......... --* [®lican O145ECES  Stack[@0880F24]: 0145ECES
7FFpzoes R 61 26 @1 30 91 40 01 50 01 @ CS800017 00 00 60 60 0O 60 OG0 4@ 00 00 00 00 00 00 06 80 ....... B.oononn £88 7CY9145E6 ntdll_dll:ntdll_RtlQueryEnvironmentVariable U+6D
7FFD201% @0 01 66 61 00 o1 80 o1 0@ p1 gp [[CS00927 B8O DO BO 8O D8 6O 0O D8 60 00 80 B0 0O 80 60 OO [C8C DOO1839E debugBed:0001039E
7FFD2624 88 81 08 81 88 61 80 B1 88 01 89 /US0UGST B 00 B9 DO 0O 0O BO 0O 00 0O DO FO DO 0O 00 OE ........ e C98 7C8BE168 kernel32.dll:kernel32 DuplicateHandle+2DA
ZFFD?02% ©6 81 68 61 80 81 68 61 060 o1 go |C808841 BA BE 68 B4 82 CD 21 B8 A1 4C CD 21 54 68 69 .]..].-%+.L-*Thi ‘Coh BBOBOESH
7FFD204% 08 81 98 81 80 01 80 81 A0 01 09 ;gggggz ;g gg gg ;f} g; g; gé g:] gg gg gg ﬂl EE gg g; EI‘)' Shg"gﬂ:a“;ncggg"; 098 7C8855F8 kernel3d?2.d1l:unk_7C8855F8
UNKNOUN 7FFDZ004: debug006:unk 7FFDZ004 70200071 6F 64 65 2E OD OD OA 24 00 00 00 00 00 00 00 17 ode....$........ i 014EECTE: Stack [00000FZ4]:0145ECTS v
EOutputwindow 7CRABARY1 86 28 AA 53 E7 ME F? 53 E7 MF F9 53 E7 4E F9 53 3 -StN'StN'StN'S g X
FLWSILIY DWELELE, PATasT walso .- O FCEOBOA91 E7 MF F9 D9 E6 4ME F9 98 E8 13 F2? 58 E7 4E F? 98 tl]'+].lN'|§F.'PtN'l::
Flushing buffers, plesse wait.. .ok 7C8008001 ES 12 F9 52 E7 4E F9 90 E8 10 F9 52 E7 4 F9 90 F.-RtN-EF.-RtN-E
Flushing buffers, please wait...ok 7C8000B1 E8 41 F9 56 E7 4E F9 90 E8 11 F9 8E E7 4 F9 98 FA-UEN-EF.-AtN-E
Flushing buffers, please wait.. .ok 7C80080C1 E8 2E F9 57 E7 4E F9 98 E8 14 F9 52 E7 4E F9 52 F._-WEN-EF.-RtH-R
Flushing buffers, please wait...ok UMENOUN 7C200041: kernel3Zz. dll:7C800041 v ]
Python
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Edit  Jump

Search  Wiew

Debugger  Cphions  Windows  Help

D0

Local win3z2 debugger

APV D EY 8 3000 @6 e

IDA Wiew-EIP, General registers, Modules, Threads, Hex Wiew-1, Stack wiew

ID#A View-EIP

Skrucktures

B | @

-
iz

Enumns

Hex YWiew-1

& X i3k General registers
.idata:96481868 ; File Hame : C:\Documents and SettingsiwAdministratoriDesktopigeneric.tarimsgbox_just cuckoo.exe [~ Eax w
.idata:-0046168688 ; Format : Portable executable for 88386 (PE) L EBX w
.idata:@04810688 ; Imagebase - haaoea
.idata:B8@40108688 ; Section 1. {virtual address G88618088) ECX Y
.idata:88481888 ; Uirtual size : BBE2FDCC { 163276.) EDX Y
.idata:-004810888 ; Section size in file : BBA280A0 { 163848.) ESI [
-ida "9 Off: dat “ion: | 18088 EDI w
.ida LRTE ST * Flac wowewsdI T [ 1% hle F able EBP w
.ida ja4p1 66 Alic nt - d 11t
.ida  J048180¢ =7 d
.ida 184818688 [mpc HSUB EIF b
.ida 184816888 EFL
.ida iahp1 08/ ==== ========== ====== === =======; === ======= === ===
.ida ighai pe
.ida ; Seqr Ext
Jddavae.vwsw 080 5 _idal.u MOdUIES
.idata:@es@1008 rtcsin dd [N ; DATA XREF: .text:@eu@1132]r path
.idata:00848100880 ; -text:BB428Cab]o . : -
.idata: 08481804 rtcCos dd ; DATA XREF: .text:@8048112C)r Cj‘DDC”me"'S"”d Setfings'Administ
.idata:8e40610688 rtcRgb dd ; DATA XREF: .text:004818EALF (B CAWIND oW Shsystem3zikemel32
.idata:-086481680C rtcCharValueBstr dd ; DATA XREF: .text:o648111ALr
.idata:-06481618 rtcBstrFromChar dd ; DATA XREF: .text:o848i1180Llr
.idata:-004810614 MethCallEngine dd ; DATA XREF: .text:luc§! . —
.idata:88481818 rtcLowerCaselVar dd ; DATA XREF: .text:pgy 3% warmng
.idata:8848181C rtcTrimBstr dd ; DATA XREF: .text:88} i o .
_idata:@gan@i1a2a _Uha[:l]p_uBytES dd z pATA XREF: .text:@a _5 FCE12AEE: FIDatlngpolntlnexact resulk (EXC.CDdECDDDDDBﬁ kid 2436)
.idata:-864816824 rtcVarFromFormatUar dd ; DATA XREF: _text:aay L3
.idata:-00461628 rtcEnvironBstr dd ; DATA XREF: .text:ooy
.idata:-0048162C rtcSwitch dd ; DATA XREF: .text:ooy <] =
.idata:-00481028 rtclsMissing dd ; DATA XREF: .text:oo =
.idata:0848183% rtcMsgBox dd ; DATA XREF: .text:88481126)r
.idata:86840810838 rtcMidCharBstr dd ; DATA XREF: .text:8848113E}lr Threads
.idata:8848183C rtcSpaceBstr dd ; DATA XREF: .text:@86848117ALr becimal Hex
.idata:a6481848 EVENT_SIHK_AddRef dd ; DATA XREF: .text:loc_4B811B6Lr
.idata:@8o401844 rtcUpperCaseBstr dd ; DATA XREF: .text:ooue1186)r 2436 PB4
.idata:964081048 rtcIsHull dd ; DATA XREF: .text:o84810FB8Lr
.idata:0048104C rtclsHumeric dd ; DATA XREF: .text:@e4@8i112@8lr
.idata:88481858 imp D11FunctionCall dd ; DATA XREF: D11FunctionCalllr
.idata:88481854 rtcCommandVar dd ; DATA XREF: .text:88481158)1r
.idata:8684816858 rtcPPHT dd ; DATA XREF: .text:804818C6Lr
.idata:@eu@105c EVENT_SIHK_Release dd [N ; DATA XREF: .text:loc_4@11BCLr
.idata:eeueieae rtcsShell dd [N ; DATA XREF: .text:@88481156)r
.idata:9646810864 EVENT _SIHK QueryInterface dd ; DATA XREF: .text:loc 4@11BALr
.idata:-904816868 vuvbaExceptHandler dd ; DATA XREF: .text:804811AALFK
.idata:8848186C rtcReplace dd ; DATA XREF: .text:884811A4)r
00001000 00401000: .idata:rteSin w
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B C:AWINDOWS\system 3 2\emd.exe -0 ﬁ
Eirminate monitor: Enahl]ﬁdd
oning type: izahle
Concurrent limit: n/a TOEN R @B I I
Avoid out H /
N:?n;ero;lfagfmps: i . . PID | CPU| Description Company Mame
Dump folder: : G:inDocuments and Settings“Administrators [T spoolsv. exe 1552 Spooler SubSystem App Microzoft Corporation
Dunp filenane/nask: PROCESSNAME_YYMMDD_HHMMSS vmtoolsd exe 1876 W ware Tools Core Service YWidware, Inc.
J\-"MUpgradeH el.| 1996 Whdware wirtual hardware upgrade helper application Yhware, Inc.
Press Ctrl-C to end monitoring without tem g the process. [ dihiost.exe 56 COM Suragate Microzoft Carparation
[18:31:42]1 Dump 1 initiated: C:“Documen Settings“Administratorsmsghbox_just_cuckoo.exe_148525_ 183149 .dmp qalg.exe 1148 Application L ayer Gateway Service M?crosoﬂ Corporat?on
[18:31:49]1 Dump 1 complete: 1_I"IB uritty = ir Emsdtc.exe 220 M5 DTC console program Microzoft Corporation
[18531549] The process has exited. [ svchost exe 3252 Generic Host Process for Win32 Services Micrasoft Corporation
[18:31:491 Dunp count reached. | lsass.exe B4 L5& Shell [Export Yersion) Microzoft Corporation
e 1480 Windows Explarer Microzoft Carparation
C:~Documents and Settings“Adming =T ray.ene 1476 Y ware Tools tray application Whdware, Inc.
el ser.exe 1492 Widware Tools Service Vidware, Inc.
= 1836 CTF Loader Microsoft Corporation
:Update exe 1908 Google Inztaller Google Inc.
e 3764 The Interactive Dizassembler Hex-Rays SA
=~ ol [ A= = 0 o EO == A p.ExE 380 1.56 Syzinternals Process Explorer Sysinternals - v, spsinternals.com
k= & 5[} = h ‘;I ﬁ 1 A B e 2524 Windows Command Processor Microzoft Carparation
= p.ExE 2648 Sysinternals Process Explarer Sysinternals - www spsinternals.com
i = N )
@9scopeip m D BT |.ERE eS8 Windows GUI symbolic debugger Microsoft Corporation
ggggzizi g]d:veS Eg; Zii:\ - S | dttexe 3852 Motepad++ : a free [GMU] zource code editor Don HO don. higfree. fr
7c90edel o3 ret
7c90edes 8da42400000000 lea esp. [esp] . » Name
??SET?EdFSdégDDt Call lea ecx. [ecx] == 23 \Default
n 1KiFastSystenCall: 4 23
7c3024f0 Shdd nov edx. esp s \KnownDlls
edi 12e8ac Windoves
Tc90edfz 0f34 sy=senter =i 0 .
ntdll1¥iFastSystenCallRet - 15biaa ‘BaseMamedObjects ]
=dfd 3 ehx “BaseMamedObjectshusereny: User Profile setup event
c90edfS Sdadz400000000 ezp. [esp] ?Elx Ecg?blﬂl L C:\Documents and Settingzadminiztrator
?CSET?If(;IBdg*IMDDC 1 e=p. [e=p] 3 3 “DeviceKzecDD
nt !KilntSystentall: C:AAINDOWSWInS #5486 Mi ft. 4 indows.C -Controls B595064144ccf1df £.0..
?CQDEEDD 8d542408 lea edx' [espv' ﬁ [x] gtk st 1 ICros0l INQowE. L.ommon-L.ontrols CCl
7c90e504 od2e int 2Eh o Commit Charge: 9.95%  Processest 32 Physical Usage: 17.72%
7c90e506 =3 ret Raw args  Fune infiol . i atile regs  Frame nukis  Source args - -
7c90e507 90 nop b
More  Less
Ed 1 lat
lanalyze —v S ntdll 1Kl = tenCall ~ - & 3 6 [v]| anst v hex v
WARNING: The debugger does not have a current proces. nread #| (ntdll IHtDES cutlions =
WARNING: Many commands will not work 1%%:2-}& bl w 5] msgbox_just_cuckoo.exe | || kernel33.dll
Extension called without current FC : - >
Qffset(h) OO0 O1 02 O3 04 05 06 O7F OS5 05 0OA OE OC O OE OF
: Exception Analysis . - D—' 0004zES0O 00 00 00 FF 75 DO 56 8B 40 30 FF 70 18 FF 15 10 . ..%ubV<@E0O¥p.¥..
- = 008 sDocull Uts and Settings~AdministratorDeskto) OO04ZESO 10 80 7C 89 75 DO ES OF Ak FC FF 57 53 68 DO 34 .E€|5ubé.?QiWshb:
a7 O004zEALD &4 7C ES SE 48 FC FF 56 8B F& FF 15 8C 11 80 7C . |e" "aiViey.E.£|
0004ZEED SE C7 ES E6 A5 FC FF 83 7D E4 10 OF 85 09 3D FD «Céx¥uffla....=vy
*%% WARNING: Unable to verify timestamp for msgbox_just_cuckoo. eze 00042zEc0 FF SE 75 F8 EQ 01 30 FD FF 8B FO F9 1E 3D FD FF jii;uﬁé.=3'rji< sE .=y
»x% ERROR: Module load completed but symbols could not be loaded for msghol
Failed calling InternetOpenlUrl, GLE=12007 O004ZzEDO 02 00 00 00 01 0O 00 00 03 00 00 00 04 00 00 00 ... neennnnnnns
O0042ZEEQ 00 00 00 00 90 90 90 90 90 jy=mee 55 SE EC 83 EC  ......... @LR ifi
FAULTING_IP: " 00042EFD 1C Al CC 56 88 7C 56 8B 35 4C 73 88 7C 83 FE FF . ;IV*|V¢5Ls" | fby¥
73 R — 5 ; 3 00042FO0 29 45 FC 75 62 68 G52 73 88 7C 64 01 8D 45 ES 50 wEiukh¥s'|j..E&P
o = 00042F10 FF 15 5C 10 80 7C 85 €O 7C 34 8D 45 E4 50 64 10  %.%.€|.A|:.E&P].
2= L] - — 00042zFz0 8D 45 EC 50 6A 02 65 50 73 88 7C FF 75 ES FF 15 L.EiPj.hPs" | #uéy.
Product : WinNt. suite: SingleUserTS ” @%scopsip [F V) [ Mewt ] 00042F30 58 10 80 7C 85 CO 7C 09 83 70 E4 10 75 03 8B 75 X.€|.L|.fl&.u.cu
gaghine Nams: Got Hav 24 17.45-49 000 2014 (ITC + 2.00 Byte v 00D42ZF40 F3 FF 75 ES FF 15 3C 10 80 7C 83 FE FF 7E 05 83  atué#.<.€| fhi~.f
sbug session time: Sat Ha : : . + 2 —_— T “1at
Systgm Torton, b availabi’e { } 7o90e4f1 o3 54 a1 24 00 00 00 o0 0% y . 35 m D0042FS0 FE 02 7C 02 33 F6 64 FF 56 63 4C 73 85 7C £8 CF b.|.383§Vhls" |1
Process Uptine: 0 days 0:01:38.000 | |7c90e501 54 24 08 cd 2= o3 90 55 6b =c TS .. o.. .. O0042Fe0 SC FC FF 83 F8 FF 74 02 8B FO 83 FE FF 7E 09 83 \U¥feyc.cs8fby~-.f
< 5 7c90e50e 40 02 00 00 89 85 dc fd ff f£f §9%&a™da ... ... ... .. 0004zF70 FE 02z OF 8C 01 EZ FE FF 33 F6 ES FL E1 FE FF 8B p..E.ap¥3déndpii
7c90e51b fd £f £f 8b 45 08 8b 4d 04 83 48 Oc 8d E. M H |« 00042FS0 4D FC SE ES OL 5C FC FF E9 3F E2 FE FF 3D 05 00 Mi*e.\idé?abi=
[0:000s | 4 ¥ Qoo4zFo0 00 80 75 OC 68 CE OO0 00 00 ES 44 57 FC FF EE 06 .€u.hl...e&=nwi

Ln0, Col 0 Sys 0:C:iDocu Proc 000:c30 Thed 000:e3c

ANNAST AN CA_To _C7O _Co _T/h FF 23 <0 _Fh 00 40 T TF

NUM - Offset: 42EE9 Elock: 42EE9-4ZEEA Length: 2

2T

fal=

faln}

TIATTWaa48D §i 2mniTin s

Overwrite




EVER HEARD OF.. kernel33.dll ?

&) kermnel33dll

Offset (h) 3 04 05 06

Q004ZESO 75 DO 56

QOD4zE9OD TC 89 75 DO ES9

0004z E LD iC ES ! A8 FC FF 56
QOOD4ZEEBO C ; . FF &
QD042 ECO ] - i 3D
QDO4ZEDO oo
O0D4ZEEQD
O0O04ZEFO
Q0042 FOO0
O0OD42F 10
DOD42F20
QOD4ZF30
Q004Z2F40
Q004ZF50
DOD42ZF 60
Q004z2F70
Q0042ZF80
Q0042 F920
G AT A5

fset: 42EE9 Block: 42EE9-4ZEEA, Owerwrite

&YPHORTM
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Trace window
offset UB Header

ThunRTHain Thread

il ooooorss
ao0ooFs4
ao0ooFs4
aoo00oFs4

dd 36h, 46h, @
dd 74BAC62Dh, 42AB33F9%h, BCE16C69Bh
dd 18866h, 410086h, 7818A4h, 7u616C) <M C0ODOFS4
dword_u81178 dd 31CCFFh, B8A27DAABZH

dd BC1368748h, BEEBBBBOBh, BADAF3IAD

dd 93h, & dup(8)

dd 83FZ288h, 8346086h, BFO88BLh, 74690

dd BEB18Dh, 6972754Bh, 616D7265%h, 6

dd 746CHBh, 78DEO6Bh, BDEADL288h, 78Bh, 26088080h, 28008088h, 780008888h

dd 98688884h, 100800888h, 1888h, BABOO088BL, 7/8h, 3 dup({d)

dd BFFA88886h, 1%h dup{BFFFFFFFFh}, Z2A7CYCZ2Ah, 9AAh, 26Ah dup(BBCABBCA0H)

QeverHorT BACK TO STEALTH MODE



POST VB6 PACKER

HRWConfig.exe:> 8840822008
HRUConfig.exe:-004022A0

a0408228B
08482288

POST C++ PACKER

public start
start proc near

884 82248B

BB4pZ228B var 1C= byte ptr
80482288 var_C= dword ptr
AB4pZZ28B var 8= dword ptr
a84082288 var 4= dword ptr

884 8228B

BB4BZ228B push ebp

B848228C mou ebp, esp
a048228E sub esp, 1Ch
80482291 push esi

aB4pz2292 xor esi, esi
88482294 mov [ebptvar C], esi
80482297 mov [ebp+uar 4], esi
48482294 mov [ebp+var_8], esi
88482290 call WalkProcesses
8e4822a2 call Path_setup_dat
8B4822A7 cmp eax, esi
884082209 jz loc_4B238C

HRUConfig.exe: 88482271 mov
HRUConfig.exe:004022A3 sub
HRUConfig.exe: 88482276 push
HRUConfig.exe:004022A7 xor
HRUConfig.exe: 88482279 mov
HRUConfig.exe:004022AC mou
HRUConfig.exe:884822AF mov
HRUConfig.exe:0840822B2 call near ptr unk_ 482238
HRUWConfig.exe:884822B7 call near ptr unk_ 4821BE
HRUConfig.exe:004022BC cmp eax, esi
HRUConfig.exe:884822BE jz loc_ 4823R2
HRUConfig.exe:004022C4 lea ecx, [ebp-4]

[ebp-BCh], esi
[ebp-4], esi
[ebp-8], esi

HRUWConfig.exe:884822C7 push eCX
HRUConfig.exe:-084022C8 push eax

HRUConfig.exe:884822C9 lea esi, [ebp-8]
HRUConfig.exe:084822CC call near ptr unk_ 4818CD
HRUConfig.exe:884822D1 pop eCX
HRUConfig.exe:004022D2 pop ecx
HRUWConfig.exe:884822D3 test edx, Eax
HRUConfig.exe:-0840822D5 jz loc_ 4823A2
HRUConfig.exe:884822DB mov esi, [ebp-4]
HRUConfig.exe:004022DE mou al, [esi]
HRUConfig.exe:884822E8 cmp al, 1dh
HRUConfig.exe:-004022E2 ja loc_ 4823A2
HRUWConfig.exe:884822E8 push ebx

&YPHORTM

aa4822AF

ecx, [ebp+uar 4]
ae4p2282 eCH
Be4p22B3 eax

88482284 esi, [ebp+var 8]
apun2Z2B7 ReadAFile
apup2ZBC BCX

AL A22BD eCX

004 822BE eax, eax
apupz2z2ca loc 4B238C




B03F2366 [ebp+var 128C], eax
HA3F236C eax, [ebp+ThreadContext]
B83F2372 eax

B83F2373 [ebp+FrocID]

BO3F2376 [ebp+3etThreadContext]
883F237C [ebp+FrocID]

HA3F237F [ebp+ResumeThread ]
BO3F2385 [ebp+ReclLevel], ¥

003F 2389 short loc_3F23A3 00000FS4

OaoooFs4
QooooFs4

xR B OE R -
(1] [1a] m i [1a]

O=pl 0=k O=-k Ok O
D D D D

BA32F238E |]l.|5|'l ebx 0a00aFs4

BB3F238C call  [ebp+uar 498] & U
883F2392 push eax
B83F2293 call [ebp+terminate]

[ R

AB3F2399 , v 8h, 36080880h, 283000080h, 78000008h
AB3F2399 loc . 23° d608evdh, 78h, 3 dup({@)

B83F2399 cmp (ebp+LoopCount], 64h ), 2A7C7C2Ah, 9AAh, 26Ah dup({BBCAGBCAGH)
@83F239D0 j1 loc_3F2238

C++ PACKER VB6 PACKER

&YPHORTM



THANK YOU!

Marion Marschalek

wl
ngpHoet

marion@0x1338.at
0x1338.blogspot.co.at
@pinkflawd




