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Android security model

Ask the user for permissions in order 1o access phones
ressources (texts, GPS, etc.)
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App permissions
System tools

Prevent phone from sleeping, toggle
sync on and off

Your location

Approximate (network-based) location,
precise (GPS) location

Phone calls
Read phone status and identity

Network communication
Full network access

Your personal information
Read your contacts

Your accounts

Add or remove accounts, create
accounts and set passwords, use
accounts on the device
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Let’s say, | really need this app...

What the application does with its ressources ¢
Are resources really used by the application ¢
Are resources used in a legitimate way ¢
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You already have solutions for that

Static versus dynamic analysis tools
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Androguard
JD-Core/GUI
Efc.
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Dynamic analysis

Solution 1: Build a custom Android ROM (Droidbox) to
Instrument the kernel
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Dynamic analysis

Solution 1: Build a custom Android ROM (Droidbox) to
Instrument the kernel

Solution 2: Modity APK before install (APIMonitor / Fino) 1o
insfrument the APK
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Dynamic analysis
Solution 1: Build a custom Android ROM (Droidbox) to
Instrument the kernel

Solution 2: Modity APK before install (APIMonitor / Fino) 1o
insfrument the APK

Solution 3: APl hooking framework (Substrate / Xposed)

Hooker: a solufion to analyze Android markets
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Online scanners

Mix of stafic and dynamic
Fancy user interface and reports

e
) ..
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E r rO r 5 2 4 Ray ID: 12ta2ab89112041a3

A timeout occurred

You Paris www.apk-analyzer.net
Browser CloudFlare Host
Working Working Error
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Analysis are centered on one application
s it possible to analyze more than one application ¢

Can you analyze an entire market ¢

Hooker: a solufion to analyze Android markets
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Infrodu
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What is Hooker

A solution to analyze Android applications

Centralize and aggregate analysis of thousands of
differents applications
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How Hooker works

Microanalysis versus Macroanalysis
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How Hooker works

Microanalysis versus Macroanalysis

QV\QQ:‘sis on one

S?eC;F;C QW)Q?GQ\-Ion
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How Hooker works

Microanalysis versus Macroanalysis

/ \

AnaQysis on ome Anolysis of sevecal

specific application applications
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Microanalysis overview

gt Static
analysis

Step 4

i Distributed 1
[ Application dotabase C[ Data mining ]
Dynamic .
analysis
Step 2
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Step 1: Androguard

It jJust works great

Framework in python

Let us extract basic information about the application
Package name
Permissions

Services

Efc.
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Step 2: Substrate

An APl hooking framework

Changes behavior of one application, without patches, or
specific ROM, or whatever

What you need is:
Root access

Compatible Android version
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Substrate

Injects code into Zygote process (father of all processes)

Therefore, injected in all spawned processes

(Similar to Xposed)
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Use Subsirate to:
Hook access to personal informatfion (read contacts, etc.)
Hook access to specific APl (open socket)

Modity return of specific methods (anti-anti-emulation)

Hooker: a solufion to analyze Android markets

34



Hook PowerManager methods

159=  f**

168 * Attach on PowerManager class.

161 */

162= private void attachOnPowerManagerClass() {

163 final String classMame = "android.os.PowerManager”;

1e4

165 Map<String, Integer:> methodsToHook = new HashMap<String, Integer:();
166

167 methodsToHook. put(“goToSleep”, @);

168 methodsToHook. put("is5creenOn”, 8);

169 methodsToHook. put("newlakelock"”, 1);

178 methodsToHook. put(“reboot™, 1);

171 methodsToHook. put("userActivity”, 1);

172 methodsToHook. put("wakeUp"”, 1);

173

174 try {

175 hookMethods (null, className, methodsToHook);

176 SubstrateMain.log(new StringBuilder("hooking ").append(className)
177 .append(” methods sucessful®™).toString());

178

179 t catch (HookerInitializationException e) {

188 SubstrateMain. log(new StringBuilder("hocoking ").append(className)
181 .append("” methods has failed").toString(), e);

182 1

183}
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Hook PowerManager methods

159=
166
161
162
163
la4
165
166
167
168
169
17@
171
172
173
174
175
176
177
178
179
158
181
182
183

J** CQQSS
* Attach on PowerManager class. nqme
*;"I /
private wvoid attachOnPowerManagerClass() {
final String classMame = "android.os.PowerManager”;

Map<String, Integer:> methodsToHook = new HashMap<String, Integer:();

methodsToHook. put(“goToSleep”, @);

methodsToHook. put("is5creenOn”, 8);

methodsToHook. put("newlakelock"”, 1); > Me\'\\ods nome
methodsToHook. put(“reboot™, 1);

methodsToHook. put("userActivity”, 1);

methodsToHook. put("wakeUp"”, 1);

try {
hookMethods (null, className, methodsToHook);

SubstrateMain.log(new StringBuilder("hooking ").append(className)
.append(” methods sucessful®™).toString());

t catch (HookerInitializationException e) {
SubstrateMain. log(new StringBuilder("hocoking ").append(className)
.append("” methods has failed").toString(), e);
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Build events in real time

4 N

APK

Substrate
A

Y

[ API| Android ]
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Build events in real time

-
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APK

Substrate
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Event object

l

Collect service

API| Android
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Build events in real time

r
A"

—

i Unigue identifier

i Relative and absolute timestamps
i Parameters type and value

' Return type and value

1
“ | Intrusive level
i

4 N\
APK
l\_ Substrate j
T ..
Event object
APl Android
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Intrusive level indicator

Differentiates critical event from normal event
Writing is considered more intrusive than reading
Application doing lots of intrusive events is highlighted

Hooker: a solufion to analyze Android markets 40



RelativeTimestamp »~ ¢ 1 HookerName » 1 PackageName » 1 ClassMame » 1 MethodMame » 1 Return.ReturnValue
53274809 Crypto com.melodis.midomiMusicldentifier javax.crypto.Cipher init

View: Table / JSON / Raw

Field Action  Value

ClassMName Q @ i | javax.crypto.Cipher

Data Q Q&

HookerMame Q @ & | Crypio

InstancelD Q @ & 1094434584

IntrusiveLevel Q@@ 0

MethodMame Q @ = init

PackageName Q @ &= | com.melodis.midomiMusicldentifier

Parameters Q @ =5t ["ParameterType""java.lang.Integer”,"ParameterValue""1"},

["ParameterType""javax.crypto spec.SecretkeySpec”,"ParameterValue™"SecretKeySpecfalgorithm=AES/ECB/PKCS7Padding key=
{101.53,96.49.102,56,52,102,101 49,49 45 52,100,99,52,97,97,102,99,52,99,102,54,99,102,100,102 48,9950 56}

RelativeTimestamp Q @ £ 53274809

Timestamp Q @ & 1397378485227

_id Q @ &  wiEbPRTsKJKUmaHc4JSQ
_index Q @ #  hooker_test

_type Q @ & event
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RelativeTimestamp »~ ¢

53274809

View: Table / JSON / Raw

Field Action

ClassMName Q@ m
Data Q Q&
HookerMame Q@ m
InstancelD Q Q&
IntrusiveLevel Q@ m
MethodMame Q Q&
PackageName Qo s
Parameters Q Q&

RelativeTimestamp Q, @ &
Timestamp Q Q@ o
_id Q Q=
_index Q Q@ o

_type

Q @ &=

nQVhe
1 HookerName » 1 PackageName » 1 ClassMame » 1 MethodMame » 1 Return.ReturnValue
Crypto com.melodis.midomiMusicldentifier javax.crypto.Cipher init
Value

javax.crypto.Cipher

Crypto

1094434584

0

init
com.melodis.midomiMusicldentifier

{"ParameterType""java.lang.integer"."ParameterValue"""},
["ParameterType""javax.crypto.spec.SecretkeySpec”,"ParameterValue""SecretKeySpec[algorithm=AES/ECB/PKCS7Padding key=
{101,53,98.49,102,56.52,102,101 49 .49 48 52,100,99,52,97.97.102,99,52,99,102,54,99,102,100,102 48 99,50 56}]"}

§3274809

1397378465227
wHE]bPRTsKJKUmaHc4JSQ
hooker_test

event
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RelativeTimestamp »~ ¢

53274809

View: Table / JSON / Raw

Field Action

ClassMName Q@ m
Data Q Q&
HookerMame Q@ m
InstancelD Q Q&
IntrusiveLevel Q@ m
MethodMame Q Q&
PackageName Qo s
Parameters Q Q&

RelativeTimestamp Q @ i
Timestamp Q Q@ o
_id Q esE
_index Q Q@ o
_type Q @

Ay, e
1 HookerName » 1 PackageName » 1 ClassMame » 1 MethodMame » 1 Return.ReturnValue
Crypto com.melodis.midomiMusicldentifier javax.crypto.Cipher init
Value wne
Mekod "

javax.crypto.Cipher

Crypto

1094434584

0

init
com.melodis.midomiMusicldentifier

{"ParameterType""java.lang.integer"."ParameterValue"""},
["ParameterType""javax.crypto.spec.SecretkeySpec”,"ParameterValue""SecretKeySpec[algorithm=AES/ECB/PKCS7Padding key=
{101,53,98.49,102,56.52,102,101 49 .49 48 52,100,99,52,97.97.102,99,52,99,102,54,99,102,100,102 48 99,50 56}]"}

§3274809

1397378465227
wHE]bPRTsKJKUmaHc4JSQ
hooker_test

event
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RelativeTimestamp »~ ¢

53274809

View: Table / JSON / Raw

Field Action

ClassMName Q@ m
Data Q Q&
HookerMame Q@ m
InstancelD Q Q&
IntrusiveLevel Q@ m
MethodMame Q Q&
PackageName Qo s
Parameters Q Q&

RelativeTimestamp Q, @ &
Timestamp Q Q@ o
_id Q esE
_index Q Q@ o
_type Q @ =

Ay, e
1 HookerName » 1 PackageName » 1 ClassMame » 1 MethodMame » 1 Return.ReturnValue
Crypto com.melodis.midomiMusicldentifier javax.crypto.Cipher init
Value wne
Mekod "

javax.crypto.Cipher

Crypto

1094434584

0

init
com.melodis.midomiMusicldentifier

["ParameterType""java.lang.integer”,"ParameterValue™"1"},
{"ParameterType""javax.crypto.spec.SecretkeySpec”,"ParameterValue™"SecretKeySpecfalgorithm=AES/ECB/PKCS7Padding key=
{101.53,96.49.102,56,52,102,101 49,49 45 52,100,99,52,97,97,102,99,52,99,102,54,99,102,100,102 48,9950 56}

53274809
1397378485227

WHEjbPRTSKJKUmaHc4JSQ ?Q(Qme\—e(s *3@65
hooker_test on d QQQ\)e§
event
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Main limitation
White list enumeration

We don’'t intercept what we don't declare

Hooker: a solufion to analyze Android markets
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Main limitation
White list enumeration

We don't intercept what we don't declare

\

Test on maQuoace 3? we Kn*\'exce@\-

evecything we want
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& Static
analysis

[ Application

Dynamic
analysis
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Distributed

database

Step 4

C[ Data mining

|
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S\—ee 3 and <« ColQRects awnd
centcalizes <cesulie f‘ o< data wmnng

4 Static
analysis

Step 4

[ Application

Distributed Data minin
database C[ g

Dynamic
analysis

Step 2
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Store events in a distributed database

Elastic search

Interact with database

Kibana (front-end)

Hooker: a solufion to analyze Android markets

49



Exam@Qe of Kibana web in\'e({' ace

HISTOGRAM 0O & + x

View » | @ Network (306) @ HookerName:SQLi (26) @ HookerMame:IPC (64) @ HookerName:Telephony (26)

@ HookerName:SharedPreferences (168) @ HookerName:Crypto (2751) @ HookerName:DRM (0) @ HookerName:Geolocation (0)

@ HookerName:Accounts (0) @ HookerName:ContentsData (82) @ HookerName:DynamicCodeLoader (0) @ HookerName:FileSystemHooker (802)

@ HookerName:System (12) @ HookerName:TaskScheduler (24) @ HookerName:MediaRecorder (0) @ HookerName:Runtime (26)
HookerMame:Resources (384) countper 1s | (4671 hits)

40

20

20

. - .

0 I I
15:47 1547 15:48 15:48 15:49 15:49 15:50 15:50
01-0 01-0 01-0 01-0 01-0 01-0 01-0 01-0

HOOKER NAMES ® & < x || METHODS 0 & + x

update
47%

-~ @<cCryplo (2751 FileSystemHooker (8021 Resources (3847 | @update (1791}  getinstance {481} 1 digest (475
@ Network (306) @ SharedPreferences (168) @ ContentsData (82) @ getstring (339) @exists (222) @file (166) @ getabsolutepath (86)
@IPC (64) @Telephony (26) @SQLi (26) @ Runtime (26) @ getboolean (84) @getpath (79) @bind (78)
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You have to build your own Kibana interface

Basic malware generates 2000 events in 60 seconds

Hooker: a solufion to analyze Android markets
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Macroanalysis

Hooker: a solufion to analyze Android markets

52



Macroanalysis

Automation and parallelization of microanalysis

Hooker: a solufion to analyze Android markets
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Macroanalysis

Automation and parallelization of microanalysis

Look for specific patterns in thousands of applications

Hooker: a solufion to analyze Android markets
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Macroanalysis

Automation and parallelization of microanalysis

Look for specific patterns in thousands of applications

\

Posk QnQstis
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Macroanalysis

Automation and parallelization of microanalysis

Look for specific patterns in thousands of applications

\

Posk omQQSs‘\s

\

Daka mining
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Automation

Step 1: Prepare an Android emulator

Step 2: Configure a scenario
Install
Execute
Stimulate

External stimulation

Reboot

Hooker: a solufion to analyze Android markets
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Automation

Step 1: Prepare an Android emulator

Step 2: Configure a scenario

Install o coosest %7
i os YN A2
Execute ro,g‘\\oo-e
Stimulate

External stimulation

Reboot
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Automation

Step 1: Prepare an Android emulator

Step 2: Configure a scenario
Install

Execute Mo
4]

Stimulate —

External stimulation

Reboot

l’\'ej
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Automation

Step 1: Prepare an Android emulator

Step 2: Configure a scenario

Install
.I.
Execute m%kej
Stimulate —

External stimulafion — Pwone caQQ
Reboot $M% <ece§>\—\on
GPS shinmuRation, etc.
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Step 3: Run the experiment
$ python hooker_xp.py —c automaticAnalysis.conf

Wait and see

Hooker: a solufion to analyze Android markets
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Post-analysis

Python script to query Elasticseach database

Query what you want to make:
Statistics
Hightlights

Hooker: a solufion to analyze Android markets
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Hooker: a solufion to analyze Android markets

Get thousands of APKs
Google store
Unofficial markets

APK in archives
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Get thousands of APKs
Google store
Unofficial markets

APK in archives

What we have tried until now:
1000 apps from SlideMe market in the paper
1000 apps from Google store
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Network statistics

Hooker : a solution to analyze your Android market
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Most used Network methods

getFile

sendto

recvfrom
execute
getAuthority
getlnputStream
IOException
getSettings
getOutputStream
URL

Socket
openConnection

getHost
closeSocket
getPort

close
connect
getProtocol
setCertificate

0 50 100 150 200 250 300

Number of applications
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Internet permissions
477 apps asking for internet permissions
404 have been found using it

Hooker: a solufion to analyze Android markets
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Domains most accessed

www.google-analytics.com

mm.admob.com

googleads.g.doubleclick.net

WWWw.google.com

ade.wooboo.com.cn

il

secure.gameloft.com

o

10 20 30 40
Number of applications
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Port number accessed by applications

5122
305
1130

5220

103 [N
s I

Port number

0 50 100
Number of applications
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Port number accessed by applications
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Nolwols <o jan? Sl

/

[
[
W
o

192
N
N
o

Port numb

103 [N
s I

0 50 100
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Wanna find some vulnerable apps?

Hooker : a solution to analyze your Android market
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Webuiew and
o«:\c\}omasod«;*\n’rec? ace
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Webuiew and
Qdd}aoascde\'\n\'e(? ace

N\

\ntecface Yo cal Jova
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On 1000 applications from Google store
23 Apps USiﬂg addJavascriptInterface Mmethod

Hooker: a solufion to analyze Android markets

76



Crypto statistics

Hooker : a solution to analyze your Android market
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Use of cypher functions

DESede
PBEwithMD5andDES
AES/ECB/NoPadding

AES/ECB/PKCS5Padding
AES/CBC/NoPadding
AES/CBC/PKCS7Padding

Blowfish

DES

AES/CBC/PKCS5Padding
DES/CBC/PKCS5Padding

AES
PBEWithSHA256And256BitAES-CBC-BC

Hooker : a solution to analyze your Android market
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DESede
PBEwithMD5andDES
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Use of cypher functions

DESede

MD5andDES

AE5/ECB/NoPadding
AE5/ECB/PKCS5Padding
AES/CBC/NoPadding
AES/CBC/PKCS7Padding

DES. .. \Blf)wfish
DES

AES/CBC/PKCS5Padding
DES/CBC/PKCS5Padding

AES
PBEWithSHA256And256BitAES-CBC-BC

0 20 40 60 80 100 120 140
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Biktcom minecs

Hooker : a solution to analyze your Android market
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< Sevecal oges {com the GPRay ace
Ritcom wineca — ‘ofected by ccypto wminecs »

Hooker : a solution to analyze your Android market
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« Sevecal oges {<om the GPRay ace
Ritcom wineca — ‘ofected by ccypto wminecs »

/

Crypto hashing abuses

250

200

100

Number of "digest" operations

50

Y wil

Applications
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File statistics

Hooker : a solution to analyze your Android market
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Files accessed by application other than their /data/

/data/misc/keychain/cacerts-added
/vendor/lib/libmedia_jni.so
/data/misc/keychain/cacerts-removed
/vendor/lib/libsoundpool.so
/mnt/sdcard
/system/etc/security/cacerts
/sdcard
/system/lib/libsoundpool.so
/proc/meminfo

/f

/system/lib/libmedia_jni.so

/proc/cpuinfo

Hooker : a solution to analyze your Android market

—

Number of applications

200

85



Files accessed by application other than their /data/

/data/misc/keychain/cacerts-added

/vendor/lib/libmedia_jni.so

/data/miscfkeychain/cacerts-removed

/vendor/lib/libsoundpool.so

Swoced ~ /mnt/sdcard

. . mnt/sdcar
2\bcacies

/system/etc/security/cacerts
/sdcard
/system/lib/libsoundpool.so
/proc/meminfo

/f
/system/lib/libmedia_jni.so

/proc/cpuinfo
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Cec\—if cates

\ Files accessed by application other than their /data/

/data/misc/keychain/cacerts-added
/vendor/lib/libmedia_jni.so
/data/misc/keychain/cacerts-removed
/vendor/lib/libsoundpool.so
/mnt/sdcard
/system/etc/security/cacerts
/sdcard
/system/lib/libsoundpool.so
/proc/meminfo

/f

/system/lib/libmedia_jni.so

/proc/cpuinfo
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FiQe accesses ace '\QQos\-ca\-’mg QQQQRC,Q\-Ion bLewnawior. ..

[MainProc fainThread/INFO]

[MainProc fMainThread/INFO] Jo J ! L

[MainPro 'MainThread/INFO] 3: : I /G ach data@apn@widgetpreuiew.apk@clazzez._:
[MainPro ; inThread/INFO] : I 4 App.apk

[MainPro ‘MainThread/INFO] ; fiC data@app@>mokeTestApp.apk@clas
[MainPro inThread/INFO] : fc 4 . @l

[MainProc fMainThread/INFO] : fc vik ne/datagapp@SmokeTest.apki@clas

[MainPro ‘MainThread/INFO] : fc pp,/com. & s« hooker-2 . apk
[MainProcess/MainThread/INFO] 3] : I dals fdata@app@com.a

[MainPr ‘MainThread/INFO] : ! dals ne/data@app@com. amo

[MainPro d/INFO] : fi fapp/Ges cBuilder.apk

[MainProc fMainThre adeNFE] - Fd /G J'u-CachH-dafaﬂannﬂﬁ__turwﬁu1ldwr apkigclas
[MainPro ‘MainThread/INFO] : L Jaop/f - . hooker.generatecontacts-1.apk
[MainProcess, lﬂThP adeNFE] e : S =3 d.apk

[MainPr i d/INFO] i j

[MainPro d/fINFO] ,

[MainProc il 1ﬂThF adHIHFE] : fdata/sc ache/data@app@fpilemos . apk@cl

[MainPro 1HIHFG] - e Jdalvik data@app@com. :aurlk _uh_tr
[MainProcess, dfINFO] 3! : s ! cLiveWallpapers.apk

[MainPr f = .HIHFE] : Jda Wik data@app@CubeliveWallpapers.apk@classes.de
[MainPro i d/INFO] : fe ! .noshufou.android.su-1.apk

[MainProc fMainThre adHIHFE] : fa vik-cache/data@app@com.noshufou. android.su-1.apk@clas
[MainPro inThread/INFO] - ! JScom. :auri auhztrate-l.aph
[MainProcess/MainThread,/INFO]
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[MainProc
[MainProc
[MainPro
[MainPro
[MainPro
[MainPro
[MainProc
[MainPro
[MainPro
[”ainPr'
[MainPro
[MainProc
[MainPro

[MainProces

[MainPrao
[MainPro
[MainPro
[MainPro

[MainProces

[MainPro
[MainPro
[MainPro
[MainPro
[MainPro

fainThread/
gainThread/

1nThFHddf
ainThread/
inThread/
inThread/
inThread/
inThread/
ainThread/
inThread/
inThread/
inThread/
inThread/
ainThread/
inThread/
fMainThread/
inThread/
inThread/
ainThread/
inThread/
fainThread/

3&6[«9@ QQQ

m M nm
o
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= o

1]

3

al
=M

]

i

k
(|
he/datagapp@ipilemos . apkiEclas:

data@app@com.saurik.substra

|H'dddeduuwr::tUPHEu1ldHF apkacl
ker.generatecontacts-1. uUF

board.apkgclasse

data@app@CubeliveWallpapers.

ufou.android.su-1

ta@app@com. noshufou. android. su-
substrate-1.apk

apk

apkigclas

1l.apkipclas
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[MainProc
[MainProc
[MainProc
[MainProc
[MainProc
[MainProc
[MainProc
[MainProc
[MainProc
[MainProc
[MainProc
[MainPro

[MainProc
[MainProc
[MainProc
[MainProc
[MainProc

[MainProces

MainThread/INFO]

inThread,/INFO
inThread/INFO
lainThread/s
inThread/INFQ]
inThread/INFQ]
inThread,/INFO
inThreads
lainThread/
inThread/INFQ]
inThread/ )
inThread/s
fMainThread/s INFO
lainThread/INFO]
inThread/INFO]
inThread/s
inThread/
inThread/s

fainThread/INFQ]
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978f317d7af23a6afBbdc295aa8c
Jjmnt/card
fecard
fproc/meminfo
wtSdCard
old.fstab

Smnt/emmc
Smnt/externall
Sremovable/microsd
Smnt/emms

ing files:



Yoo Whowe vo kcusk Yhe

[MainPr /MainThread/INFO] 31469:
[MainProcess/MainThread/INFO] 31469:

[MainPr
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m/xbin/iptables

m/xbin/su

21



{ainProcess/

fainProc
dainProc
dainProc
fainProc
fainProc
dainProc
dainProc
fainProc

dainProcess/
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{ainThread
MfainThread
fainThread;
fainThread;
{ainThread
MfainThread
fainThread/
fainThread;
{ainThread
MainThread

That’s weicd <iqnt?

JINFO]
/INFO]
FTNFO]
FINFO]
JINFO]
/INFO]
'INFO]
FINFO]
JINFO]
/INFO]

31227:
= &
g - I

fdata/local/su
fsystem/bin/failsa

—

e/su
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{ainProcess/

fainProc
dainProc
dainProc
fainProc
fainProc
dainProc
dainProc
fainProc

dainProcess/
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{ainThread
MfainThread
fainThread;
fainThread;
{ainThread
MfainThread
fainThread/
fainThread;
{ainThread
MainThread

That’s weicd <iqnt?

JINFO]
/INFO]
FTNFO]
FINFO]
JINFO]
/INFO]
'INFO]
FINFO]
JINFO]
/INFO]

31227:
= &
g - I

fdata/local/su
fsystem/bin/failsa

Reqirimate?

—

e/su
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Hooker has a lot more capabilities
You chose to extract what you want
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Hightlight weaknesses in application
Hightlight malwares within thousands of applications
Hightlight WTF behavior on your system

Hooker : a solution to analyze your Android market 95



Hightlight weaknesses in application
Hightlight malwares within thousands of applications
Hightlight WTF behavior on your system

Give it a try, play hooker now:
https://qithub.com/AndroidHooker
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https://github.com/AndroidHooker

Questions

?

O

P2oy Wookec wow:
https://github.com/AndroidHooker
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