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intègre

Auth.
Pré-
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sécurisés

2.
Aspects

matériels

3.
Aspects
logiciels

4.
Retex



euriskoQui?

labos
@ANSSI

Quoi?

Aspects
Fonc-

tionnels

GbE x 2

< 5W

7 × 7 cm

Comp.
COTS

Aspects
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sécurisés

2.
Aspects

matériels

3.
Aspects
logiciels

4.
Retex



euriskoQui?

labos
@ANSSI

Quoi?

Aspects
Fonc-

tionnels

GbE x 2

< 5W

7 × 7 cm

Comp.
COTS

Aspects
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Sécurité
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sécu-
risées

Boot
intègre
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rielle

Etat
de l’art

composantsDifficultés
indus-
trielles

Aujourd’hui
@SSTIC

1.
SoC / µC
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sécurisés

2.
Aspects

matériels

3.
Aspects
logiciels

4.
Retex



euriskoQui?

labos
@ANSSI

Quoi?

Aspects
Fonc-

tionnels

GbE x 2

< 5W

7 × 7 cm

Comp.
COTS

Aspects
Sécurité
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sécurisés

2.
Aspects

matériels

3.
Aspects
logiciels

4.
Retex



euriskoQui?

labos
@ANSSI

Quoi?

Aspects
Fonc-

tionnels

GbE x 2

< 5W

7 × 7 cm

Comp.
COTS

Aspects
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sécu-
risées

Boot
intègre
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intègre

Auth.
Pré-
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déchiffrement du second
stage/noyau linux
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Montage de canaux sécurisés

Authentification mutuelle sur I2C et SPI

Stages SoCST33 firmwareToken firmware

libecc libecc libecc
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−→ Détection rôle −→
−→ Mise à jour −→

Composant sécurisé
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Montage de canaux sécurisés
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.c

.h

stack-protector plugins

Make

C99

malloc

typage

code

asynchrone

int main(){
char buf [100];
int i;
...

}

buffer overflow

integer under/overflow

bad cast

no init

−→ Stage SoC −→

SRAM

Stage SoC

Protection lors du boot SPI

Exécution du code du Stage SoC en SRAM

←− Canal sécurisé −→
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Mâıtrise et protection du code

Utilisation de toolchains diverses et mâıtrisées (gcc, clang, . . . )
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sécurisés

ticket
d’entrée

NDA

Appro

Environ-
nement
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Méca-
nismes

EAL5+

Maitrise

Stockage
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rience

Sous-
traitance

Résultats

Carte

Archi.

Logiciels
+ outils



retex

Composants
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sécurisé
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Méca-
nismes

EAL5+

Maitrise

Stockage
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sécurisés

ticket
d’entrée

NDA

Appro

Environ-
nement
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sécurisé
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