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Technologies de

l’Information et des

Communications

1er juin 2016



euriskoQui?

labos
@ANSSI

Quoi?

Aspects
Fonc-

tionnels

GbE x 2

< 5W

7 × 7 cm

Comp.
COTS

Aspects
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Dévelop-
pement

Archi
maté-
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Pré-
boot

Pourquoi?
Retex /

Montée en
compétence

ARM
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sécurisés

2.
Aspects

matériels

3.
Aspects
logiciels

4.
Retex



euriskoQui?

labos
@ANSSI

Quoi?

Aspects
Fonc-

tionnels

GbE x 2

< 5W

7 × 7 cm

Comp.
COTS

Aspects
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Dévelop-
pement

Archi
maté-
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Pré-
boot

Pourquoi?
Retex /

Montée en
compétence

ARM
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rielle

Etat
de l’art

composantsDifficultés
indus-
trielles

Aujourd’hui
@SSTIC

1.
SoC / µC
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Pré-
boot

Pourquoi?
Retex /

Montée en
compétence

ARM
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Linux /
grsec

Code
maitriséMAJ
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sécu-
risées

Boot
intègre
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Sécurité
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rielle

Etat
de l’art

composantsDifficultés
indus-
trielles

Aujourd’hui
@SSTIC

1.
SoC / µC
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sécurisés

2.
Aspects

matériels

3.
Aspects
logiciels

4.
Retex



|Contexte |Rappels |Aspects matériels |Aspects Logiciels |Retex

|Les SoC |Les µC |Les µC sécurisés
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Générateur de nombres aléatoires
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−→ Mise à jour −→
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←− Canal sécurisé −→
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Authentification mutuelle sur I2C et SPI

Stages SoCST33 firmwareToken firmware

libecc libecc libecc
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Authentification mutuelle sur I2C et SPI

Stages SoCST33 firmwareToken firmware

libecc libecc libecc



|Contexte |Rappels |Aspects matériels |Aspects Logiciels |Retex
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SoC : Utilisation de la MMU du A370

ST33 firmware

Stage 1 Stage 2 Stage 3

Stage 3 bis sig

token de
mise à jour

OK ?

MAJ ?

MPU

code (X)

data (RO)

data (RW)

MMU

code (RX)

data (RO)

data (RW)
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Montage de canaux sécurisés
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Prototypage
R&D

Expé-
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Méca-
nismes

EAL5+

Maitrise

Stockage
sécurisé
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sécurisés

ticket
d’entrée

NDA

Appro

Environ-
nement
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sécurisé
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