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VOYAGE DANS LE MONDE DE LA RECHERCHE EN SECURITE SAP
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ARCHITECTURE D'UN SYSTEME SAP

==
e




VOCABULAIRE SAP

SID SAP systeme identifiant (3 char)

<sid>adm Utilisateur administrateur (bobadm,
prdadm, dOl1adm, etc)

Numérode Un identifiant sur deux chiffres. SN =
system SAP 05, port = 3205, 3305, 3605, etc.
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VOCABULAIRE SAP

ABAP Advanced Business Application
Programing

Report Programme ABAP

Module -onction ABAP

fonction

Transaction Alias permettant de lancer une
séquence de report (SUO1, SM21,
SIGS, etc)
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LES CONCEPTS WTE...

e Les services SAP tournent sur sidadm

e Le kernel SAP = ensemble de binaires sur ['OS

e Code source ABAP =dans la base de données
= compatibilité...
= .. ducoup accessible!

e Tout systeme SAP posseéde un environnement de
développement
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A QUOI IL SERT ?

SAP Internet Graphics Services
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ARCHITECTURE DU SERVICE SAP IGS
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ARCHITECTURE DU SERVICE SAP IGS

bobadm@sapbob: ~
LISTEN 0 128 : ; users: (("igsmux_mt", pid=42225, fd=9)
LISTEN 0O 20 : : users: (("igspw_mt'",pid=42226, fd=7))

LISTEN © 20 ; : users: (("igspw_mt",pid=42227,fd=7))
LISTEN 0 128 : ; users: (("igsmux_mt", pi1d=42225, fd=6)

4<SN>00 RFC Listener

4<SN>80 HTTP Listener
4<SN>01 Portwatcher 1
4<SN>02 Portwatcher 2
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ARCHITECTURE DU SERVICE SAP IGS

root@sapbob:~

|—-sapstart pf=/usr/sap/BOB/SYS/profile/BOB_D0O0_sapbob
[-BOB_00_DP pf=/usr/sap/BOB/SYS/profile/BOB_D0OO_sapbob
[-BOB_00_BTC_W5 pf=/usr/sap/BOB/SYS/profile/BOB_DOO_sapb

I
| L-{BOB_00_DP}
lL-ig.sapBOB_D0OO -mode=profile pf=/usr/sap/BOB/SYS/profile/BO

| L19*[{igsmux_mt}]
—igspw_mt -mode=profile -no=0 -restartcount=0 -wdpid=40
| La5*[{igspw_mt}]
L_igspw_mt -mode=profile -no=1 -restartcount=0 -wdpid=30

|
|
|
I
| [—igsmux_mt -mode=profile -restartcount=0 -wdpid=40722 p
|
|
I
| La5*[{igspw_mt}]
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ARCHITECTURE DU SERVICE SAP IGS

[& 155 Edit Goto Environment

I =1
& | s1G4 - | «
(= =

SAP IGS Administration

Administration Status Statistics

System

Help

2 e

Dump List

e @

SAP Internet Graphics Service

‘ersion T7450.0.4.1

Build Date Jan 22 2018

Syatem ANMDVIntel x35_64 with Linux (linuxoe®s_54)
Profile File Path fusrfzap/NPLISY Siprofile/MPL_D00_=sapigs

OBWGIS ¢SAPIGS :doood
OCHART ¢SAPIGS rdoood
O IMGCONY CSAPIGS sdo00L)
O RSPOCOMKNECTOR ¢SAPIGS :d00odly CICHART (SAPIGS :d0002)

O =MLCHART CSAPIGS td0ood
O zZIPFER CSAPIGS 14000l
OBWGIS (SAPIGS OO0z

Copyright (C) SAP AG 1999-2015

logfiles: mux pw (SAPIGS:40001) | pw (SAPIGS:40002)
[=1e) iRelels}
0 — g
)
GO0
30
[ Rele]
20
10 200
Calls Min. Avg . Max .

E IMGCOMY CSAPIGS 140002)

B RSPOCOMMECTOR CSAPIGS 140002
B <MLCHART (SAPIGS 000z )
E=ZIPFER (SAPIGS 400021
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PROTOCOLE IGS : TEST

RFC HTTP(S)
HTTP(S)
Listener

TCP/IP

J ]




PROTOCOLE IGS : TEST
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PROTOCOLE IGS : TEST

File Edit View Go Capture Analyze Statistics Telephun! Wireless fuuls Help

Ao mIXR0 QesEFEIZE AQAQE

I[i | Apply a display filter ... <Ctrl-/= ) - | Expression.. +

fNo. Time Source Destination Protocol  Length Info

.Ll
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PROTOCOLE 16S : TEST

e Découverte des sockets internes

/tmp/.sapstream40000
/tmp/.sapstream40001

/tmp/.sapstream40002
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PROTOCOLE IGS
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PROTOCOLE IGS : TEST

File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help

AN 1@ M RE AIe+EFIE QaqQ

[WT2pply a display filter ... <CtrlJ= . ~| Expression... +

Mo, Time Source Destination Protocol Length Info

80 90.661618 127.8.0.1 127.0.0.1 66 48952 — 40001 [ACK] Seq=198 Ack=2 Wi

66 49534 — 40001 [ACK] Seq=1 ack=1 win
— 40001 [ , ACK] 1 A

88 98, 376155 127.0.0.1 66 49634 — 40001 [ACK] Seq=1606 Ack=2 Wi

Frame 84: 1670 bytes on wire (13360 bits), 1670 hytes captured (13360 bits) on interface o
Ethernet II, Src: 00:00:00_00:00:00 (00.00.00:00:00:80), Dst: 00:00:00_00:00:00 (00:00:00:00:00.:00)
Internet Protocol version 4, Src: 127.8.60.1, Dst: 127.8.0.1

Transmission centrol Protocel, Src Port: 49634, Dst Port: 400801, Seq: 1, Ack: 1, Len: 1604

Data (1604 bytes)

[tength: 1604]
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igsmux_mt
igspw_mt
bwgis.so
bwgis_c.so
gfwchart.so
gfwchart_c.so

imgconv.so
rspoconnector.so
SgXg1ls.so
xmlchart.so
xmlchart_c.so
zipper.so

PROTOCOLE IGS : BINAIRES

Binaires du kernel SAP associés a lI'lGS

Multiplexer
Portwatcher

Library
Library
Library
Library
Library
Library
Library
Library
Library
Library

ON3apsis

for
for
for
for
for
for
for
for
for
for

BWGIS
BWGIS

interpreter
interpreter

CHART interpreter

CHART interpreter

IMGCONV interpreter
RSPOCONNECTOR interpreter
SAPIGSXML interpreter
XMLCHART interpreter
XMLCHART interpreter
ZIPPER interpreter



PROTOCOLE IGS : BINAIRES

root@sapbob:/sapmnt/BOB/exe/uc/1inuxx86_64
igsmux_mt: ELF 64-bit LSB executable, x86-64, version 1 (SYSV),

dynamically linked, interpreter /1ib64/1d-1inux-x86-64.s0.2,

for GNU/Linux 2.6.4, BuildID[shal]=d800fb09cf0729672a6993557126871
not stripped

ON3apsis



PROTOCOLE I6S : RESULTATS
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PROTOCOLE IGS : RESULTATS

e Tout est en clair
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PROTOCOLE I6S : RESULTATS

Récupération des noms des fonctions d'administration

. "ADM:REGPW",

. "ADM:UNREGPW",

: "ADM:REGIP",

: "ADM:UNREGIP",

. "ADM:FREEIP",

: "ADM:ILLBEBACK",

: "ADM:ABORT",

. "ADM:PING",

. "ADM:PONG",

10: "ADM:SHUTDOWNIGS",
11: "ADM:SHUTDOWNPW",
12: "ADM:CHECKCONSUMER"

1
2
3:
4:
5"
6
7
8
9
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PROTOCOLE I6S : RESULTATS

Récupération des noms des fonctions d'administration

: FREECONSUMER",
: GETLOGFILE",

: GETCONFIGFILE",
: GETDUMP",

: DELETEDUMP",

: INSTALL",

: SWITCH",

: GETVERSION",

: STATUS",

: STATISTIC",

: STATISTICNEW",
: GETSTATCHART",
:SIM",
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PROTOCOLE I6S : RESULTATS

e Pas de mécanisme d'authentification...

LT 1] =now

SAP Netweaver

/tmp/.saptream40000
/tmp/.saptream40001
Jtmp/.saptream40002

B L= A A" == N}

T OlIgpsIis



PROTOCOLE I6S : RESULTATS

e Pas de mécanisme d'authentification...

SAP Netweaver

tcp:40000
tcp:40001

e VUL ' UlTapsSiS
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OUTILS : PYSAP

Librairie python
Utilisant scapy

SAP NI, SAP MS, SAP ENQ, ...
.. SAP 1GS
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OUTILS : PYSAP

SAP IGS Call ° ° o e

P FUNCTIONNAME' og 00_00 00 00 og 00 00 00 00 00 00 00 00 00 00
stener Letenerl23 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00
» .‘1’234‘? 7079 7361 70 00 00 00 00 00 00 00 00 00 00 00
L . |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
b 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
e 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
e 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
pag 03 00| 31 32 33 34 [00_00 00 00 00 00 00 00 00 00 00
eye_catch ‘TransMagic’ 5000700 00 00 00|m

padd4 — :

Podepage 4105 6e 73 4d 61 67 69 63

offset_content !

packet_size
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OUTILS : SAP-DISSECTION

Plugin wireshark
SAP NI, SAP MS, SAP ENQ, ...
.. SAP IGS
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OUTILS : SAP-DISSECTION

File Edit View Go Capture Analyze 5Statistics Telephony Wireless Tools Help

AN I BN RGO A@e=2EF L= EQQQF

[i | Apply a display filter ... <Ctrl-/= ~| Expression...

Mo. Time Sou| Des Protocol Lengtth Info
= 1 0.0060000 AR PR o 5 74 39439 - 400081 [SYN] Seq=0 Win=43698 Len=0 M55=65495 SACK PERM=1 TSval=374430..

b

.Be0022 TCP 66 39439 - 40001 [ACK] Seg=1 Ack=1 Win=43776 Len=0 TSval=3744300 TSecr=3744300
.BE0094 1. 1. SAPIGS 1678 function: ADM:GETDUMP
.B00098 TCP 66 40001 - 39439 [ACK] Seq

1 Ack=1605 Win=174720 Len=0 TSval=37443080 TSecr=3744..

.BO0442 66 40081 - 39439 [ACK] Seq=2 Ack=1606 Win=174728 Len=8 TSval=3744300 TSecr=3744..

LA \I\I\I\I\I\ :

(14

b Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (582 bits) on interface @
b Ethernet II, Src: 00:80:00 G0:00:00 (0D:00:00:00:00:00), Dst: 6O:00:00 @0:00:00 (AO:00:00:00:00:00)
b Internet Protocol Versionm 4, Src: 127.8.0.1, Dst: 127.0.6.1

| Tramsmission Control Protocol, Src Port: 39439, Dst Port: 40081, Seq: 6, Len: 0

COo0 BB 60 00 00 60 00 OO 60 00 0O OO 06 B8 00 45 00
BO18 68 3c o7 47 40 60 40 86 55 72 Jf 66 00 01 7f 0O
goze oo 81 FERCIEETEEN! c5 6b 00 B6 0@ OO0 ad ¢
aa38 fe 30 60 B8 A2 B ff d7 04 B2 98 Ba 88 3
aa4a 80 A0 a0 68 ¢ B3 67

@ # Transmission Control Protocal (tcp), 40 bytes Packets: 164  Displayed: 164 (100.0%) - Load time: 0:0.2 = Profile: Default
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ADM:INSTALL : POURQUOI ?

e A cause de son nom...
e Trouvé dans le binaire, mais n'apparait jamais dans
nos captures réseaux
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ADM:INSTALL : RECHERCHE D'INFORMATION
| SCANNED THE ENTIRE ABAP. CODE...




ADM:INSTALL : RECHERCHE D'INFORMATION

e Recherche du pattern "ADM:INSTALL" dans tout le
code ABAP
e 30.000 programmes... 1 occurence !
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ADM:INSTALL : SAPMAP__INSTALL_ SHAPEFILES

Class Builder Class CL_RSR_WWW _ITEM_WEBMAP Display
G BROE o8 & EOE @ @ rattern  PrettyPrinter | Signature | m [ Public Section  §=|Protected Section  {E] Private Section

lﬂRepos’rtor'_.r Browsar ] Method 'SAPHAP_INSTM.L_SH&PEFILES 'Act'r'l
[Class / Interface S
1 CALL METHCD 1 r igsdata->send
[CL_RSR_WwW/_ITEM_WEBMAP | w | e | . e
| | | EE i?‘l {3 g8 farm type = 'ADM:INSTALL'

@] ga rfecdestination = 1 rfc destination
Object MName Description 30 IMPORTING -7
T [ CL_RSR_WWW_ITEM_WEBMAP Complete Map in Web - g1 msg text = 1 error msg

v [ Superclasses v g2 EXCEPTIONS - -

v [3 subclasses 93 rfc communication error = 1

v [ Attribute rfc system error =z

hd Ej@eﬂmds ] a5 internal error = 3.

[¥=]
o
{1}
=

IF sy-subrc <> 0.
CLEAR 1 = raise.
1 s raise-arbgb = 'RIWWHW'.

v [ Inherited Methods
v [3 Redefinitions

[¥=}
-1

R I R T el il i i i i i e i i i i
o [Tl
.

- [ SAPMAP_INSTALL_SHAPEFILES Installs Missing ShapeFiles on 165 8

+ /\ CREATE_GEO_COMMAND_URL Create URL for Geographic Interact 99 1_s_raise-typ = 'I'.

« /\ SAPMAP_GET_LOGSYS Fetching the Logical System Name = L g Demge—inimm = Lkt
- @ CHECK_DP_VALDDITY Check if DP is Allowed for Map Laye o CALL METHOD ralse message
+ @) CREATE_GEO_NAV_TOOLBAR Create HTML for Cartographic Inter - EREORRE
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ADM:INSTALL : SAPMAP _INSTALL _ SHAPEFILES

e Vérifie s'il y ades shapefiles manquants sur I'lGS

e Siouiilupload les shapefiles via la fonction nommeée
adm:install

e ADM:INSTALL = installation de nouveaux shapefiles
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ADM:INSTALL : SAPMAP _INSTALL _ SHAPEFILES

"On peut peut-étre envoyer autre chose qu'un shapefile
‘?ll
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ADM:INSTALL : SAPMAP _INSTALL _ SHAPEFILES

e Code un peu compliqué
e Beaucoup d'appels a d'autres fonctions
e Failed si on essaye de |'exécuter...
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ADM:INSTALL : DEBUGGER ABAP

e Un systeme SAP fourni en standard un
environnement de développement
e Donc avec un debugger...
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root(isapigs:

New password

Client

-
-

User

Password

Logon Language

root@sapigs:~#




ADM:INSTALL : PACKET 1GS

IHo. Time Source Destination Protocol Length Info
4 0.000078 127.8.08.1 127.0.08.1 TCP 8258 52927 - 40001 [PSH, ACK] Seq=. —
5 0.860082 127.8.8.1 127.0.8.1 TCP 66 40081 - 52927 [ACK] Seq=1 Ack. =
6 0.06801689 1 SAPIGS 1654 function: ADM:INSTALL
7 0.880111 1 66 40081 - 52927 [ACK] Seq=1 Ack.

b e A A

oooa
gola
aez2e
0e3e
ae4e
BE5e
oo6a
gaTa
aeaa
0e9e
aea8
aebe
ooca
aade

Frame 6: 1654 bytes on wire (13232 bits), 1654 bytes captured (13232 bits)

Ethernet II, Src: 00:80:00 @0:00:00 (00:00:860:00:00:08), Dst: GO:00:00 60:00:00 (80:00:08:00:00:00)
Internet Protocol Version 4, Src: 127.8.0.1, Dst: 127.0.0.1

Transmission Control Protocol, Src Port: 52927, Dst Port: 40081, Seqg: 8193, Ack: 1, Len: 1588

[2 Reassembled TCP Segments (9780 bytes): #4(8192), #6(1588)]

P SAP NI Protocol, Len: 9776

w SAP Internet Graphic Server
Function: ADM:INSTALL

Listener: Listener-1140845296
Hostname: sapsrv3

Id: 2187

Paddl:

Flagl: »oo1

Padd2:

IR 1 44 4d 3a 49 4e 53 54 41 4c 4c 08 INSTALL.
00 60 88 00 0 08 00 80 66 08 00 60 00 00 60 DONE. ....... ssoocaoao
CERCINCTee 4c 69 V3 74 65 Ge 65 72 2d 31 31 34 List ener-114
30 38 34 35 32 39 36 @0 066 06 00 00 00 00 00 OO0 0845296. ........
0o 60 88 @@ 73 61 VO 73 Y2 76 23 00 00 00 00 08 «...58p5 rV3.....
Ao 60 66 00 60 06 60 e0 O66 08 00 00 60 08 88 a8  ........ ...,
A0 60 88 00 Q0 60 60 80 66 08 00 00 60 08 88 8  ........ ........
A0 60 88 00 Q0 60 60 80 66 08 00 00 60 08 88 8  ........ ........
00 60 60 00 60 00 00 @0 06 09 00 00 00 08 80 08  ........ o ieee.

00 60 B0 060 @0 32 31 38 37 08 Vb6 Y6 Y6 B 76 VB ..... 218 T.wvvvwvw
76 76 76 76 76 76 76 76 61 08 00 68 00 08 00 08 VVMVWWY L.
70 25 80 00 50 5a 01 cc @e 7f 0O @8 7O 25 08 00 pE..PZ.. ....p%..

76 76 76 76 54 72 61 6e 73 4d 61 &7 69 63 00 00 vwvwTran sMagic..
34 31 30 33 31 33 34 34 06 09 00 00 00 00 00 08 41831344 ........

devoteam / OoNnapsis



ADM:INSTALL : PACKET 1GS

e Sinous renvoyons ce packet sur le port 40000
e |es fichiers shapefiles sont aussi créés...
e ..adistance, sans étre authentifié sur SAP
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root@sapigs:/usr/sap/NPL/D00/1igs/data# _

# python igs_adminstall_upload.py -h
Usage: igs_adminstall_upload.py [options] -d <remote host>

This example script exploit CVE-2018-2420 to upload arbirary file on
/usr/sap/SID/Dxx/igs/data directory

Options:
-h, --help show this help message and exit

Target:
-d REMOTE_HOST, --remote-host=REMOTE_HOST
Remote host
-p REMOTE_PORT, --remote-port=REMOTE_PORT
Remote port [40000]
--route-string=ROUTE_STRING
Route string for connecting through a SAP Router

Misc options:
-1 FILE Input file to upload [poc.txt]
-n FILE_NAME Target filename [input filename]
-a FILE_PATH Target file path [output/]
-v, --verbose Verbose output [False]

pysap 0.1.14 - https://www.coresecurity.com/corelabs-research/open-source-
tools/pysap - https://github.com/CoreSecurity/pysap
#




VULNERABILITES : TELEDECHARGEMENT DE FICHIERS

2615635 - [CVE-2018-2420] Unrestricted File Upload
in SAP Internet Graphics Server (IGS)

igs/pw/install = disable
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root@sapigs:/sapmnt/NPL/exe/uc/1inuxx86_64# _

# python igs_adminstall_dos.py -h
Usage: igs_adminstall_dos.py [options] -d <remote host>

This is a PoC for CVE-2018-2421

Options:
-h, --help show this help message and exit

Target:
-d REMOTE_HOST, --remote-host=REMOTE_HOST
Remote host
-p REMOTE_PORT, --remote-port=REMOTE_PORT
Remote port [40000]
--route-string=ROUTE_STRING
Route string for connecting through a SAP Ro
uter

Misc options:
-v, --verbose Verbose output [False]

pysap 0.1.14 - https://www.coresecurity.com/corelabs-research/open-s

ource-
tools/pysap - https://github.com/CoreSecurity/pysap
#




VULNERABILITES : DENI DE SERVICE

2616599 - [CVE-2018-2421] Denial of Service in SAP
Internet Graphics Server (IGS) Portwatcher
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CONCLUSION

e Propriétaire !=sécurisé
e Passicompliqué que ca
e Reverse, network, ABAP, python, web...
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SAP https://www.sap.com/corporate/en/company.html

SAP IGS online help IGS SAP Help
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gdb peda https://github.com/longld/peda

PySAP https://github.com/CoreSecurity/pysap

SAP-Dissection https://github.com/CoreSecurity/SAP-Dissection-plug-in-for-Wireshark
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