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Rappels et contexte

*Les GPO (Group Policy Object) :
e Sont apparues avec Windows 2000 et I’Active Directory
* Permet d’appliquer des parametres de configuration

* Sont composées de deux parties : = Stretegie Ordinateurlocal
] w A Configuration ordinateur
* Ordinateur | Pararnetres du logiciel
e Utilisateur | Parameétres Windows

| Modeles d'administration
v %, Configuration utilisateur

| Parametres du logiciel

| Parametres Windows

| Modeéles d'administration




Présentation des GPO

e Vidéo
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Définition des GPO (dans un domaine AD)

* Les GPO sont définies par des objets de classe groupPolicyContainer
dans 'annuaire (AD)

DC=<domain NC> cn

/ objectClass: groupPolicyContainer

displayName
CN=System nTSecurityDescriptor
// versionNumber
A gPCFunctionalityVersion

CN=Policies gPCFileSysPath

gPCMachineExtensionNames

—%::::) CN={GUID,} gPCUserExtensionNames

gPCWQLFilter
—~Q CN={GUID,}
—»Q CN={GUID,}




Attributs de la classe groupPolicyContainer définissant une GPO

 ch : identifiant (de type {GUID}) de la GPO

* displayName : nom textuel

* nTSecurityDescriptor : descripteur de sécurité

e versionNumber : versions des parties Ordinateur/Utilisateur

* flags : options de désactivation des parties Ordinateur/Utilisateur

* gPCFunctionalityVersion : version fonctionnelle

* gPCMachineExtensionNames / gPCUserExtensionNames : CSE activés
* gPCFileSysPath : emplacement du répertoire de la GPO

* gPCWQLFilter : filtre WMI




CSE (Client Side Extension)

 'infrastructure GPO n’est qu’un cadre pour la définition des
GPO

* 'application des parametres est dévolu aux CSE :
* Bibliotheques installées sous Windows (environ 50 par défaut,
extensible)

 U'éditeur de GPO doit activer les CSE pour une GPO en indiquant
le GUID du CSE dans les attributs :
* gPCMachineExtensionNames
* gPCUserExtensionNames




CSE (Client Side Extension)

 gPCMachineExtensionNames:

47ab-BAAO-BF6DE7E7FE63|t{..} ];

- [{eACDD4oC-75AC-

i Computer Configuration
~ [] Policies
| Software Settings
w [ | Windows Settings
| Mame Resolution Policy
|| Scripts (Startup/Shutdown)
=0 Deployed Printers
W 51'_:_:.I Security Settings
S5 Account Policies
j Local Policies
j Event Log
1, Restricted Groups
4, System Services
4, Registry
4, File System
i{’ Wired Metwork (IEEE 802.3) Policies
| Windows Firewall with Advanced Security
| Metwork List Manager Policies

Ordinateur\ HKEY _LOCAL MACHIMNENSO I-—I".'VARE\Mi[rasaft\Windaws MTCurrentVersion\Winlogon\GPExtensions\{DACDDA0C-75AC-4Tab-BAAD-BFEDETEVFER3]

;;.gf Wireless Metwork (IEEE 802.11) Policies I—
“| Public Key Policies

| Software Restriction Policies
| Application Control Policies

v GPExtensions ‘

| {0ACDDADC-TSAC-4Tab-BAAD-BF6DETETFEGS} I
{DE28E245-9368-4853-AD84-6DA3BA35BETS)
{160EBF44-042F-4C43-27CE-13C93996EREE]
{16befOfa-4209-4250-88ch-T16cf41954e0}
{17D89FEC-5C44-4972-B12D- 241 CAEF74503)
{1AB364ER-TTEB-4120-ADE1-BE3AJ0DBATERS}
{25537BAG-T7AB-11D2-9BGC-0000F2080861}
{2ABFDCE1-2347-4CE7-92F6-BOSEBGTAZ0T A}

~

Mem

a_lﬂ (par défaut)

ab| DisplayMame

ab| DliName
-‘_"‘]GenerateGruupPoliC}r
% NoGPOListChanges
‘.’.ﬁ]NDUserPDIicy
-‘_"‘]ProcessGroupPolicyEx

Type

REG_SZ
REG_EXPAMND_SZ
REG_EXPAND_SZ
REG_SZ
REG_DWORD
REG_DWORD
REG_SZ

Données

Wireless Group Policy
@wlgpcint.dil,-100
wigpcint.dll
GenerateWLANPolicy
O D000000T (1)

O D000000T (1)
ProcessWLANPalicyEx
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Historique CSE
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Stockages de parametres

* Chaque CSE détermine 'emplacement de stockage de ses parametres

* Le stockage des parametres d’'une GPO peut étre :
e Dans I'annuaire, sous forme d’objets LDAP, fils de I'objet de la GPO
e Dans I'annuaire, sous forme d’objets LDAP
e Sous forme de fichier, dans le répertoire de la GPO (le plus utilisé)

e Répertoire de la GPO :

» Répertoire de stockage propre a une GPO indiqué par le parametre gPCFileSysPath
* Toujours de la forme \\domain.tld\sysvol\policies\{GUID}




Fonctionnement : création

objectClass: groupPolicyContainer
cn: {GUID}

displayName: « GPO SSTIC »
nTSecurityDescriptor: ..

versionNumber: ©
gPCFunctionalityVersion: 2
" gPCFileSysPath

Editeur gPCMachineExtensionNames: O

gPCUserExtensionNames: O
GPO

Annuaire

A

\\domain.tld\sysvol\policies\{GUID}

SYSVOL
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Fonctionnement : modification 1

cn: {GUID}

displayName: « GPO SSTIC »
nTSecurityDescriptor: ..
versionNumber: 1
gPCFunctionalityVersion: 2
gPCFileSysPath
gPCMachineExtensionNames: {CSE1l}
gPCUserExtensionNames: <
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Fonctionnement : modification 2

cn: {GUID}

displayName: « GPO SSTIC »
nTSecurityDescriptor: ..

versionNumber: 2
gPCFunctionalityVersion: 2
gPCFileSysPath

. gPCMachineExtensionNames: {CSE1};{CSE2}
Editeur gPCUserExtensionNames: <

GPO
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Fonctionnement : liaison d’une GPO

Editeur

GPO
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Fonctionnement : application, identification des GPO
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Fonctionnement : filtrage

Filtrage sur :

* Niveau fonctionnel (gPCFunctionalityVersion)
 Activation (flags)

* Ne doit pas étre vide (version)

* Filtrage de sécurité (ntSecurityDescriptor)

* Filtrage WMI (gpcWQLFilter)

GPE

(Group Policy Engine)
(Service gpsvc)

03060666
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Fonctionnement : inventaire des CSE

CSE,

~rcr
rcc
rcr

CSE,
Récupération, pour chaque GPO, op
C

de la liste des CSE activés
(gPCMachineExtensionNames)

GPE

CSE,
(Group Policy Engine)

rcr
rcrc

(Service gpsvc)

rcr

CSE,

000000

rcr

CSE,,
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Fonctionnement : appel des CSE

v

Ordinateur\HKEY_LOCAL_MACHINE\SOFTWARE\Microseft\Windows NT\CurrentVersion\Winlogon\GPExtensions\{JACDD40C-75AC-47ab-BAAD-BFEDEVETFERS]

v GPExtensions
{0ACDDJ40C-75AC-47ab-BAAD-BFEDETETFER3}
{DE28E245-9368-4853-ADB4-6DA3IBA3SBBTS)
{169EBFA4-942F-4C43-87CE-13C93996EBBE]
{16bef9fa-4208-4250-88ch-716cf41954e0}
{17D89FEC-5C44-4972-B12D-241 CAEFT4500}
{1AG364EB-TT6B-4120-ADE1-B63A40BATERS}
{25537BAB-T7A8-11D2-9B6C-0000FB080861}
{2ABFDCE1-2347-4CE7-92F6-BOSEBI1A201A}

~

0006000,
X

Nom Type Données

E}ﬂ(par défaut) REG_SZ Wireless Group Pelicy
EE]DisplayName REG EXPAMD S& @wlgpclnt.dil.-100

ab| DlIName REG_EXPAMD_SZ wigpcint.dil I
ab| GenerateGroupPolicy REG_SZ GenerateWLAMPolicy
I;'_.%]NDGPOListChanges REG_DWORD e 00000007 (1)

5% NoUserPolicy REG DWORD 00000001 (1)
f_‘ﬂProcessGroupPolinx REG_SZ ProcessWLANPolicyEx I

CSE,

CSE,

CSE,

CSE,

CSE,,

CSE,

GPE

(Group Policy Engine)
(Service gpsvc)
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Audit de la configuration
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Scénarios d’attaque envisagés

* Mettre a O la révision (GPO considérée comme vide)

 Modifier la révision :
e Désynchronisation entre I'annuaire LDAP et le répertoire SYSVOL
e Perturbation des mécanismes de cache

* Modifier le niveau fonctionnel (doit toujours étre a 2)
» Déplacer le répertoire de la GPO
* Modifier les identifiants des CSE

* Modifier les permissions




Démo : gpocheck 1/2

e Vidéo
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Répartition des CSE
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Importances des droits des GPO

* 'analyse des droits d’acces d’une
GPO est primordiale pour I'étude
des chemins de contréle
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Cas particulier des droits

Référence :
nTSecurityDescriptor

\SYSVOL\Policies
CN=Policies \{GUID}
CN={GU GPO isation ,
P S Synchronisatio Héritage
Héritage des droits des droits

Params

Droits AD Droits NTFS

- DS_READ_PROP & DS_LIST FILE_READ_DATA
Editeur GPO > FILE_LIST DIRECTORY

DS_WRITE_PROP FILE_WRITE_DATA
FILE_ADD_FILE
IsACLConsistent() FILE_ADD_SUBDIRECTORY
. ——
MakeAC LCon51stent() DS_CREATE_CHILD ADD_SUBDIRECTORY
FILE_ADD_FILE
DS_DELETE_CHILD FILE_DELETE_CHILD
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Points de controle descripteur de sécurité

e Les droits sur une GPO sont donnés par |'attribut
nTSecurityDescriptor de son objet LDAP

* La synchronisation ne concerne que le répertoire racine de la GPO
dans le SYSVOL

e Pour s’assurer que ces droits soient I'unique référence :
* Synchronisation entre 'objet GPO dans I'annuaire et le répertoire NTFS
dans le SYSVOL
e Que les droits soient correctement hérités et qu’il n’existe pas d’ACE
explicite




Démo : gpocheck 2/2

e Vidéo
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Audit des parametres
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Principe

*-@-8

SELECT * FROM [gpo]
WHERE params LIKE '%TerminalServiceX'
AND value LIKE 'NLA = disabled'’
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1¢re piste : depuis les données de la GPO

*Récupérer les parametres depuis :
* Les objets LDAP
* Les fichiers dans le SYSVOL




CSE Registry

(O Mot Configured
(@) Enabled

() Disabled

Options:

Comment;

Supported on:

& Specify intranet Microsoft update service location

E‘ Specify intranet Microsoft update service location

At least Windc

excluding Win

updates:

Set the intranet update service for detecting

https//wsus.ad.local

Set the intranet statistics serven:

https://wsus.ad.local

CSE : {35378eac-683f-11d2-a89a-00c04fbbcfa2} (Registre)

v A » Metwork » testlocal » SYSVOL » testlocal » Policies » {16D27FF2-6180-449B-990DB-FE58BF33024E} » Machine

{16D87FF2-6180-445B-530B-F
Machine
Applications
Microsoft
Windows NT
SecEdit

Modeéles d’administration (.admx / .adml)

Mame

Applications
Microsoft
Seripts

|j comment.crmtx

|j Registry.pol

ot

Date modified

20/05/2019 10:46
19/05/2019 21:3
19/05/2019 21:3
20/05/2019 10:49

20/05/2019 10:49

LN

(W]

Type

File folder
File folder
File folder
CMTX File
POL File
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Fichier Registry.pol

5 Registry.pol

Cffset (h)

QoQoo0aoo
0QQoo010
QOOOo0Z0
OoOoo0n30
QQQoo040
QQOoons0
QoOo00e0
QoooooTo
QQQO00E80
Qooooosn
QOOO00AD
OQQO00B0D
QoQoonCco

01

00
o0
00
o0
00
o0
0o
o0
0o
o0
0o
o0

03
67T
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

05

L]
0o
L]
0o
L]
0o
L]
oo
L]
oo
L]
oo
L]

07 08 09 04 OB OC OD OE OF

00 SB 00 53 00 6F 00 &6 00 PReg....[.5.0.f.

00 65 00 5C 00 50 00 6F 00 t.w.a.r.e.\.P.o.

00 &5 00 T3 OO0 5C Q0 4D 00 l.i.c.i.e.s.M\.H.

00 73 00 6F 00 66 00 T4 00 i.c.r.o.s.o.f.t.

00 &4 00 &F QO 77 Q00 T3 00 MN.W.i.m.d.o.w.s.

00 65 00 T2 00 00 00 3B 00 \.S.a.f.e.r...:

Q0 3B 00 00 Q0 Q0 Q00 3B 00 ..;..... . H

00 €6 00 74 00 77 00 61 00 ].[.S.o0.f.t.w.a.

00 6F OO0 &C 00 €% 00 €3 00 r.e.“\.P.o.l.i.c.

00 4D 00 €% 00 63 00 72 00 i.e.s.\.M.i.c.r.

00 74 Q0 5C QOO0 57 OO0 €% 00 o.s.0.f.C. % W.4.

00 73 00 5C 00 53 00 72 00 n.d.o.w.s.\.5.r.

Q0 3B 00 00 Q00 3B 00 00 Q00 p.V.2...: H

Reaqistrny Key Registry Value Yalue Type Data

SoftwarePolicies \Microsoft “Windows*\Safer

Software Policies  Microsoft "\ Windows \SmpW2

Software FPalicies \Microsoft "\ Windows " Windows Update WServer REG 57 https ./ /wsus.ad local
Software\ FPalicies \ Microsoft \Windows \Windows Update W Status Server REG_SF https://wsus.ad local
Software\ FPalicies \ Microsoft \Windows \Windows Update UpdateServiceUdAkem... REG_S57

Software FPalicies  Microsaft " Windows "\ Windows Update®All  UseWlUServer REG_DWORD LELELET
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Parametres de sécurité : politiques réseau

=a Security Settings _| Policies
= Account Policies
j Local Pelicies

~| {0B841BABG-EEBD-4F27-8EB9-FAA4FTCEB209}
_| {OEFT099C-C4A1-4E98-AT78-DD375986308F}
~| {14F3FB97-2D10-4195-85FD-EABEADT171D1F)

| EventLog v (7] {16D87FF2-6180-449B-99DB-F258BF9I302AE]
a Restricted Groups v || Machine
A System Services v [ Microsoft
5 Registry w || Windows
o File System N IEEE20211
=4 Wired Metwork (IEEE 802.3) Policies —> | IEEEEDS:
— | Wireless

| Windows Firewall with Advanced Security
| Metwork List Manager Policies

Iiéf Wireless Metwork (IEEE 802.11) Policies
_| Public Key Policies

' Domain Wireless Network Policy

i L . " Domain Wired Network Policy
| Software Restriction Policies

_| Application Control Policies | Domain XP Wireless Network Policy
'E. [P Securnty Policies on Active Directory (TEST.LOCALY

CSE : {@acdd40c-75ac-47ab-baad-bfede7e7fe63} (Wireless Group Policy)

CSE : {b587e2b1-4d59-4e7e-aed9-22b9df11d053} (802.3 Group Policy )

ms-net-ieee-80211-GroupPolicy

ms-net-ieee-8023-GroupPolicy

msieee80211-Policy
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Parametres de sécurité : politiques IPsec

T Security Settings
_:_l::] Account Policies

CSE : {e437bclc-aa7d-11d2-a382-00c041991e27} (IP Security)

___ﬁ Local Policies

:ﬁ Event Log
4 Restricted Groups
4 System Services
4 Registry
4, File System

i_‘-" Wired Metwork (IEEE 802.3) Policies
~| Windows Firewall with Advanced Security
| Metwork List Manager Policies

éﬁ Wireless Network {IEEE 802.11) Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies

| 8 1P Security Policies on Active Directory (TEST.LOCAL) |

_| Advanced Audit Pohcy Qonfiguration

| [16D8TFF2-6180-440B-04DB-FES2BFO302AE} A || Name Type
v M [ IEEEBD211 Container
v M'cﬁ.m:t ] IEEER023 Container
hd INCOWE
= IPSEC ipsecPoli
| IEEER0211 — :;sec o icy |
| IEEEB023 - Wireless onthiner
~| Wireless

A

y

ipsecOwnersReference

| ForeignSecurityPrincipals
| Keys

| LostAndFound

| Managed Service Accounts

y 5] RpC eIy S —

Dormain Controllers ~

Program Data
Servers
System
| AdminSDHolder
| ComPartitions
ComPartitionsets
| DomainUpdates
IP Security
| Meetings
MicrosoftDNS
| Policies
RAS and IAS Servers Access Ch
| WinsockServices
| WMIPalicy
A Default Domain Policy
_| Dfs-Coenfiguration
| DFSR-GlobalSettings
.;j File Replication Service
| Filelinks
“| Password Settings Container
| PSPs

e
TEST

TESTZ

Users

-~

Mame
ﬂ_ ipsecFilter{ 72385235-70RA-11D1-864C-14A300000...

) ipsecFilter{ 7238523A-70FA-11D1-864C-14A30000...

| ipseclSAKMPP olicy{64544736-a82f-4761-bed2-4..,
| ipseclSAKMPPolicy{72385231-70FA-11D1-864C-1..,
| ipseclSAKMPPolicy{72385237-70FA-11D1-864C-1...
| ipseclSAKMPPolicy{7238523D-T0FA-11D1-264C-1...
i ipsecMegotiationPolicy{39319BDF-5EE3-11D2-AC...
| ipsecMegotiationPolicy{ 59319BF0-3EE3-11D2-AC...
_\ ipsecMegotiationPolicy{59319C01-3EE3-11D2-AC...
] ipsecMegotiationPolicy{ 72385233-TOFA-11D1-864...

| ipsecMegotiationPolicy{7238523B-70FA-11D1-86...

] ipsecMegotiationPolicy{7238523F-T0FA-1101-864...

] ipsecMegotiationPolicy{84b7a78f-4ad2-dccf-bd4...
| ipsecNFA{59319BE2-5EE3-11D2-ACES-00E0BOEC. .
| ipsecNFA{53319BF3-5EE3-11D2-ACES-D0E0BOEC..
| ipsecNFA{53319C04-5EE3-11D2- ACER-D0B0BOEC. .
| ipsecNFA{594272E2-071D-11D3- AD22-0060B0EC. .
| ipsecMFA{584272FD-0710-11D3-AD22-0060B0EC...

] ipsecMFA{BATFSCEF-72B7-1102-ACFO-0060B0EC...

] ipsecMFA{72385232-T0FA-1101-864C-14A300000..,
] ipsecMFA{7238523E-T70FA-1101-864C-14A300000...
] ipsecMFA{B232a0cf-8%fc-4020-9a81-cAT7ff97390bc)

] ipsecMFA{ea7ebd39-0960-4428-bdBd-delb12d3b...
] ipsecPolicy{72385230-T0FA-11D1-864C-14A30000...
] ipsecPolicy{ 72385236-T0FA-11D1-864C-14A30000...

| ipsecPolicy{7238523C-TOFA-11D1-264C- 14A3000...
] ipsecPolicy{e5f7dbb53-5c44-40bf-85a8-d5814cdb...

Type

ipsecFilter

ipsecFilter
ipseclSAKMPPolicy
ipseclSAKMPPolicy
ipseclSAKMPPolicy
ipseclSAKMPPolicy
ipsecMegetiationPolicy
ipsecMegotiationPolicy
ipsecMegetiationPolicy
ipsecMegetiationPolicy
ipsecMegetiationPolicy
ipsecMegotiationPolicy
ipsechMegetiationPolicy
ipsechFA

ipsechFA

ipsechFA

ipsechFA

ipsecMFA

ipsecMFA

ipsecMFA

ipsecMFA

ipsechFA

ipsecMFA

ipsecPolicy
ipsecPolicy

ipsecPolicy
ipsecPolicy
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Parametres de sécurité

=a Security Settings
-] Account Policies
j Local Policies

\Machine\Microsoft\Windows NT\SecEdit\GptTmpl.inf

»[Security Log]

j Event Log
A Restricted Groups

A System Services
_'g Registry
4 File System
iqf Wired Metwork (IEEE 2802.3) Policies
| Windows Firewall with Advanced Security
| Network List Manager Policies

MaximumLogSize = 99968

*»[Registry Values]
MACHINE\Software\...\System\ScForceOption=4,1
MACHINE\System\...\LmCompatibilitylLevel=4,4

*[Service General Setting]
"AppIDSVC n , 2, mn

_:.gf Wireless Metwork (IEEE 802.11) Policies

_| Public Key Policies
| Software Restriction Policies
~| Application Control Policies
g IP Security Pelicies on Active Directory (TEST.LOCAL)

| Advanced Audit Policy Configuration
CSE : {

827d319e-6eac-11d2-ad4ea-00c04179f83a} (Security)
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Scripts

& Computer Configuration
w~ | | Policies
w || Software Settings
[ Seftware installation
w || Windows Settings
.| Mame Rezolution Policy
I}:; Scripts (Startup/Shutdown) I
== Deployed Printers
3 _—i‘;l Security Settings
gl Policy-based QoS
~| Administrative Templates: Policy definitions
» | Preferences

i, User Configuration

| Praliries

(= Startup
\E Shutdown

CSE : {42b5faae-6536-11d2-ae5a-0000f87571e3} (Scripts)

Scripts  PowerShell Scripts

= Startup Scripts for SSTIC_ApplLocker

Mame

mount_drive vbs
audt exe

Parameters

home

pameie@ll 1 \Machine\Scripts\scripts.ini

[Startup]
OCmdLine=mount_drive.vbs

OParameters=home
1CmdLine=audit.exe

1Parameters=/password=Passw@rdl
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GPO de préférence

i Computer Configuration
| Policies

w| | Preferences
| Windows Settings

v (=] Control Panel Settings o o
=3 Data Sources IniFiles\IniFiles.xml

B Devices Groups\Groups.xml
J Folder Options NetworkOptions\NetworkOptions.xml
% Local Users and Groups ScheduledTasks\ScheduledTasks.xml

&0 Network Options Services\Services.xml
E;%, Power Options

ﬁ Printers

“cheduled Tasks

% SEMVICES

\Machine\Preferences\
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Regles du pare-feu

& Computer Configuration
v | Policies
| Software Settings
| Windows Settings
| Name Resolution Policy
&l Scripts (Startup/Shutdown)
» = Deployed Printers
v [ Security Settings

>

W

)

»

W W OV VvV v

W

3
*@
i
a
a
4
&
iy

o

Account Policies

Local Policies

Event Log

Restricted Groups

System Services

Registry

File System

Wired Network (IEEE 802.3) Policies
Windows Firewall with Advanced Security

W

ﬂ Windows Firewall with Advanced Security

&3 Inbound Rules
&3 Outbound Rules
%% Connection Security Rules

Name

& Active Directory Domain Controller - Echo Request (ICMPv4-In)

@ Active Directory Domain Controller - Echo Request (ICMPv6-In)

@ Active Directory Domain Controller - LDAP (TCP-In)

€ Active Directory Domain Controller - LDAP (UDP-In)

& Active Directory Domain Controller - LDAP for Global Catalog (TCP-In)
@ Active Directory Domain Controller - NetBIOS name resolution (UDP-In)
@ Active Directory Domain Controller - SAM/LSA (NP-TCP-In)

€ Active Directory Domain Controller - SAM/LSA (NP-UDP-In)

& Active Directory Domain Controller - Secure LDAP (TCP-In)

Active Directory Domain Controller - Secure LDAP for Global Catalog (TCP-In)
@ Active Directory Domain Controller - W32Time (NTP-UDP-In)

€ Active Directory Domain Controller (RPC)

£ Active Directory Domain Controller (RPC-EPMAP)
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Regles du pare-feu

Registry Key

SOFTWARE"Policies™
SOFTWARE"Policies™
SOFTWAREPolicies™
SOFTWAREPolicies™
SOFTWARE"Policies™
SOFTWARE"Policies™
SOFTWAREPolicies™
SOFTWARE"Policies™
SOFTWARE"Policies™
SOFTWAREPolicies™
SOFTWARE"Policies™
SOFTWARE"Policies™
SOFTWARE"Policies™
SOFTWAREPolicies™
SOFTWARE"Policies™
SOFTWARE"Policies™
SOFTWAREPolicies™

Microsoft \Windows Firewall

Microsoft \WindowsFirewall

Microsoft \WindowsFirewallDomain Profile
" Domain Profile
Microsoft \WindowsFirewall Domain Profile
Microsoft \WindowsFirewall*
Microsoft \WindowsFirewall
Microsaft \WindowsFirewall*.
Microsoft \WindowsFirewall*
Microsoft \WindowsFirewall*.
Microsaoft \Windows Firewall®
Microsoft \WindowsFirewall*
Microsoft \WindowsFirewall*,
Microsaoft \Windows Firewall*
Microsoft \WindowsFirewall*,
Microsoft \WindowsFirewall*
Microsoft \WindowsFirewall*
Microsoft \WindowsFirewall*,

\FirewallRules

Firewall Rules

JFirewallRules

Firewall Rules

Firewall Rules
\FirewallFules

Firewall Rules

Firewall Rules
\FirewsallFules
JFirewall Rules
\FirewallRules

FirewallRules

JFirewall Rules

Registry Value
PolicyVersion
EnableFirewall
DefaultOutboundAction
Defaultinbound Action
ADDS-ICMPE-In
ADDS-ICMP4-In

W32 Time-NTP-UDP-In
ADDS-MB-Datagram-L...
ADDS-NP-TCP-In
ADDS-NP-UDP-In
ADDS-LDAPGCSEC-T...
ADDS-LDAPGC-TCP-In
ADDS-LDAPSEC-TCP-In
ADDS-LDAP-LUDP-In
ADDS-LDAP-TCP-In
ADDS-RPCEPMAP-TC ..
ADDS-RPC-TCP-In

Value Type

REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ

Data

00000213
00000001
00000000
00000001

v 2. 26lAction=AllowlActive=TRUEIDir=InIProtocol =58ICMP&=128."IName=@ntdsmzg dl .- 1031|Desc=Entdsmsg.dll - 1032...
v2. 268Action=MlowlActive=TRUEIDir=In|Protocol=1)ICMP4=8."IName=@ntdsmsa.dll - 1027IDesc=Entdsmsa dll - 1023Em...
v2 26lAction=~AlowlActive=TRUEIDir=InlProtacol=17|L Port=123App="systemroot 34 System 32 s vchost exelName=2ntd...
v2. 28Action="~lowlActive=TRUEIDir=InlProtacol=17IL Port=1381App=SystemIMame=Enrtdsmsg.dll - 107 11Desc=Entdsms....
v2. 28Action=MlowlActive=TRUEIDir=InlProtocol=8ILPort =445|App =System|Mame=&ntdsmsg dll - 101 HDesc=@ntdsmsg....
v2 268lAction=~AlowlActive=TRUEIDir=InlProtacol=17L Port=445|App=System|Mame =@ntdsmsg dll - 1009 Desc=@ntdsms...
v2 268Action="AlowlActive=TRUEIDir=InlProtocol=6ILPort =326 9App=".systemroot 24 System 32"/sass exelName=Entdsms...
v2 26lAction=~AlowlActive=TRUEIDir=InIProtocol=8ILPort =3268|App=".systemroot %\ System 32\ |sass exe|Name=Entdsms...
v2 26lAction=~lowlActive=TRUEIDir=InlProtocol=6ILPort =6 36lApp="systemnoot %\ System 32\ sass exelMame=Entdsmsg. ..
v2. 268lAction=~AlowlActive=TRUEIDir=InlProtocol=17ILPort=383App=".systemroot .4 System 32" /sass exelName=Entdsms....
v2 . 26lAction=AlowlActive=TRUEIDir=InIProtocol=8ILPort =385 App =".systemroot %\ System 32\ |sass .exe|Name=Entdsmsg...
v2 26lAction="MlowlActive=TRUEIDir=InlProtocol=6IL Port =RPC-EF MaplApp="isystemroot . system 32 svchost exelSve=r. .
v2 268lAction=~MlowlActive=TRUEIDir=InlProtocol=6ILPort =RPClApp="systemroat .\ System 32"sass exelMame=Entdsms. ..

SOFTWARE\Policies\Microsoft\WindowsFirewall\FirewallRules - ADDS-NP-TCP-In
v2.26|Action=Allow|Active=TRUE |Dir=In|
Protocol=6|LPort=445 |
App=System|Name=@ntdsmsg.dll,-1010|Desc=@ntdsmsg.dll, -1023|
EmbedCtxt=@ntdsmsg.dll, -1026|

CSE : {35378eac-683f-11d2-a89a-00c04fbbcfa2} (Registre)
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Regles AppLocker

A Computer Configuration
v | Policies

» ] Software Settings

v | Windows Settings

. Name Resolution Policy
|&) Scripts (Startup/Shutdown)
> = Deployed Printers
v Security Settings
> A Account Policies
» j Local Policies
» | Eventlog
"5 Restricted Groups
5 System Services
5 Registry
5 File System
> u Wired Network (IEEE 802.3) Policies
> [ Windows Firewall with Advanced Security
| Network List Manager Policies

» zafl Wireless Metwork (IEEE 802.11) Policies

- Public Key Policies

| Software Restriction Policies

~ | Application Control Policies
v| @ AppLocker
[ Executable Rules
5 Windows Installer Rules

» [E] Seript Rules

L

Action

& Allow
& Allow
& Allow
S Deny

User

Everyone

Everyone
BUILTINVAdministrators
Everyone

MName

(Default Rule) All files located in the Pro...

(Default Rule) All files located in the Wi...
(Default Rule) All files
Block Notepad

Condition
Path
Path
Path
File Hash

05/06/2019

SSTIC 2019 — Aurélien Bordes — L'audit des GPO

38

/49



Regles AppLocker

Reqgistry Key Registry... | Value Type Data
SoftwarePolicies Microsoft " Windows S\ 2" Appux
SoftwarePaolicies Microsoft \Windows \Sm 2Dl

SoftwarePalicies Microsoft \Windows SmVZ B 521 ccd81-6e 1 7-4653-8 75-050b 80accaZl Walue REG_SZ
SoftwarePaolicies Microsoft \Windows*SmVZ\Exe'ab1c8bZc-a 31 5-4od -9690-d21 77 cad Th 51 Value REG_S5Z
SaftwarePolicies \Microsoft \WWindows Smp V2B \aalcb48f-a1 H-49F-8f 34-70c FFd 135a zFileHashRule |d="aalct48f-a1%-4577-8f 34-70c Ffd135a" Name="Den...

SoftwarePalicies \Microsoft \Windows SV B \fd636d 83-a825-4351-8f 4-27c 7de 575542 Value REG_SZ <FilePathRule [d="fd686d83-a823-4351-8f4-27c7de5755d2" Name="(D...
<FilePathRule |d="fd686d83-a829-4351-8f4-2727deb7hbd 2" Name="(D...

SoftwarePalicies Microsoft \Windows* SmpV 2 Msi
SoftwarePalicies  Microsoft \Windows Sm\ 2" Script <FilePathRule 1d="fd68Rd83-a825-4351-8f4-27c7deb7aAd2"” Name="{D...

<FlePathRule [d="921cc481-6:17-4653-8 750500 80accal” Name="{...
<FilePathRule Id="a61c8b2c-a313-4cd-9650-d217Vcad /b51" Name="{...

HKLM\Software\Policies\Microsoft\Windows\SrpV2\Exe\aa0c648f-al9f-497f-8f34-70c7f0fd135a - Value

<FileHashRule
Id="aa0c648f-al9f-497f-8f34-70c7f0fd135a" Name="Deny notepad" Description=""

UserOrGroupSid="S-1-1-0" Action="Deny">
<Conditions>

<FileHashCondition>
<FileHash Type="SHA256" Data="0x4115113c2800122296d1ealf97c26c33701ec14b002e96b60746e70c49e19d85"

SourceFileName="notepad.exe" SourceFilelLength="243200"/>
</FileHashCondition>

</Conditions>
</FileHashRule>

CSE : {35378eac-683f-11d2-a89a-00c04fbbcfa2} (Registre)
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1¢re piste : depuis les données de la GPO

* Bilan de la méthode :

* Données facilement récupérables :
* Objets LDAP
 Fichiers dans le SYSVOL

 Solution qui nécessite :
* Une connaissance des différents formats
* Le développement de parseurs spécifiques

* Logique des parametres des GPO a comprendre et a reconstruire




2¢ piste : depuis les exports XML

* Le moteur d’édition des GPO permet |'export d’un rapport d’une
GPO donnée contenant tous les parametres définis

Htestxml ]

SSTIC_Demo
Scope  Details Seftings  Delegation Status ol v g="uti-167jg R
C1<GPO xml; ttp://www.w3.orq/2001/XMLSchema" xm http://www.w3.orq/2001/XMLSchema-instance" xmlns="http: //ww]
SSTIC Demo [ <Identifier>
Data collected on; 25/05/2019 07:29:28 show all Name>SSTIC_Demos
IncludeConments>true</IncludeComments>
Comprecr Canfiawtton (Enebicd) hide | <CreatedTime>2019-05-19T19:35:14</Createdline>
'ﬁm hide <ModifiedTime>2019-05-25T05:29:28</Modi fiedTine>
Wi Bt ade <ReadTime>2019-05-25T05:38:33.6599916Z</Readlime>
o [ <SecurityDescriptor>
Scripts hide: <FilterDataAvailable>true</FilterDatahvailable>
Startup show O <Computer>
<VersionDirectory>39</VersionDirectory>
Security Settings nide <VersionSysval>39</VersionSysvols
Local Policies/Security Options show <Enabled>true</Enablad>
Evart 1og ow <ExtensionData>
s <Extension xml ="http://www.microsoft.con/CroupPolicy/Settings /WLanSve" xsi "gl:WLanSveSettings"s
System Services show <Name>WLansve Networks</Names
Wireless Network (802.11) Policies show </ExcensionData>
<ExtensionData>
Wired Network (802.3) Palicics il <Extension xml www . microsoft. com/GroupPolicy/Settings/Scripts" xsi
Public Key Policies/Encrypting File System show <Name>Seripts</Name>
IP Security Policies on Active Direclory e </ExtensionData>
<ExtensionData>
Policy-based QoS hide <Extension xml: ="http://www.microsoft.com/GroupPolicy/Settings/Security" xsi:t ="qg3:SecuritySettings">
QoS Policies e <Name>Security</Name>
</ExtensionData>
Administrative Templates bide <ExtensionData>
Bl defiesbionis RN Bies] rebievec b the Il cormpniter. <Extension xml www.microsoft. com/GroupPolicy/Settings/Dot3sve" xsi "g4:Dot3sveSettings">
<Name>LanSve Networks</Name>
il oupmions/ Ml Lyduic v </ExtensionData>
Exira Registry Seitings show <ExtensionData>
<Extension ="http://www.nicrosoft.con/GroupPolicy/Settings/IPsecurity” xsi:type="g5:IPSecuritySettings">
User Configurstion (Disabled) hide <Name>IP security</Name> < = 2
Mo settings defined </ExtensionData>
<ExXtensionData>

Format HTML Format XML

PS> Get-GPOReport -ReportType Html PS> Get-GPOReport -ReportType Xml
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Exemple détaillé : modeles d’administration

D Mot Configured Comment:
(®) Enabled

() Disabled
Supported on:

Cpticns:

& Specify intranet Microsoft update service location

Ei Specify intranet Microsoft update service location

At least Windc

excluding Win

updates:

Set the intranet update service for detecting

https://wsus.ad.local

Set the intranet statistics servern

<GPO>

<Computer>
<ExtensionData>
<Extension>
<ql:Policy>

<gl:Name>Specify intranet Microsoft update service location</ql:Name>

<gql:State>Enabled</qgl:State>

<gql:EditText>
<ql:Name>Set the intranet update service for detecting updates:</ql:Name>
<gql:State>Enabled</qgl:State>
<gl:Value>https://wsus.ad.local</ql:Value>

</ql:EditText>

<ql:EditText>
<gl:Name>Set the intranet statistics server:</ql:Name>
<gql:State>Enabled</ql:State>
<gql:Value>https://wsus.ad.local</ql:Value>

</ql:EditText>

</Extension>
<Name>Registry</Name>
</ql:Policy>

</ExtensionData>
https://wsus.ad.local </Computer>
</GPO>
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Exemple détaillé : AppLocker

¥} Allow Everyone (Default Rule) All files locati —
<GPO> 4 Allow Everyone (Default Rule) All files locati]
<Computer> ¥4 Allow BUILTIN\Administrators  (Default Rule) All files
<ExtensionData> =
<Extension> () Deny Everyone Block Notepad

<gll:RuleCollection Type="Exe">
<qll:FilePathRule Id="fd686d83-a829-4351-8ff4-27c7de5755d2" Name="(Default Rule) All files" UserOrGroupSid="S-1-5-32-544«
Action="Allow">
<gll:Conditions>
<gqll:FilePath Path="*" />
</qll:Conditions>
</qll:FilePathRule>
<gqll:FileHashRule Id="4fc79b42-1865-4910-aee5-0bca51f62a7b" Name="Block Notepad" UserOrGroupSid="S-1-1-0" Action="Deny">
<gll:Conditions>
<gll:FileHash Type="Sha256">
<gll:FileInformation Name="notepad.exe" Length="243200" />
</qll:FileHash>
</qll:Conditions>
</qll:FileHashRule>
</ql1:RuleCollection>
</Extension>
<Name>Application Control Policies</Name>
</ExtensionData>
</Computer>
</GPO>
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Processus d’export GPO et d’'import SQL

= = & &

Get-GPOReport -All -ReportType Xml -
gpo2sql .'
N —
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Démo : gpo2sql

e Vidéo
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2¢ piste : depuis les exports XML

* Bilan :
* Nécessite une conversion avec les RSAT GPO
* || faut aimer analyser des fichiers XML...
* Logique des parametres GPO respectées
* Quelques parametres non exportés dans le fichier XML




Conclusion

* Encore du travail de développement...

e Résultats :
* Configuration : Souvent, il existe des déviances
e Parametres : ...

* Présentation ici de I'audit des GPO (configuration et parametres)
depuis les données de I'AD et du SYSVOL

e Mais il faut auditer également l'application sur chaque ordinateur




Liens

e gpocheck
 https://github.com/aurel26/gpocheck

e gpo2sql
* https://github.com/aurel26/gpo2sql

e Liste des CSE
* https://github.com/aurel26/gpolist
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Questions ?
aurelien26 (at) free.fr
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