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Dynamic Link Library (DLL) Dependencies

Applications

EXIEEERES

Win32 API
Subsystem
Servers
user32.dIl kernel32.dIl
System
Services { ws2_32.dll } {advaplBZ duJ
Critical .
Processes { gdi32.dll J { }
Native
API
User mode

v

Kernel mode

( atoskrnlxe )




Missing DLL

Ableton Live 9 Standard.exe - System Error

The program can't start because MSVCP120.dll is missing from
' your computer. Try reinstalling the program to fix this problem.

oK




Missing DLL?

p "_"“-.I The program can't start because api-ms-win-downlevel-ole32-11-1-0.dl|
¥ i missing from your computer. Try reinstalling the program to fix this
problem.




Missing Export

™ The ordinal 343 could not h{:#;mtt‘d in the dynamic link library
g COMCTL32.dII, I




Missing ?2??

COWINDOWS\SYSTEMI2VWTSAPIZ2.dIl is either not designed
to run on Windows or it contains an error, Try installing the
program again using the original installation media or
contact your system administrator or the software vendor for
support. Error status CwcD0001 21,
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Windbg

M notepad - WinDbg Command Memory
Home  View Breakpoints Model Seripting Command Memory Source
{F StepOut D Restart N o
) step into op Debuggin e~
e @ (_')5‘ P Int : StopDebugging | e\ "ty | Local Feedback
" [P stepOver A Detach Help=  Hub

0:000> dx Debugger
Debugger

fowsp simsibey Aquassesig

Name Value

]
Locals | Watch

1 8008004b"b29af390 00007 ffe €73245f3 ntdll!LdrInitShimEngineDynamic+0x3sbf
02 0006004b" b20af7de 00887 Fe’e72d82bb ntdlllmemset+8x26573

3 8008004 b29af850 00807 ffe e72d826e ntdll!LdrInitializeThunk+exsh
000a004b" b29af830 0000000° 00e0@000 ntdll!LdrInitializeThunk+exe

Stack

ntdIlLdrinitShimEngineDynamic + 0x358
ntdlLdrlnitShimE;
emset + 0X20573
initializeThunk + 0x5b
ntdtidrinitializeThunk + Oxe

gineDynamic + 0x35bf

Threads | Stack




Dependency Walker

m¢ Dependency Walker - [Stooges exel ==
™ File Edit View Options Profile Window Help _[=][x
S8 kaEHAE DS BEOIN
- O STOOGESEXE pi*_ [ Ordinal [ Hint [ Function [ Entry Point
O LARRV.DLL [ N/A IsKnucklehead Not Bound
[l KERNEL32.DLL N/A N/A int SaySeitenly(char *,..) | Not Bound
O NTDLLDLL g , v
&4] NTDLLDLL £~ | Ordinal | Hint Function Entry Point
=-38 63| 4 (0:0004) [ 1 ©0001) | int SaySoitenly(char *,..) | SHEMP.?SaySoitenly® @YAHP/
901 SHEMP.DLL &1 |50:0005)|2(0x0002) | DoinkLarysEye 0:00001010
£-40 MOEDLL @8 |3 @0003) |0 00000} | void SayPoifect(_int6d) | 0:00001020
B & KERNEL32DLL 1@:0001) | N/A NAA 0:00001020
8% nToLLoLL | ET&| 2(0:0002)] 3 (0x0003) | DoinkMoeskye SHEMP. DoinkMoesEye
Module | File Time Stamp _| Link Time Stamp | File Size [ Attr, | Link Checksum | Real Checksum | CPU | Subsyste ~
B | CURLYDLL |11/14/2006 5:17p | 11/14/2006 513p|  2,560| A 0F739 |0:0000F758 |86 | GUI
(] | KERNEL32.DLL | 08/30/2006 1:22a | 08/30/2006 1:20z| 871424|A |0:000E388E |OO00E3SBE |86 | Console
O | LARRY.DLL | 10/14/2006 5:A3p |11/14/2006 513p|  2560|A | 0:000053DB |BQ00053DB |6 |GUI |~
# | MOEDLL 11/14/2006 5:15p | 11414/2006 515p| 2560 A | 000008191 |0x00008191 |86 |GUI
O | NTDLLDLL | 08/30/2006 1:23a | 08/30/2006 1:212 | 1147,664| A | 0:00125FAS |0x00125FAS |86 | Console
B0 | SHEMP.DLL | 11/14/2006 5:13p | 11/14/2006 513p| 2560 A | 0:00001CE7 |0x00001CE7 [w86 |GuI =
« i v

00 00:00.092: LeadLibraryA("Moe.dll") called from "STOOGES.EXE" at address 0x00401024 by thread 1. -
00:00:00,092: Loaded "MOE.DLL" at address 0x00020000 by thread 1. Successfully hooked module.
100:00:00 093: DIIMain(0x00020000, DLL_PROCESS_ATTACH, 0:00000000) in "MOE.DLL" called by thread 1.
100:00:00 093: DIIMain(0x00020000, DLL_PROCESS_ATTACH, 0:00000000) in "MOE.DLL" returned 1 {0x1) by thread 1.
00:00:00 093: LoadLibraryA("Moe.dIl") returned 000020000 by thread 1.
100:00:00.109: GetProcAddress(0x00020000 [MOE.DLL], "SmackCurly”) called from "STOOGES.EXE" at address 0x0040102B and returne =
P B

For Help, press FL




Dependency Walker on a modern binary

= Dependency Walker - [kernel32.dll]
=3 File Edit View Options Profile Window Help

= d By ot | & EEY BET K

=~ O KERNEL32.DLL A~ Pl Ordinal * Hint Function
@ API-MS-WIN-CORE-RTLSUPPORT-L1-2-0.0LL
- @ NTOLLDLL
£ [ KERNELBASEDLL
&] NTDLLDLL
(@ API-MS-WIN-EVENTING-PROVIDER-L1-1-0.DLL
@ API-Ms-WIN-CORE-APIQUERY-L1-1-0.DLL
- g@ EXT-MS-WIN-ADVAPI32-REGISTRY-L1-1-0.DLL
3@ EXT-MS-WIN-KERNEL32-APPCOMPAT-L1-1-0.0LL E [ Ordinal Hint Function
2@ EXT-MS-WIN-NTUSER-STRING-L1-1-0.0LL 3(00003)| 0 (Gx0000) | AcquireSRWLockExclusive
~B@ EXT-MS-WIN-KERNEL32-FILE-L1-1-0.DLL 4(0x0004) 1(0x0001) | AcquireSRWLockShared
B EXT-MS-WIN-KERNEL32-DATETIME-L1-1-0.0LL 5(0:0005)|  2(0x0002) | ActivateActCtx
2@ EXT-MS-WIN-KERNEL32-QUIRKS-L1-1-0.0LL 6(00D0E)| 3 (0:00032)| ActivateActCoiWorker
B EXT-MS-WIN-KERNEL32-QUIRKS-L1-1-1.0LL 7(00007)|  4(0:0004) | AddAtomA
/3, CUT WIS WM VEDMIEI 37 SIREOVEINE 11 1 n P11 © 8(0:0008)|  5(0x0005)| AddAtomW
< 9(0:0009)|  6(0x0006)| AddConsoleAliasA
~_| Module File Time Stamp | Link Time Stamp | File Size | Attr. | Link Che
@ | API-MS-WIN-CORE-APIQUERY-L1-1-0.0LL Error opening file. The system cannot find the file specified (2).
@ | API-MS-WIN-CORE-APPCOMPAT-L1-1-1.DLL Error opening file. The system cannot find the file specified
@ | API-MS-WIN-CORE-COMM-L1-1-0.DLL Error opening file. The system cannot find the file specified
(D | API-MS-WIN-CORE-CONSOLE-L1-1-0.DLL Error opening file. The system cannot find the file specified
(D | API-MS-WIN-CORE-CONSOLE-L2-1-0.DLL Error opening file. The system cannot find the file specified
(D | API-MS-WIN-CORE-DATETIME-L1-1-1.DLL Error opening file. The system cannot find the file specified (2).
<

Error: At least one required implicit or forwarded dependency was not found.
[Warning: At least one delay-load dependency module was not foun




Dependency Walker on a modern binary

/=2 Dependency Walker - [wintrust]

™ file Edit View Options Profile Window
&

Help
S W

= AE 8@ BEMD N
@ API-MS-WIN-CORE-HANDLE-L1-1-0DLL
@ API-MS-WIN-CORE-HEAP-L1-1-0DLL
(0% API-MS-WIN-CORE-LOCALIZATION-L1-2-0.DLL
[-20¢ KERNEL32.DLL
@ API-MS-WIN-CORE-RTLSUPPORT-L1-1-0.DLL
8% NTDLLDLL
5% KERNELBASEDLL
@ API-MS-WIN-CORE-PROCESSTHREADS-L1-1-0.DLL
@ API-Ms-WIN-CORE-PROCESSTHREADS-L1-1-3.DLL

m

MS-WIN-CORE
- 8lf KERNEL32.DLL
=} 248 API-MS-WIN-CORE-PROCESSTHREADS-L1-1-1.DLL
=}-251§ KERNEL32.DLL
=} 25l% API-MS-WIN-CORE-PROCESSTHREADS-L1-1-1.0LL

2alf KERNEL32.DLL
2alf API-MS-WIN-CORE-PROCESSTHREADS-L1-1-1.DLL
£ 340 KERNEL32.DLL

[=-83% API-MS-WIN-CORE-PROCESSTHREADS-L1-1-1.DLL
-3 KERNEL32.DLL
) 8% API-MS-WIN-CORE-PROCESSTHREADS-L1-1-1.DLL
- 251§ KERNEL32.DLL

- 41§ API-MS-WIN-CORE-PROCESSTHREADS-L1-1-1.DLL
[£-231% KERNEL32.DLL
=} 258 API-MS-WIN-CORE-PROCESSTHREADS-L1-1-1.DLL
£} 288 KERNEL32DLL
2Alf API-MS-WIN-CORE-PROCESSTHREADS-L1-1-1.DLL
5385 KERNEL32.DLL

£ 1% API-MS-WIN-CORE-PROCESSTHREADS-L1-1-1.DLL
53358 KERNEL32DLL

-5 API-MS-WIN-CORE-PROCESSTHREADS-L1-1-1.L
-0 KERNEL32.DLL

52818 API-MS-WIN-CORE-PROCESSTHREADS .,

>
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Dependencies

File

Dependencies (154)

View Options Help

4 sERs2.alL
&g AvAPI32.a11

11
o [ s,
| [ OteAvTs2 a1t

Franeu

Systen.xant.a1l

Systen,

~CAWINDOWS)SyzWOW64\kernelbsse Al succesul,

File Sze

# Orinal

Ordinal

Virtual

Module
api-m

api-m
api-ns
apt.

api-m
apins

VirtalAddress




DEMO

DEMO TIME!
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Diagram

Dynamic Load

kernelbase!LoadLibraryEx

DLL Redirection

[ Process Initialization }—-[Load Dependencies
LdrpInitiali: e: LdrpLoadD

Apiset 2 >N Winsxs 2N
Y Y

[Apiset Resolution] [Winst Resolution]

rpPreprocessName

DLL Search
Y uéhdiom
KnownD“%KﬂoanLLé

N " LdrpLoadKnownDlII
DLL Search order

LdrpSearchPath +
LdrpResolveDlIName

LdrpLoadDIlInternal

- L6ad from_
n System32 2 SysWowsd

“LdrpMapDIINtFilename




Apisets

ToTo.EXE

1sDebuggerPresent
call DebugBreak

OutputDebugSingh
OutputDebugStingW|
ContinueDebugEvent

WaitForDebugEvent Export Addross Table

CheckRemoteDebuggerPresent DebugBreak
WaitForDebugEventex

HeapCreate,

HeapCreate

Heapfree

api-ms-win-ws

WsiConfiureDistibution
WslGetDistibutonConfiguration|
WslisDisrbutionRegistered

WalLaunchineractive
WsiRegisterDistrbution
WelUnregisterDistrbution

Export Address Table

DebugBrear

AEvaluatoPiughn
AppIDFroeAbuleSting

HeapCreate

API SET NAMESPACE HOST DLLs
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pnlicat
PRIEFHON L w| DLL Loader

Manifest =x= Managet

| |
¥ ¥

izomCtia2 We icomCtia2 wa

F 3




PE manifest

Embedded PE manifest for Opera's installer

<assembly xmlns="urn:schemas-microsoft-com:asm.v1" manifestVersion="1.0">

<dependency>
<dependentAssembly>

<assemblylIdentity
type="win32" name="Microsoft.Windows.Common-Controls"

version="6.0.0.0" processorArchitecture="x*"
publicKeyToken="6595b64144ccf1df" language="x*">
</assemblyldentity>
</dependentAssembly>

</dependency>
<trustInfo xmlns="urn:schemas-microsoft-com:asm.v3">

<security>
<requestedPrivileges>
<requestedExecutionLevel level="asInvoker" uiAccess="false"></requestedExecutionLevel>

</requestedPrivileges>
</security>
</trustInfo>
</assembly>




PE manifest

Embedded PE manifest for Chrome executable

<assembly xmlns="urn:schemas-microsoft-com:asm.v1" manifestVersion="1.0">
<dependency> <! "Microsoft.Windows.Common-Controls" 1></dependency>
<dependency>
<dependentAssembly>
<assemblyldentity type="win32" name="74.0.3729.169" version="74.0.3729.169" language="x*"></
assemblyldentity>
</dependentAssembly>
</dependency>
<trustInfo xmlns="urn:schemas-microsoft-com:asm.v3"> <! !></trustInfo>
<compatibility xmlns="urn:schemas-microsoft-com:compatibility.v1i">
<application>
<supported0S Id="{e2011457-1546-43c5-abfe-008deee3d3f0}"></supported0S>
<supported0S Id="{35138b9a-5d96-4fbd-8e2d-a2440225f93a}"></supported0S>
<supported0S Id="{4a2f28e3-53b9-4441-ba9c-d69d4ada6e38}"></supported0S>
<supported0S Id="{1f676c76-80e1-4239-95bb-83d0f6d0da78}"></supported0S>
<supported0S Id="{8e0f7a12-bfb3-4fe8-b9a5-48fd50al5a9a}"></supported0S>
</application>
</compatibility>
</assembly>




PE manifest

C :\Program Files (x86)\Google\Chrome\Application\74.0.3729.169\74.0.3729.169.manifest

<assembly
xmlns='urn:schemas-microsoft-com:asm.vl' manifestVersion='1.0"'>
<assemblyldentity
name='74.0.3729.169'
version='74.0.3729.169"'
type='win32'/>
<file name='chrome_elf.d1l'/>
</assembly>




KnownDlls

B Registry Editor £ WinObj - Sysinternals: www.sysinternals.com - [u]
File Edit View Favorites Help File View Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\KnownDLLs VoL Name Type SymLink
2 ArcName 8 advapiz2.dil Section
Name Type Data BaseNamedObjects
.y ) Callback B beryptdil Section
(Default) REG_SZ (value not set) & beryptPrimitivesdll Section
28] Wowbd REG_SZ Wowb4.dil Device & cfgmgrz.di Section
a8)_Wowbdcpu REG_SZ Wowsdcpu.dil Driver & clbcatq.dil Section
DriverStores
a8)_Wowbdwin REG_SZ Wowbdwin.dil Filesystem & combase.dll Section
a8)_wowarmhw REG_SZ wowarmhw.dil GLOBAL?? & comcTL32 i Section
ab)_tajit REG_SZ xtajit.dil KernelObjects & compLea2di Section
a5 advapi32 REG_SZ advapi32.dil KnownDlls K comi2di Section
= f CRYPT3
2] clbeatq REG_SZ clbeatqdil KnownDIls32 i crvPT32dl Section
25 combas REG 7 base.dl NLS & cryptsp.dil Section
R - combase ObjectTypes B dibapidl Section
28] COMDLG32 REG_SZ CcomDLG32.dIl RPC Control B gaa Section
a5 coml2 REG_SZ coml2dil Security B gdi2rulldl Section
25) DifApi REG_SZ difxapi.dll Sessions & gdiplus.dil Section
ab) gdi32 REG_SZ gdiz2.dll UMDFCommunicationPorts || B IMAGEHLP.dil Section
ab] gdiplus REG_SZ gdiplus.dil Windows & M2 Section
28] IMAGEHLP REG_SZ IMAGEHLP.dll B kemelappcore. Section




KnownDlls

ializeknownDllsInternal(...)

VverifyImageInfo
. ImportCallbackRoutine

-CallbackInfo

SmpProcessModuleImports
D11Path

: SmpRandomizenllList(&smpknownDllsList))

T_. UTES KnownD110a = {
.ObjectName = DllPath

(NtopenFile(&pllHandle, 1179688i64, &KnownDlloa, &Isb,

ATUS verificationStatus = LdrverifyImageMatchesChecksumEx(KnownDl1lHandle, &VerifyImageInfo);
! (verificationStatus))

RtlInitunicodestring(&LogString, L"Mon-DLL e included in KnownDLL 1
SmpTerminate(&LogString, 5i64, 3i64);
__debugbreak(};

RtlInitunicodestring(&Logstring,
to ON_ERROR;

;rtc].ase (D11Handle);

MDIGITAL SECURITY
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KnownDlls

// Retrieve IMPORT_DATA_DIRECTORY

RtlpImageDirectoryEntryToDataEx(
(u - 4)

IMAGE_DIRECTORY_ENTRY_IMPORT,
&

b T
if ( . <o)
= Bi64;
if ( )- ’

// Iterate over IMAGE_IMPORT DESCRIPTOR entries
6i6a;

while (1)
{

->Hame;
if (1(0D
break;
if (
t64)& 1
else
= RtlImageRvaToVa( s » s & Vi
/4 call SmpProcessModuleImports(HANDLE SmpContext, char *Importlame) in order to add imports dependencies to the KnownDlls
->CallbackInfo.Callback(( ->CallbackInfo.CallbackParameter, (void *) ;
++ 5
¥

ntdll.dll!LdrVerifylmageMatchesChecksumEx

1i:

"




DLL Search Order

If SafeDlISearchMode is enabled, the search order is as follows:

1.
2.
3.
4,
5.
6.

The directory from which the application loaded.

The system directory. Use the GetSystemDirectory function to get the path of this directory.

The 16-bit system directory. There is no function that obtains the path of this directory, but it is searched.

The Windows directory. Use the GetWindowsDirectory function to get the path of this directory.

The current directory.

The directories that are listed in the PATH environment variable. Note that this does not include the per-application path
specified by the App Paths registry key. The App Paths key is not used when computing the DLL search path.

Source : https ://docs.microsoft.com/en-us/windows/desktop/dlls/dynamic-link-library-search-order




System32 folder redirection

Implemented in wow64 binaries (wow64cpu.dll, wow64win.dll and wow64.d11)

Original Path Redirected Path

"C:\Windows\SysWow64\ntdll.411" "C:\Windows\SysWow64\ntd1ll.411"
"C:\Windows\System32\ntd1l.d11" "C:\Windows\SysWow64\ntd1l.d11"
"C:\Windows\Sysnative\ntd1l1l.411" "C:\Windows\System32\ntdll.d11"

ne

ne

ne

:\Windows\System32\catroot"
i
"C:

\Windows\System32\catroot2"
\Windows\System32\driverstore"

:\Windows\System32\drivers\etc"
"C:
ek

\Windows\System32\hostdriverstore"
\Windows\System32\logfiles"

:\Windows\System32\spool"
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Asus Delayload plant

Fichier
=

Action  Affichage  ?
ol 7|
. P‘“”:;T‘E“:;:E “:‘: “_“ﬁ“": Nom Stattt  Déclencheurs | | Actions
ibliothéque du Planificate "
ASUS Hello Encours  Al'ouverture de session d'un utilisate: Biblioth.. 4
B ASUS Patch for Touch Panel Encours  Al'ouverture de session d'un utilisate 3l cre.
ATK Package 36D18D69AFC3 Prét Filtre d‘événement personnalisé > Cré
ATK Package A22126881260 Prét
B CheckFlipService prét Plusieurs déclencheurs sont définis Im.
GoogleUpdateTaskMachineCore Prét Plusieurs déclencheurs sont définis. Aff
< > & A
Général  Déclencheurs  Actions  Conditions  Paramétres Historique (désactivé) No.
A Affi. ¥
i At
Options de sécurité
H Aide
Utiliser le compte d'utilisateur suivant pour exécuter cette tache
Administrateurs Elément.. &
M Process Hacker [DESKTOP-B4KRUQ9\lucas]+ (Administrator)
Hacker View Tools Users Help
% Refresh {7 Options {Hl Find handles or DLLs 2%/ System information [~]() 3€
Processes Services Network Disk
Name PID  CPU I/O total ra... Private byt... User name Description
v W svchost.exe 3408 6,67 MB AUTORITE NT\Systéme Host Process for Windows Servi
QuietFan.exe 7392 012 20,52 MB DESKTOP-B4KRUQ9\lucas Quiet Fan
|ASUSHelloBG.exe 7400 1,63 MB DESKTOP-B4KRUQ9\lucas
& AsPatchTouchPanel... 7464 1,43 MB DESKTOP-B4KRUQS\lucas ASUS Patch For Touch Panel
¥ taskhostw.exe 7472 9,49 MB DESKTOP-BAKRUQS\lucas Host Process for Windows Tasks
)RAVBg64.exe 8808 6,04 MB DESKTOP-B4KRUQ9\lucas HD Audio Background Process
B taskhostw.exe 18528 8,08 MB DESKTOP-BAKRUQ9\lucas Host Process for Windows Tasks

Integrity
System
High
High
High
Medium
Medium
High




Asus Delayload plant . .

B Propriétés de : AsPatchTouchPanel.exe

x

Général Compatibilte  Signatures numeriques  Sécurté  Details

Versions précédentes
Nom de I‘objet

C:\ProgramData'\As Touch Panel AsPatch TouchPandl exe
Noms de groupes ou d utlisateurs :

82 systeme
2 rs (DESKTOP VEGHS64

Utiisateurs (DESKTOP-VBGHI64\ Utiisateurs)

- B The binary can't be rewritten
Pour modifier les autorisations, cliquez sur Modifier. GModﬂ\er X

B But any user can write a file or a folder in the same
Refuser

folder
Contréle total
Motiication M Let's find a DLL to plant!
Lecture et exécution
Lecture
Ecriure
Rutorisations spéciales

Autorisations pour Utiisateurs Autoriser

Pour les autorisations spéciales et les paramétres avancés, cliquez sur Avance
Avancé

surle contrile c

23 et les autorisations

Aoner




Asus Delayload plant

Fle View Options Help

AsPatchTouchPanel
[ SsPacchTouchPanel.exe

@] KERNEL32.411
UsER32.411
ADVAPI32.4:
olesz.all

Module

| sEroeaer.

Loading PE file "C:

=
[}
=
=
=
=
=
=

Machine

Ordinal _ Hint

N

Function
ssInstal

Function

Module

= Configure module search order

Module
ROOT
AsPatchTouchPanel,

1
OLERUT32.411
SETUEAPI.ALL




Asus Delayload plant

¥ Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help

FEHARECASGR AN HB LM

Time of... Process Name Operation Path
16:31:2... ] AsPatchTouchPanelexe .3k CreateFile CiWindows\SysWOWB4\uxtheme.dil
16:31:2... ] AsPatchTouchPanel.exe . =h Ci p... C I
16:31:2... F) AsPatchTouchPanel.exe . 2h C p... C

16:31:2... F) AsPatchTouchPanel.exe .&F Load Image  C:\Windows\SysWOW64\uxtheme.dil
16:31:2... F) AsPatchTouchPanel.exe . CloseFile C:\Windows\SysWOWB4\uxtheme.dil
16:31:2... & AsPatchTouchPanel.exe .QF Load Image  C:\Windows\SysWOW64\msctf.dil
16:31:2... i) AsPatchTouchPanel.exe .=h CreateFile C:\Windows\SysWOW64\dwmapi.dil
16:31:2... i) AsPatchTouchPanel.exe .=h Q1 C dil
16:31:2... F) AsPatchTouchPanel.exe . 2 CloseFile C:\Windows\SysWOWB4\dwmapi.dil
16:31:2... & AsPatchTouchPanel.exe .= CreateFile C:\Windows\SysWOW64\dwmapi dil
16:31:2... F) AsPatchTouchPanel.exe . =h C p... C dil
16:31:2... i) AsPatchTouchPanel.exe .=h Cr p... C: dil
16:31:2... F) AsPatchTouchPanel.exe .&J Load Image  C:\Windows\SysWOW64\dwmapi.dil
16:31:2... & AsPatchTouchPanel.exe 'k CloseFile C:\Windows\SysWOW64\dwmapi dil
16:31:2... ) AsPatchTouchPanel.exe .=h CreateFile C:\Windows\Fonts\StaticCache.dat
16:31:2... i) AsPatchTouchPanel.exe .=h Qi C: he.dat

[ AsPatchTouchPanel exe ‘ﬂ ReadFile C:\Windows\Fonts\StaticCache.dat
[ AsPatchTouchPanel.exe .k CreateFileMap... C:\Windows\Fonts\StaticCache.dat
B AsPatchTouchPanel.exe . =h QueryStandardl...C:\Windows\Fonts\StaticCache.dat
[ AsPatchTouchPanel.exe .2k CreateFileMap... C:\Windows\Fonts\StaticCache.dat
B AsPatchTouchPanel.exe .QF Load Image  C:\Windows\SysWOW64\powrprof.dil
I AsPatchTouchPanel.exe .3 Thread Create
P AsPatchTouchPanel.exe . 3% Thread Create
Creal

[ AsPatchTouchPanel.exe

cateFile
CreateFile C \Windows\SysWOW64\devobj. dII
£ AsPatchTouchPanel.oxe . =h Qu

1) AsPatchTouchPanel.exe 2k CloseFile S Windows\SysWOW64\devob a
[ AsPatchTouchPanel.exe . 2h CreateFile ClWindows\SysWOWSA\devobi.dl
[ AsPatchTouchPanel.exe :) Ci P. dII
B AsPatchTouchPanel.exe .3k Ci P. r
P AsPatchTouchPanel.exe .QF Load Image  C:\Windows\SysWOW64\devob; du
16:31:2... F) AsPatchTouchPanel.exe . h CloseFile C:\Windows\SysWOW4\devob.dil

16:31:2... ) AsPatchTouchPanel.exe .QJF Load Image C:\Windows\SysWOW64\wintrust.dil
16:31:2... & AsPatchTouchPanelexe .37 Load Image  C:\Windows\SysWOW64\msasn.dil
<

Showing 125 of 427 770 events (0.0%)

Backed by virtual memory

ramData\AsTouchPanel\DEVOBJ.dil

Result
SUCCESS

FILE LOCKED WITH ONLY REA
SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

FILE LOCKED WITH ONLY REA
SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

SUCCESS

FILE LOCKED WITH ONLY REA
SUCCESS

SUCCESS

SUCCESS

SUCCESS

FILE LOCKED WITH ONLY REA
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Detail ~
Desired Access: Read DatalList Di
SyncType: SyncTypeCreateSectior
yncType: SyncTypeOther

Image Base: 0x70580000, Image ¢

Image Base: 0x76680000, Image ¢
Desired Access: Read Attributes, [
CreationTime: 12/04/2018 00:34:5

Desired Access: Read DatalList Di

SyncType: SyncTypeCreateSectior
yncType: SyncTypeOther

Image Base: 0x6{070000, Image S

Desired Access: Generic Read, Dit
AllocationSize: 19 202 048, EndOf
Offset: 0, Length: 60, Priority: Low
SyncType: SyncTypeCreateSectior
AllocationSize: 19 202 048, EndOf
SyncType: SyncTypeOther

Image Base: 0x74840000, Image ¢
Thread ID: 9824
Thread ID: 20692

Desire
CreationTime: 12/04/2018 0

Desired Access: Read DatalList Di
SyncType: SyncTypeCreateSectior
SyncType: SyncTypeOther

Image Base: 0x73¢10000, Image €

Image Base: 0x76510000, Image €
Image Base: 0x76a80000, Image ¢ v
>




Asus Delayload plant

Dependencies (064)

Fle View Options Help

‘AsPatchTouchfanl

+ \WINDOWS\S;

RO\ 1
>

2 \WLNDOWS  SysHONE4\

OHS\SySHOR 4\

\WINDOWS\ SysHOH6 4\

arca.a

Ordinal

Ordinal

Function

Function

SNG4\ Sezupaps. ALl

C: \RTNDORS \ SysHOWE4\MSVCRT .11

Loading PE fle "CAWINDOWS\SysWOW64\ole32iI” successful,

p1e

v FileSize.

Subsystem Ver.

Checksum




Asus Delayload plant

Logs Viewer

Date Heure Niveau ~ Nom Version Etat
|
i 2018/11/25 12:16 AM Critique ~ ASUS Live Update V3.5.4 Réussite
‘ 2018/11/25 12:16 AM Critique  ASUS Device Activation 1.04.0 Réussite
|

2019/02/27 09:10 P PIC patcl 4.0 Réussite




WinSxS redirection .

1 svchost exe (1116) Host Process for Windows Senvicss  C:-\Windows\system32\svchost e Microsoft Comporat... NT AUTHORITY\LOCAL SERVICE C:\Wir
= fill svchost exs (1144) Host Process for Windows Senvicss  C:-\Windows\system32\svchost e Microsoft Comporat... NT AUTHORITY\SYSTEM e
] taskhostw exe (4080) Host Process for Windows Tasks C:\Windows'\system 32 taskhostw exe Microsoft Comporat... WINDEVIB10EVAL\user taskho
£ () launcher exe (3296) Opera Intemet Browser C:\Program Fies\Opera‘launcher.sxe Opera Software NT AUTHORITNSYSTEM “CAPr
[ ajnstaller exe (1908) Opera Installer C:\Windows\TEMP \opera autoupdateinstaller exe: Opera Software N AUTHORITN\SYSTEM
= [if] opera_autoupdate.2xe (3004) Opera auto-pdater C:\Program Files\Opera\57.0.3098. 106 \opera_ato... Opera Saftware N AUTHORITNSYSTEM
W opera_autoupdate exe (384) Opera autoupdater C:\Program Files\Opers\57.0.3098.106\opera_auto... Opera Software  NT AUTHORITNSYSTEM
7 svchost exe (1256) Host Process for Windows Semvices  C:\Windows\system32\svchost.exe Microsoft Comparat... NT AUTHORITAASYSTEM
] svchost exe (1284) Host Process for Windows Semvices  C:\Windows\System32\svchost.axe Microsoft Comparat... NT AUTHORITY\SYSTEM X
i svchost exe (1316) Host Process for Windows Semvices  C:\Windows\System32\svchost.axe Microsoft Comporat... NT AUTHORITY\LOCAL SERVICE C:\Wir
= fill swchost exc (1336) Host Process for Windaws Senvices  C:\Windows'aystem32\svehost.exe Microsoft Comparat... NT AUTHORITY\SYSTEM e
W sihost exe (3948) Shell Infrastructure Host C:\Windows\system32\sihost axe Microsoft Comorat... WINDEVIBT0EVAL\user shost<
7 svchost xe (1448) Host Process for Windaws Senvices  C:\Windows'aystem32\svehost.exe Microsoft Comarat... NT AUTHORITY\LOCAL SERVICE C:\Wir

B launcher.exe copy installer.exe from C:\Program Files\Opera\${version}\installer.exe
into a temporary directory, C: \Windows\Temp\opera autoupdate\

B launcher.exe calls CreateProcess on the temporary executable

M installer.exe is executed and also drops a temporary DLL
C:\Windows\Temp\Opera_installer_${timestamp}.dll which is then loaded in the
installer.exe's proces.

B C:\Windows\Temp\opera autoupdate\installer.exe isautomatically deleted when the process exits.




WinSxS redirection

Embedded PE manifest for Opera's installer

<assembly xmlns="urn:schemas-microsoft-com:asm.v1" manifestVersion="1.0">

<dependency>
<dependentAssembly>

<assemblylIdentity
type="win32" name="Microsoft.Windows.Common-Controls"

version="6.0.0.0" processorArchitecture="x*"
publicKeyToken="6595b64144ccf1df" language="x*">
</assemblyldentity>
</dependentAssembly>

</dependency>
<trustInfo xmlns="urn:schemas-microsoft-com:asm.v3">

<security>
<requestedPrivileges>
<requestedExecutionLevel level="asInvoker" uiAccess="false"></requestedExecutionLevel>

</requestedPrivileges>
</security>
</trustInfo>
</assembly>




WinSxS redirection

Naw

Minstaller exe C NAM
= C = v = = moauary ompm 07

MLinstaller exe 1508 BOuer‘,Open C\ WinSxS\amd64_microsoft windows common-controls_6595b64144ccf 1df_6.0.17763.195_none_05b436ac07203599\comcti32 dil Suct

Ninstaller exe 1902 B CreateFile CAWindows \Win SxS\amd64 microsoft windows common-controls 6595h64144ccf1df 6017763 195 none (15h436ac07203539\comcti32 dil Suct




WinSxS redirection

Windows\Temp\opera autoupdate \installer.exe.Local SUCCESS
Windows\Temp\opera autoupdate \installer exe. Local\amd64_microsoft windows.common-controls_6595b64144ccf 1df_6.0.17763.195_none_05b436ac07203599 SUCCESS
Windows\Temp\opera autoupdate \installer.exe.Local\amd64_microsoft windows.common-controls_6595b64144ccf 1df_6.0.17763.195_none_05b436ac07203599\comcti32.dll SUCCESS
Windows\Temp\opera autoupdate \installer.exe.Local\amd64_microsoft windows.common-controls_6595b64144ccf 1df_6.0.17763.195_none_05b436ac07203599\comcti32.dI SUCCESS

ws Temp \opera au‘oupdale \installer exe. Local\amd64_microsoft windows.common-controls_6595b64144ccf 1df_6.0.17763.195_none_05b436ac07203599\comcti32 dil FILE LOCKEL
Localocad LicC)

Cinstaller exe
Cinstaller exe
Cinstaller exe
Cinstaller exe
(Cinstaller exe
Fa

iR is]

ERERERER

Temp opera autoupdme \installer exe Local\amd64_microsoft wwndows common-controls_6595b64144ccf 1df_6.0.

(Cinstaller exe




WinSxS redirection

D Task Scheduler

File Acion View Help

ocal)
* Task Scheduler Library

2 SYN

IMEDGITAL SEC

Name Status Trig

 OneDrive Standalone Update Task-S-

Ready At
(Opers scheduled Autoupdate 1545410251 Run.._ M

General Triggers Actions Conditions  Settings  History (disabled)

Neme: [Opera scheduled Autoupdate 1545410261

Location:  \

Author:  WINDEVIS10EVAL\user

Description: [ Keeps Opera up to dae.

Security option:

When running the task,use the following user account:

Run only when user i logged on

Run whether user iz logged on or ot
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Conclusion

LycasGeorges ( Follow ) ~
@_lucas_georges_

Nice, my tool made its way into @msdev's
MSDN :

Understanding the Dependencies of a Visual C++ Application

14remees 17lkes P @@ 2 L& 2 2

1 14 17

Lien vers le projet : https ://www.github.com/lucasg/Dependencies.git
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