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https://docs.microsoft.com/en-us/windows/win32/services/protecting-anti-malware-services-#debugging-an-anti-malware-protected-service
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Time Travel Debugging



Time travel debugging

rr : https://rr-project.org/

Qira : http://qira.me/

iDNA/Nirvana/TTD





windbg

process

TTDLoader.dll

process.exe.run

TTDRecordCPU.dll



AttachOrLaunchProcess

injecting TTDLoader

CryptStringToBinary(g_Token)

NtSetInformationProcess(0x5a)

g_hasToken



NtSetInformationProcess(ProcessDebugAuthInformation)

NtSetInformationProcess

NtProcessDebugAuthInformation

CiSetInformationProcess

SbValidateAndParseDebugAuthToken

CiSetDebugAuthInformation

ntoskrnl.exe

ci.dll



Input Buffer
ci!SbValidateAndParseDebugAuthToken

NOKIs buffer a signed policy ?

policy.guid == SOME_GUID

policy.registry[”Authorization\UnlockId”] 
== NVRAM[”UnlockIDCopy”]

OK
token = policy

level = policy.registry[”PplDebugAuthorization\Level”]

ProcessName = policy.registry[”PplDebugAuthorization\BinaryName”]



VOID*      Flink

VOID*      Blink

UNICODE_STRING  ProcessName

UINT      Level

EPROCESS    *SrcProcess

VOID*      Flink

VOID*      Blink

UNICODE_STRING  ProcessName

UINT      Level

EPROCESS    *SrcProcess

VOID*      Flink

VOID*      Blink

UNICODE_STRING  ProcessName

UINT      Level

EPROCESS    *SrcProcess

ci.dll

LIST_ENTRY     g_PplDebugAuthorizationList

DEBUG_AUTH_ENTRY DEBUG_AUTH_ENTRY DEBUG_AUTH_ENTRY



DEMO



Conclusion



Conclusion

PplDebugAuthorization

No runtime attestation

POC is left as exercice for the reader

Introduced around windows 8

Solid cryptographic code

No telemetry events

Limited check from PatchGuard
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