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Debugging an anti-malware protected
service

As part of the protected process security model, other non-protected processes aren't able
to inject threads or write into the virtual memory of the protected process, However a
kernel debugger (KD) is allowed for debugging any anti-malware protected processes. The

KD can also be used to check if the anti-malware service is running as protected or not:

syntax

dt -rl nt! EPROCESS <Process Address»
+Bx67a Protection : PS5 PROTECTION

+8x808 Level : ex31 "1°
+8xBBa Type : Byl
+8xB808 Signer : Byeall

If the value of the Type member is Oy0001, the service is running as protected.

In addition, only the following SC commands are allowed on anti-malware protected

service:

* sc config start=Auto
* SC qcC

* cc start

® sc interrogate

® sC sdshow

If the debugger is attached, use the following flag in the registry to break in the debugger
when unsigned (or inappropnately signed) binaries are loaded into the anti-malware

protected service.

https://docs.microsoft.com/en-us/windows/win32/services/protecting-anti-malware-services-#debugging-an-anti-malware-protected-service
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Time Travel Debugging



Time travel debugging

rr : https://rr-project.org/
Qira : http://qira.me/

iDNA/Nirvana/TITID



FH C:\Users'\Documents'\DisplayGreeting01.run - WinDbg (1.0.2001.02001)

File Home View Breakpoints Time Travel Model Scripting Command Memory

=k 4 » @ =

Index Events Time travel Time travel Information Timelines
Trace - to start to end

PlughndPl: X ¥ Command i Ll Timelines r # X
T e ALLESS | ype . Wrice
// PlugAnc ] - \ J
| = IP . @x7al64a74 =, = I—l
" An ES& > N -—_.ee

o . Address » Bx3cf7cad
Lopyrig Size : Bx2
Value : @x55
function * ©:880> dx @Hcursession.TTD.Memory(8x3ct7c8, OxB0E
(2dcc.66@8): Break instruction exception - code €
Time Travel Position: 6D:4EA _
@$cursession.TTD.Memory(@x3cf7c8, Ox00080000003ct Breakpoints
B:880> dx @Hcursession.TTD.Memory(@x3cf7c8, OxO0E Ox3cfTc8
@icursession.TTD.Memory{8x3ct7cl, OxB0000000083c{
EventType
ThreadId ; s Function Calls
UnigueThreadId : Bx DisplayGreeti..
TimeStart ; :3C [Time Travel
SystemTimeStart : Thursday, October 31, 261¢
TimeEnd : 4B:3C [Time Travel
SystemTimeEnd : Thursday, October 31, 281¢  |Memory Parameter Value
-;Ef-Er-:T_a- pe gr;’ﬁm Address: | @ buffer  Ox3cf764: ™"
Address : @x3cf7c8 ~eE Oxbd
Size * Bxd APRAEARR” 7A1R4ABS Return Value: Mo return value
Value : Bx61873 ARRRBARA" 7A154A04
- a08aa EIIC.'IEI: "-'u 1F_E-4J3|.-'i'|-'-1
" A funci APaA000a" 7A154AE4
ARRRBARA" 7A164AC4
g : 808> ADaaeRea” 7A164AD4
|

Exceptions

DisplayGreeting!GetCppLlonGreeting

Clock time: 11:36:05 PM
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AttachOrLaunchProcess

g_hasToken

CryptStringToBinary(g_Token)

NtSetInformationProcess(0x5a)

Injecting TTDLoader



NtSetInformationProcess(ProcessDebugAuthInformation)

NtSetInformationProcess

NtProcessDebugAuthInformation

CiSetInformationProcess

CiSetDebugAuthInformation

SbValidateAndParseDebugAuthToken



Input Buffer

s buffer a signed policy ? I NOK

policy.quid == SOME_GUID

policy.registry[”Authorization\Unlockld”]
== NVRAM[”UnlockIDCopy”]

token = policy

level = policy.registry[”PplDebugAuthorization\Level”]

ProcessName = policy.registry[”’PplDebugAuthorization\BinaryName”]



LIST_ ENTRY

g_PplDebugAuthorizationList

VOID* Flink

VoID* Blink
UNICODE STRING  ProcessName
UINT Level
EPROCESS *SrcProcess

VOID* Flink

VoID* Blink
UNICODE STRING  ProcessName
UINT Level
EPROCESS *SrcProcess

VOID* Flink

VOID* Blink
UNICODE STRING  ProcessName
UINT Level
EPROCESS *SrcProcess







Conclusion



Conclusion

PplDebugAuthorization

m Introduced around windows 8

m Solid cryptographic code

No runtime attestation

m No telemetry events

m Limited check from PatchGuard

POC is left as exercice for the reader
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