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Use « group Managed Service Accounts »
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A) on Linux
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Kerberised service on Linux

Aetive Dire,c‘bor&r domain controller
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Kerberised service on Linux

Aetive Dir-e,::‘bort_f domain controller
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Kerberised service on Linux

Aetive Dir‘e,c:‘bor&r domain controller Linux server
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Configuration example

Apache configuration using mod_auth_kerb module:

<VirtualHost 10.1.2.3:443>
ServerName super.domaine.fr

<Location "/service">
Require valid-user
AuthType Kerberos

</Location>

KrbAuthRealms DOMAINE.FR

Krb5Keytab /etc/service.keytab

KrbServiceName HTTP
</VirtualHost>
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Which account type ?

user

sMSA4
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Which account type?

user

sMS A
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Legucy useraccount

m Setup
m User account with a password which never expires
m Use ktpass.exe to generate a keytab

m [ssues
® Not good to have a "never expire” password
= The password can be (poorly) chosen by the administrator
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Legacy user account v2.0

m Setup
m User account with a password which expires
= Renew password and keytab using msktutil (or equivalent)

m Use ktpass.exe to generate the keytab with option +rndPass

m Works well !
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The end
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What about redundancy ?!
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What about redundancy ?!
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Which account type ?

user

sMSA4
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Which accounttype ?

sMS A
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H Service Account

2 group Managed
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group Managed Service Account

m Active Directory mechanism

® Enable the use of one account on multiple computers
® Prerequisite:

m KDS root key deployed

m Schema updated to Windows Server 2012
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Basic gMSA life cycle

Active Dire_ctory dowain controller

-

\

3)"‘\5,4 occount

- nawme

- SPN

= MSDS'MMO\?&G‘PO\SSWF‘J

- mSDS—(SfmeMSAMe.mBe_r‘SNP
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Basic gMSA life cycle

Server 1

Active Dire_ctory dowain controller {:C?

: w Service
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Renew every
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Basic gMSA life cycle

Active Dire_ctory dowain controller

-~ «\ LD AP

3)"‘\5,4 occount

- noawme
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Renew every
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gMSA object

= msDS-ManagedPassword attribute
m Gives access to the account password and some metadata
= Accessible through an encrypted LDAP connection (LDAPs or Kerberos encrypted LDAP)

= msDS-GroupMSAMembership attribute
m Contains the list of account who has access to msDS-ManagedPassword
® Windows security descriptor format
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64 bytes
- =
Kf N )
Version Reserved [ Length }
e J /
-
CurrertPasswordOffset CurrentPassword (variable) o-"
&

Que_rmesswralIn'te_rval ®

Unchanggdpasswd}:n‘ce_ﬁmd ®

!

MSDS-MANAGEDPASSWORD_BLOB
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Microsoft « documentation »

a. Let StaleCount be zero.
b. Let NewKeyStartTime = CurrentKeyExpirationTime.

c. Let NewKeyStartTime = NewKeyStartTime + GDKIRolloverinterval and StaleCount = StaleCount +1 until

MNewKeyStartTime is greater than the current time.
d. Call GetPasswordBasedOnTimestamp() where:
» Timestamp contains NewKeyStartTime.
» Account5ID contains the TO!objectSid attribute ([MS-ADA3] section 2.45).

Let NewKeylD be the returned KeylD. Let NewPassword be the returned password.
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Update mechanism

Que,r‘l?' MEDS-MOMG\?QJ\PQSEWOF‘J

@ William BRUNEAU & Vincent RUELLO - SSTIC 2023

24



Update mechanism

Que,r‘l?' MEDS-MOMG\?QJ\PQSEWOF‘J

5 minutes
P <----o--e-

e

Unchangedpassmouzn't erval
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Update mechanism

Que,rl?' MEDS-MOMG\?&JP&EEWGF‘J

I |
= Unchamgeptpmssmolfn‘tervm[
CurrentPassword . h?gﬂhlﬂiE 7/
oy /%ﬁ/' _,i,f_..//;:{f//',.'/
PreviousPassword _/'éffpfﬁgéwféﬂ?. %
I
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Update mechanism

Quer‘l?' MEDS“MG\V\&?EJ\P&EEWBPG!

/! ' kY I

/ Unchoun ?e,clP'o\SSWDPolI nterva [

CurrentPassword awertyl23

PreviousPassword Pdw[n 7
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Update mechanism

Quer‘l?' MEDS“MG\H&?EC)\P&EEWDPG!

N\
A I ,/ A |
P B K '\ |
, / \ \ Unchon ?e,clP'o\SSWDr‘olI ntervo I Qua‘ypaaawr‘dIﬂ‘t e,rv.:nl
/
) / \ . p \ .
j 7 X 7 , / \ .
s wordl /
3:"1. /4 pass ql-fgr‘tl‘ﬂﬁa\: Y \ \
, \ ! \
’ v / ’ k \
CurrentPassword awertyl23 CurrentPassword monk ey
e o s —
hl '/./, ',z.. A : hl
PreviousPassword : Pd&swbr&ln 7 PreviousPassword awertyla®
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Update mechanism

Quer‘l?' MEDS“MG\H&?EC)\P&EEWDPG!

\
A I ,/ A |
A )/ '\ |
/x ' UnchangedPasswordInterya l Qua'yP'aaawrdIn‘t erval
, \ , / \
/ \ , N
i kY Y
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, y A \ ) / x N .
, r N \ ) A
/ v / ’ A \
CurrentPassword qwgr‘t71 23 CurrentPassword monk ey
e o s —
hl.:"--. '/..- '.-z.. A : hl
PreviousPassword : Pd&swbr&ln 7 PreviousPassword awertyla®
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Update mechanism

Quer‘l?' MEDS“MG\V\&?EJ\P&EEWBPG!

/! ' kY I

/ Unchoun ?e,clP'o\SSWDPolI nterva [

CurrentPassword awertyl23

PreviousPassword Pdw[n 7
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Update mechanism

Quer‘l?' MEDS“MG\HQ?EJ\P&EEWBF‘G!

, /£ ' + I /! * - |
ry I \ \ / ! A} |
! \ UnchangedPasswordInterya l Qua'yPaaawm!In‘t erval
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; / \ . Y \ .
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CurrentPassword awertyl23 CurrentPassword monk ey
PreviousPasswordl passwordi2® PreviousPassword awertyl23
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Update mechanism

O\uer‘l.fz m&bS-M&naﬁrechPa‘éEWﬂr‘c{

y) ' \ I , s | | r H A N t
/ \ I ! i . ime
7 ” T
! I \ 4 I | I,rf | h >
, -.ll UnchangedPasswordInt :;r‘wnl 'l Quen?rPaaawmlth eval \
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, \ , s | , i \ .
F i P i M
/ \ /4 | ! ? b
MS A4 dossword | wertyld3 / monkey
3 ) 4P, \ / s A ‘f 1 f Y >
rd T = I 7
! Y
7 \ p / I II \
/ \ 7 | ; Y
/ /s | / hY
/ ’ !
CurrertPossword q,'h"e.r"tﬂﬂi CurrentPassword m"'"kf‘.lf
PreviousPassword pasmﬂdmz : PreviousPassword awerty1as Current Password monke,lf
PreviousPassworel awertyld®
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Update mechanism

Quer‘l?' MEDSFMG\HG\?QCJ\P&EEWDF‘J
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Update mechanism

Quer‘l?' MEDS“MG\V\&?EJ\P&EEWBPG!
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Wrappingitup

= After UnchangedPasswordinterval:
m \We have access to the new password
m Butitis not yet changed for the account !

= After QueryPasswordinterval, we need to query the msDS-ManagedPassword attribute to
trigger the password roll

® The time between these « interval » allow each computer using the gMSA to retrieve the
new password before it is changed

l B [ [ "
UnchangedPasswordInteval | QuergPasswordInterial
, 7
1

B i 7 1 / .
7
[ gMSA }{o\sswro( I '\ . qwer‘tywlé 7 monkey N '
T

/
/
CurrentPassword monkey

PreviousPassword { awertyla3
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3: gmsac
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m Features:
m Retrieve a gMSA password
m Update mechanism
= Manage a keytab
m |ntended for use as a Linux service

= ~1000 lines of (typed) Python

m Github: https://github.com/cea-sec/gmsad
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https://github.com/cea-sec/gmsad

Active ]'}ire_ctonf dowain controller
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Server 1
Server 1 \

Active ]'}ire_c‘tonf dowain controller

ﬁ Server 1 account
—

|
. ~
\ Server 2 account

-

|
(5"”‘5‘1 account
- name
- SPN
l\_ = msDS—ManasseolPasswml
k— msbs—&mupMSA_MembePSh:
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Active ]'}‘ure_c‘tonf dowain controller

"” )

r )
Server 2 account
|
GMSA account \
- nome
- SPN mol%
\\ = msDS—ManAQeolPass

k = msbs-&muPMSMcmbe“'&
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Active D?re,c:ton?' domain controller
f W
ﬁ Server | account J
.—"
L]

-
Server 2 occount J

, S—

GMSA account

- noame
- SPN

\ - msDS-ManasqeplPasswmt
e M'E.DS-G:“DMPMSAMGML&PSHP
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Active Dirgq‘tory domain controller

-~

[-? Server 1 account ]

[ Server 4 account

5:MSA account \

- nome

- SPV

- msDS—ManagedPaswd
k— m&bS—&PoupMSAMembershy
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Use cases

® |n production:
m Host a kerberised service on multiple Linux servers
®m Use an AD account for automated tasks from multiple machines

® |n audit:
m Retrieve the keytab of a gMSA
m Easily generate and hack keytabs
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TODO

® Packaging the tool in main Linux distributions
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The end (forreal)

https://github.com/cea-sec/gmsad
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CEADAM
Centre de Bruyeres-le-Chatel
91297 Arpajon Cedex

Etablissement public & caractére
industriel et commercial


https://github.com/cea-sec/gmsad
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