
LEVERAGING ANDROID PERMISSIONS

A SOLVER APPROACH
Jérémy Breton



LEVERAGING ANDROID PERMISSIONS: A SOLVER APPROACH

About Me
▸ Jérémy Breton (ghizmo)

▸ ISEP (Institut Supérieur d’Electronique de Paris)

▸ 2021: Erasmus @ IST (Institut Superior Técnico – Lisbon)

▸ 2022: Internship @ Thalium

2



LEVERAGING ANDROID PERMISSIONS: A SOLVER APPROACH

SUMMARY

3

01
Introduction

03
Solver

02
State of the art

04
Vulnerability

Introduction to
Android permissions

Researches and 
existing CVEs

Solver Approach, 
vulnerability research

Proof of Concept
CVE-2023-20947



INTRODUCTION

4



LEVERAGING ANDROID PERMISSIONS: A SOLVER APPROACH

INTRODUCTION

5



LEVERAGING ANDROID PERMISSIONS: A SOLVER APPROACH

6

INTRODUCTION



7

STATE OF THE ART
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▸ Few researches

▸ 4 CVES in 2020-2021 found by fuzzing (Severity: High)

▸ Android Custom Permissions Demystified: From Privilege Escalation to Design 
Shortcomings
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CVE-2021-0317

Attack Case:
•App def and request normal custom: com.test.cp
•App updated: 

1) Install App
2) Update App
3) Reboot Phone
-> CALL_PHONE granted without user consent
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CVE-2021-0317

How it works:
- App installation may update custom permissions
- If try to update normal/signature to dangerous

System keep old protection level (to prevent upgrade attack)

-> If find a way to refresh permissions granting status
= Privilege Escalation !

OS init -> PMS scan APKs in app folders

Later, custom perms’ protection levels will be updated according to 
the scan

-> Perms defined recorded by the system will be updated !
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MODEL:

▸ System or Custom

▸ Levels : Normal / Dangerous

▸Dangerous permissions can be grouped

▸ First to define

▸ Actions : install / update / reboot …

▸…
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Recherche de vulnérabilités
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CONCLUSION

- A field not much explored
- Tool to help research
- Can be applied to other systems
- Limitations
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THANKS!
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