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Few researches

4 CVESin 2020-2021 foundby fuzzing (Severity: High)

Android Custom Permissions Demystified: FromPrivilegeEscalationto Design 
Shortcomings
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Attack Case:
ÅApp defand requestnormal custom: com.test.cp
ÅApp updated: 

1) Install App
2) Update App
3) Reboot Phone
-> CALL_PHONE grantedwithoutuser consent
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How it works:
- App installation mayupdate custom permissions
- If try to update normal/signature to dangerous

System keepoldprotection level(to preventupgrade attack)

-> If finda wayto refreshpermissions grantingstatus
= PrivilegeEscalation!

OS init -> PMS scan APKsin app folders

Laterʓ ĹǋƼǅƓƉ ƲņƶƉƼʴ ƲƶƓǅņĹǅūƓƋ levelswillbeupdatedaccordingto 
the scan

-> Perms definedrecordedby the system willbeupdated!
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MODEL:

System or Custom

Levels : Normal / Dangerous

Dangerous permissions can begrouped

First to define

Actions : installκ ǳǇŘŀǘŜ κ ǊŜōƻƻǘ Χ

Χ
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Recherche de vulnérabilités
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