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INTRODUCTION

WhatsApp

0

Autoriser WhatsApp a accéder
a la position de cet appareil ?

AUTORISEES

[¢]  Appareil photo

|Z]

Contacts

= Fichiers et contenus multimédias LORSQUE VOUS UTILISEZ LAPPLI

Fichiers multimédias

.  Téléphone UNIQUEMENT CETTE FOIS-CI

TOUJOURS DEMANDER

NE PAS AUTORISER

@ Localisation

-/ Microphone

NON AUTORISEES

il

Journaux d'appels



LEVERAGING ANDROID

PERMISSIONS: A SOLVER APPROACH

INTRODUCTION

<permission android:name="com.test.cp"
androild:protectionLevel="dangerous"

Ibell

e

Appareil photo

Contacts

Fichiers et contenus multimédias

Localisation

Microphone

Téléphone

androild:permissionGroup="android.permission-group.PHONE">

</permission>
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STATE OF THE ART

Fewresearches
4 CVES 20202021 found by fuzzing(Severity High)

Android Custom Permissioemystified FromPrivilegeEscalatiorio Design
Shortcomings
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CVE20210317

00
Attack Case:

Mppdefandrequeshormal custogom.test.cp

Mppupdated

<permission android:name="com.test.cp"
androild:protectionLevel="dangerous"

androild:permissionGroup="android.permission-group.PHONE" /> 200

<uses-permission android:name="com.test.cp" />
<uses-permission android:name="android.permission-group.PHONE" /> 1) Install App

2) Update App
3) Reboot Phone
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CVE20210317

Howit works

- App Installationayupdate custom permissions
- Iftryto update normal/signatuigatogerous
Systemeeldprotectiofevelto preventipgradattach

-> Iffindawayto refresipermissiongantingtatus o o @
=Privileg&scalation
OS Init> PMS scaiRPKs app folders

Lateg L Nj5 DG P U lewrldvll Beuptihed&badintha G d
the scan

-> Permdefinedecordedy the systemllbeupdated
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SOLVEUR

TECNICO - _ . -
LISBOA * Problem: Is propositional formula ¢ with n variables satisfiable?
Example:

Algorithms for Computational Logic

xample:

There is at least one number in each entry:
:?::1 Ag:l V9:1 Szyz

Each number appears at most once in each row:
2:1 /\9:1 /\8:1 /\?::z:-}-l(ﬁszvyz V _'Siyz)

Each number appears at most once in each column:

9 9 8 9
No=t Ni=1 /\yzl /\z':y+1(_'3:z:yz V —8giz)

Each number appears at most once in each 3x3 sub-grid:

xample:

9 2 2 3 3 3
z=1 /\z'=0 /\j=0 /\:1::1 /\yzl /\k:y+1(_'s(3i+$)(3j+y)z \ —'5(32'+:c)(3j+k:)z)

7—1 Nimo N0 Noz1 Ng=1 Nizzr1 Ni=1 (8 @ita)Bity)z VY S(3itk) (3j+D)2)




SOLVEUR

innocent(Suspect) :- moti1f(Suspect), not coupable(Suspect).

motif(toto).
motif(patrick).

coupable(toto).

S clingo crime.lp
clingo version 5.4.1
Reading from crime.lp
Solving...

Answer: 1

motif(toto) motif(patrick) coupable(toto) innocent(patrick)
SATISFIABLE

Models S |

Calls S |

Time : 0.000s (Solving: 0.00s 1st Model: 0.00s Unsat: 0.00s)

CPU Time : 0.000s
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Solveur

MODEL.
System or Custom
Levels : Normal / Dangerous
Dangerous permissions cae grouped
First todefine
Actions installk  dzLJRIF 0S k NXO 2 2
X

[’J

X
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% NB APPS 5Y5T GENERATED

Fconst appsyst = 2.

Fconst permsyst = appsyst.

% same amount of apps, each apps define hls own perms/Qroups.

% NB APPS USER GENERATED
Fconst apps = 3.

Fconst perms = 2. % must be =0
Fconst groups = perms.

Fconst manitests = 3.

% NB STEPS
#const steps = /.

e

16
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- USer ----------%

% app(1ldApp)
1 { app(A): A=apps+l..at+tappsyst}.

%-- PERMS --%

% Permissions may change over actions
% permManifest{idPerm, idGrp, pl, syst)
% perm 1n manifest

steps¥perms { permManifest(Perm,Group,Level,S5tep):
Perm=permsysi+l. .perms+permsyst, Group=0..groups+permsyst, Level=1..2, 5tep=1l..s5teps }.

% Normal perms cannot be grouped
.- permManifest(Perm,Group,l,5tep), Group!=0.

% perms cannot have the same id at the same 5
- permManitest(Perml, Groupl, Levell, Step2), permManifest(Perml, Group2, Levell, 5tepl), Groupl '= Groupl.

. - permManifest(Perml, Groupl, Levell, Stepl), permManifest(Perml, GroupZ, Levell, 5tepl), Levell != levell.

17
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%-- MANIFEST --%

% all possibilities of manifest
{ manifest(Manifest,Use,Define):

Manifest=appsyst+l..appsyst+manifests, Use=l..perm+tpermsyst, Define=permsyst+l..perm+permsyst }.

% manifest that doesn't define any perms
{ manifest(Manifest,Use):
Manifest=appsyst+manfiests+l..appsyst+manifest+manifest, Use=l..perm+permsyst }.

% all posibilities of perms definitions and utilizations
{use(Use,Perm) : Use=l..perm+permsyst , Perm=l1..perm+tpermsyst}. % U to use different perms in same tTime
{defineP{Define,Perm)

Define=permsyst..perm+permsyst, Perm=permsyst+l..permsyst+perm};. % D to define different perms in same time

% 1T defineP, then we must have a perm
.- detfineP(Define,Perm), not permManifest{Perm, , , J}.
% 1T manifest(Manifest,Use,Define), tThen we must have defineP(Define, ) and use(Use, )

.- manifest(Manifest,Use,Define), not defineP({Define, ).
.- manitest(Manitest,Use,Def), not use(lUse, ).

- manifest(Manifest,Usel), manifest(Manifest, Use2), Usel != lUsel.
- manifest(Manifestl,Use), manifest{Manifest?,Use), Manifestl != Manifest’.

18
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action(l..steps).

% generate all possibilities of actions

1 { install{A,M,5) : app(A), manitest(M, , ) ;
install(A,M,5) : app(A), manifest(M, )} ;
uninstall(A,S) : app(A) ;
run{A,s) : app(A) ;
stopl(A,S5) : applA) ;
grant{A,P,5) : app(A),permManifest(P, , ,5}) ;
grant({A,P,5) : app(A),permSyst(P, , ) ;
grantAuto(A,P,5) : app(A), permManifest(P, , .5} ;
grantAuto(A,P,S5) : applA), permSyst(P, , ) ;
grantOneTime(A,P,5) : app(A), permManifest(P, , ,5);
grantOneTime(A,P,5) : app(A), permSyst(P, , ) ;
reboot(s) ;
update(A,M,5) : appl(A), manifesti(M, , ) ;
update(A,M,5) : appl(A), manifest(M, )

} 1 :- action(s).
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% 1T install, then 1nstalled at 5+1
installed(A M 5+1) :- install(A M. 5).

% 1T not 1nstalled, we cannot have the run action

.- run{A,5), not 1nstalled(A, ,5).

% 1T 1t's 1nstalled, we cannot i1nstall 1t
.- 1nstall(A, ,5), 1nstalled(A M,5).

20



C R ————— GRANT ----------5%

LEVERAGING ANDR % a perm can be granted to an app, if this app is installed and the perm is in use in his manifest,

% |pnd this perm is defined
granted(A,P,5+1) :- grant(A,P,5), installed(A,M,5), manifest(M,U,D), use(U,P), defPerm( ,P,5}.
granted(A,P,5+1) :- grant(A,P,5), installed(A,M,5), manifest(M,U), use(U,P), defPerm{ ,P,5).

% the perm is still granted if we dont update a dangerous perm, if we dont reboot, and if we dont uninstall
granted(A,P,5+1) :-

not updateDangerousPerm(P,5), not revokeGrant{A,P,5), not uninstall(A,5),

granted(A,P,5), installed(A,M,5), manifest(M,U,D), use{U,P}, defPerm( ,P,5+1), 5<=5.
granted(A,P,5+1) :-

not updateDangerousPerm(P,5), not revokeGrant{A,P,5), not uninstall{A,S),

granted(A,P,5), installed(A,M,5), manifest{M,U}, use(U,P), defPerm( ,P,5+1), S5<=5.

% when we reboot, if the perm is updated from normal fo dangerous we revoke the grant
revokeGrant(A,P,5) :- reboot(5), perm(P,G,1,5), perm(P,G2,2,5+1), granted(A,P,5).

% the perm is still granted if we reboot and the perm is still normal
% (1T after reboot the perm becomes dangerous its not more granted)
granted(A,P,5+1) :-
reboot(5), granted(A,P,5), perm(P,9,1,5), perm{P,0,1,5+1), installed(A,M,5),
manifest(M,U,D), use(l,P), defPerm{ ,P,S).
granted{(A,P,5+1) :-
reboot (5 a
manifesi

% package m:
granted({A,P
reboot(
granted(A,Pj<
reboot(

ted(A,P,5).
d{A,P,5).

8

% 1T it's g1
not grant(A,

% 1f not in:
- grant(AF, o1 L L
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Recherche de vulnerabilites

% we cannot use grant action
- grant{ , , ).

% Tthe system perm 15 granted to the user's app at the end
.- not granted(A,P,5), A=as+l, P=as, 5=s5+l.

22
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> clingo cve-2021-0317.1p -

clingo version 5.4.1

Reading from cve-2021-0317.1p

Solving...

Answer: 1

action(l) action(2) action(3) action(4) action(5) manifSyst(1l,1) installed(1,1,1) installed(1,1,2) installed(1,1,3) 1
nstalled(1,1,4) installed(1,1,5) permSyst(1l,1,2) installed(1,1,6) defPerm(1,1,1) defPerm(1,1,2) defPerm(1,1,3) defPer
m(l1,1,4) defPerm(1,1,5) defPerm(1,1,6) permManifest(2,1,2,3) permManifest(2,1,2,4) permManifest(2,1,2,5) appSyst(1l) m
anifest(2,1,2) permManifest(2,0,1,1) permManifest(2,0,1,2) installed(2,2,2) install(2,2,1) installed(2,2,3) installed
(2,2,4) installed(2,2,5) installed(2,2,6) update(2,2,2) usrP(2,2) defPerm(2,2,2) defPerm(2,2,3) defPerm(2,2,4) defPer
m(2,2,5) defPerm(2,2,6) app(2) reboot(3) perm(2,0,1,3) perm(2,1,2,4) perm(2,1,2,5) perm(2,1,2,6) perm(2,0,1,2) update
NormalToDangerousPerm(2,2) use(1l,1) use(1,2) use(2,2) granted(2,1,6) granted(2,2,6) granted(2,2,5) granted(2,2,4) gra
nted(2,2,3) granted(2,2,2) running(2,5) run(2,4) running(2,6) grantAuto(2,1,5) newPermManifest(2,3) grantAutoO0K(2,1,5
) grantAuto0OK(2,1,4)

SATISFIABLE

Models : 1+ )
Calls SARL -
Time : 0.052s (Solving: 0.01s 1st Model: ©0.00s Unsat: 0.00s)

CPU Time : 0.046s -

23



0

Autoriser WhatsApp a accéder
a la position de cet appareil ?

LORSQUE VOUS UTILISEZ LAPPLI
UNIQUEMENT CETTE FOIS-CI

NE PAS AUTORISER




SOLVEUR

$ clingo oathime. 1p

clingo version 5.4.1

Reading from oathime. lp

Solving...

Answer: 1

appSyst(1) manifSyst(1,1) permSyst(1,1,2)

app(2) manifest(3,1,2) use(1,1) use(1,2) usrP(2,2)

perm(2,1,2,1) ... perm(2,1,2,8)
install(2,3,1) run(2,2) grantOneTime(2,1,3) grantAuto(2,2,4) stop(2,5) run(2,6) grantAuto(2,1,7)

SATISFIABLE

Models o
Calls |
Time : 8.007s (Solving: ©.00s 1st Mode

CPU Time * P.ARTs




VULNERABILITY
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VULNERABILITY

<permission android:name="com.example.cp"
android:protectionLevel="dangerous"

android:permissionGroup="android.permission-group.CAMERA" [>

<uses-permission android:name="com.example.cp"/f>

<uses-permission android:name="android.permission.CAMERA" [>

28



Malicious App Android System

uses c.e.cp and a.p.CAMERA

Activity.requestPermissions({a.p.CAMERA})

1
Ask for user consent to a.p.CAMERA

2,

User gives its one-time consent to a.p.CAMERA

©

runtime permissions:
c.e.cp: granted=false
a.p.CAMERA: granted=true, flags=[...ONE_TIME]

Activity.requestPermissions({c.e.cp})

4

AS a.p.CAMERA is already granted
AND
c.e.cp Is part of the same group
== grant it
without requiring user consent

runtime permissions:
c.e.cp: granted=true, flags=] USER_SET]
a.p.CAMERA: granted=true, flags=[...ONE_TIME]







