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Collecte de logs 
sous Windows
En version courte
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Avec un agent local tiers
Un agent récupère le contenu des journaux localement et 
les transmet via un protocole quelconque.

■ Augmentation de la surface d’attaque

■ Agent potentiellement privilégié

Collecte de journaux d’événements
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Avec l’agent local natif
On utilise l’EventLog-Forwarder builtin de Windows.

■ N’augmente pas (ou peu) la surface d’attaque

■ Protocole Windows Event Forwarding

■ S’exécute avec les privilèges « Network Service »

Collecte de journaux d’événements
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Collecte de journaux d’événements
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■ Basé sur Web Services for Management (WS-Management)
■ Surcouche Microsoft documentée (MS-WSMV)
■ HTTP/SOAP (XML            )
■ Authentification et chiffrement (via Kerberos ou TLS)
■ Les événements sont compressés (SLDC)
■ Plusieurs configurations possibles : mode de transfert, délai, ...

Windows Event Forwarding
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« Pull » ou « Collector Initiated »
Le collecteur se connecte aux clients pour 
récupérer leurs événements.

Modes de transfert

« Push » ou « Source Initiated »
Chaque client se connecte au collecteur pour 
lui envoyer des événements.
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Utiliser le collecteur builtin de Windows Server ?

■ Windows Event Collector (WEC)

■ Pas de redondance
■ Informations « manquantes »
■ Adresse IP des clients
■ Identification des clients (principal Kerberos)

■ Intégration au SIEM ?
■ Maîtrise ?

Choix du collecteur WEF
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Utiliser une solution commerciale sous  Linux ?

■ Fonctionnalités limitées
■ Informations toujours « manquantes »
■ Maîtrise ?

■ Exemples : NXLog, Cribl Edge

Choix du collecteur WEF
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Et si on réinventait la roue ?

■ On maîtrise vraiment l’outil
■ On peut l’adapter à nos besoins
■ On peut rendre disponible pour la communauté 

une implémentation de ce protocole
■ PoC existant sur Github : owinec

■ mais... il faut comprendre comment ça 
marche !

Choix du collecteur WEF
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Le protocole 
Windows Event 
Forwarding
Enfin... ce qu’on en a compris !
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■ Un peu (beaucoup) de documentation :
■ WS-Management : DSP0226_1.0.0
■ Surcouche de Microsoft : MS-WSMV
■ SLDC : ECMA-321

■ Analyse de captures réseaux
■ Rétro-ingénierie

Méthodologie
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Lab’ élite

■ Configuration du client Windows :
    Server=http://srv.windomain.local:5985/wsman/SubscriptionManager/WEC,Refresh=30
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    POST /wsman/SubscriptionManager/WEC HTTP/1.1
    Connection: Keep-Alive
    Content-Type: application/soap+xml;charset=UTF-16
    Authorization: Kerberos YIIH9AYJKoZIhvcSAQI...
    User-Agent: Microsoft WinRM Client
    Content-Length: 0
    Host: srv.windomain.local:5985
    

Le client s’authentifie auprès du collecteur

■ Le client s’authentifie via Kerberos auprès du collecteur :
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■ Le client envoie une requête multipart contenant des données chiffrées par une clé de 
session Kerberos.

Le client envoie des données chiffrées

    POST /wsman/SubscriptionManager/WEC HTTP/1.1
    Content-Type: multipart/encrypted;protocol="application/HTTP-Kerberos-
session-encrypted";boundary="Encrypted Boundary"
    [...]
    
    --Encrypted Boundary
    Content-Type: application/HTTP-Kerberos-session-encrypted
    OriginalContent: type=application/soap+xml;charset=UTF-16;Length=3240
    --Encrypted Boundary
    Content-Type: application/octet-stream
    [blob de données chiffrées]
    --Encrypted Boundary--
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■ Wireshark peut :
■ déchiffrer les parties chiffrées des tickets Kerberos
■ déchiffrer les données chiffrées avec une clé de session Kerberos
■ à condition de lui fournir une keytab !

■ On génère une keytab avec les secrets de srv.windomain.local :
■ Récupération des clés avec secretsdump.py (impacket          )
■ Génération d’une keytab avec le module keytab de gmsad

Déchiffrement des données échangées
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Contenu des messages
<s:Envelope>
    <s:Header>
        <a:To>http://srv.windomain.local:5985/wsman/SubscriptionManager/WEC</a:To>
        <m:MachineID>win10.windomain.local</m:MachineID>
        <a:Action>http://schemas.xmlsoap.org/ws/2004/09/enumeration/Enumerate</a:Action>
        [...]
    </s:Header>
    <s:Body>
        <n:Enumerate>
            <w:OptimizeEnumeration/>
            <w:MaxElements>32000</w:MaxElements>
        </n:Enumerate>
    </s:Body>
</s:Envelope>
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D’autres messages
<s:Envelope xml:lang="en-US"
    xmlns:s="http://www.w3.org/2003/05/soap-envelope"
    xmlns:a="http://schemas.xmlsoap.org/ws/2004/08/addressing"
    xmlns:n="http://schemas.xmlsoap.org/ws/2004/09/enumeration"
    xmlns:w="http://schemas.dmtf.org/wbem/wsman/1/wsman.xsd"
    xmlns:p="http://schemas.microsoft.com/wbem/wsman/1/wsman.xsd">
    <s:Header>
        <a:Action>http://schemas.xmlsoap.org/ws/2004/09/enumeration/EnumerateResponse</a:Action>
        <a:MessageID>uuid:45697184-34FA-4722-BF84-AF362DAF7832</a:MessageID>
        <a:To>http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous</a:To>
        <p:OperationID s:mustUnderstand="false">uuid:03A3D1BB-9B16-4847-9F04-C9A8ED38E1E4</p:OperationID>
        <p:SequenceId>1</p:SequenceId>
        <a:RelatesTo>uuid:E9802257-6A7D-4C0D-BFA4-E81C7B1C447E</a:RelatesTo>
    </s:Header>
    <s:Body>
        <n:EnumerateResponse>
            <n:EnumerationContext></n:EnumerationContext>
            <w:Items>
                <m:Subscription
                    xmlns:m="http://schemas.microsoft.com/wbem/wsman/1/subscription">
                    <m:Version>uuid:219C5353-5F3D-4CD7-A644-F6B69E57C1C1</m:Version>
                    <s:Envelope
                        xmlns:s="http://www.w3.org/2003/05/soap-envelope"
                        xmlns:a="http://schemas.xmlsoap.org/ws/2004/08/addressing"
                        xmlns:e="http://schemas.xmlsoap.org/ws/2004/08/eventing"
                        xmlns:n="http://schemas.xmlsoap.org/ws/2004/09/enumeration"
                        xmlns:w="http://schemas.dmtf.org/wbem/wsman/1/wsman.xsd"
                        xmlns:p="http://schemas.microsoft.com/wbem/wsman/1/wsman.xsd">
                        <s:Header>
                            <a:To>http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous</a:To>
                            <w:ResourceURI s:mustUnderstand="true">http://schemas.microsoft.com/wbem/wsman/1/windows/EventLog</w:ResourceURI>
                            <a:ReplyTo>
                                <a:Address s:mustUnderstand="true">http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous</a:Address>
                            </a:ReplyTo>
                            <a:Action s:mustUnderstand="true">http://schemas.xmlsoap.org/ws/2004/08/eventing/Subscribe</a:Action>
                            <w:MaxEnvelopeSize s:mustUnderstand="true">512000</w:MaxEnvelopeSize>
                            <a:MessageID>uuid:A666D835-B462-465E-ACEE-BA6354EA0E58</a:MessageID>
                            <w:Locale xml:lang="en-US" s:mustUnderstand="false" />
                            <p:DataLocale xml:lang="en-US" s:mustUnderstand="false" />
                            <p:OperationID s:mustUnderstand="false">uuid:24C4926E-F0EB-4F5A-A75F-5F1FA212F124</p:OperationID>
                            <p:SequenceId s:mustUnderstand="false">1</p:SequenceId>
                            <w:OptionSet
                                xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
                                <w:Option Name="SubscriptionName">Toto</w:Option>
                                <w:Option Name="Compression">SLDC</w:Option>
                                <w:Option Name="CDATA" xsi:nil="true"/>
                                <w:Option Name="ContentFormat">RenderedText</w:Option>
                                <w:Option Name="IgnoreChannelError" xsi:nil="true"/>
                            </w:OptionSet>
                        </s:Header>
                        <s:Body>
                            <e:Subscribe>
                                <e:EndTo>
                                    <a:Address>HTTP://srv.windomain.local:5985/wsman/subscriptions/B6BDBB59-FB07-4EE5-841F-EBEC9D67CDD4/1</a:Address>
                                    <a:ReferenceProperties>
                                        <e:Identifier>219C5353-5F3D-4CD7-A644-F6B69E57C1C1</e:Identifier>
                                    </a:ReferenceProperties>
                                </e:EndTo>
                                <e:Delivery Mode="http://schemas.dmtf.org/wbem/wsman/1/wsman/Events">
                                    <w:Heartbeats>PT3600.000S</w:Heartbeats>
                                    <e:NotifyTo>
                                        <a:Address>HTTP://srv.windomain.local:5985/wsman/subscriptions/B6BDBB59-FB07-4EE5-841F-EBEC9D67CDD4/1</a:Address>
                                        <a:ReferenceProperties>
                                            <e:Identifier>219C5353-5F3D-4CD7-A644-F6B69E57C1C1</e:Identifier>
                                        </a:ReferenceProperties>
                                        <c:Policy
                                            xmlns:c="http://schemas.xmlsoap.org/ws/2002/12/policy"
                                            xmlns:auth="http://schemas.microsoft.com/wbem/wsman/1/authentication">
                                            <c:ExactlyOne>
                                                <c:All>
                                                    <auth:Authentication Profile="http://schemas.dmtf.org/wbem/wsman/1/wsman/secprofile/http/spnego-kerberos"></auth:Authentication>
                                                </c:All>
                                            </c:ExactlyOne>
                                        </c:Policy>
                                    </e:NotifyTo>
                                    <w:ConnectionRetry Total="5">PT60.0S</w:ConnectionRetry>
                                    <w:MaxTime>PT30.000S</w:MaxTime>
                                    <w:MaxEnvelopeSize Policy="Notify">512000</w:MaxEnvelopeSize>
                                    <w:Locale xml:lang="en-US" s:mustUnderstand="false" />
                                    <p:DataLocale xml:lang="en-US" s:mustUnderstand="false" />
                                    <w:ContentEncoding>UTF-16</w:ContentEncoding>
                                </e:Delivery>
                                <w:Filter Dialect="http://schemas.microsoft.com/win/2004/08/events/eventquery">
                                    <QueryList>
                                        <Query Id="0">
                                            <Select Path="Microsoft-Windows-WinRM/Operational">*[System[(Level=1  or Level=2 or Level=3 or Level=4 or Level=0 or Level=5)]]</Select>
                                        </Query>
                                    </QueryList>
                                </w:Filter>
                                <w:Bookmark>
                                    <BookmarkList>
                                        <Bookmark Channel="Microsoft-Windows-WinRM/Operational" RecordId="149140" IsCurrent="true"/>
                                    </BookmarkList>
                                </w:Bookmark>
                                <w:SendBookmarks/>
                            </e:Subscribe>
                        </s:Body>
                    </s:Envelope>
                </m:Subscription>
            </w:Items>
            <w:EndOfSequence/>
        </n:EnumerateResponse>
    </s:Body>
</s:Envelope>

<s:Envelope
    xmlns:s="http://www.w3.org/2003/05/soap-envelope"
    xmlns:a="http://schemas.xmlsoap.org/ws/2004/08/addressing"
    xmlns:e="http://schemas.xmlsoap.org/ws/2004/08/eventing"
    xmlns:w="http://schemas.dmtf.org/wbem/wsman/1/wsman.xsd"
    xmlns:p="http://schemas.microsoft.com/wbem/wsman/1/wsman.xsd" >
    <s:Header>
        <a:To>http://srv.windomain.local:5985/wsman/subscriptions/B6BDBB59-FB07-4EE5-841F-EBEC9D67CDD4/1 </a:To>
        <m:MachineID
            xmlns:m="http://schemas.microsoft.com/wbem/wsman/1/machineid"  s:mustUnderstand= "false">win10.windomain.local
        </m:MachineID>
        <a:ReplyTo>
            <a:Address s:mustUnderstand="true">http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous </a:Address>
        </a:ReplyTo>
        <a:Action s:mustUnderstand="true">http://schemas.dmtf.org/wbem/wsman/1/wsman/Events </a:Action>
        <w:MaxEnvelopeSize s:mustUnderstand= "true">512000</w:MaxEnvelopeSize>
        <a:MessageID>uuid:31652DEB-C9E8-45D6-B3E8-90AC64D48422 </a:MessageID>
        <w:Locale xml:lang="en-US" s:mustUnderstand="false" />
        <p:DataLocale xml:lang="en-US" s:mustUnderstand="false" />
        <p:SessionId s:mustUnderstand= "false">uuid:981C530F-BE2A-4AAB-BACB-6FB4CD1A14AB </p:SessionId>
        <p:OperationID s:mustUnderstand="false">uuid:C7F39CB2-8FFD-4DA3-A111-CDB303EEA098 </p:OperationID>
        <p:SequenceId s:mustUnderstand="false">1</p:SequenceId>
        <w:OperationTimeout>PT60.000S</w:OperationTimeout>
        <e:Identifier
            xmlns:e="http://schemas.xmlsoap.org/ws/2004/08/eventing" >219C5353-5F3D-4CD7-A644-F6B69E57C1C1
        </e:Identifier>
        <w:Bookmark>
            <BookmarkList>
                <Bookmark Channel="Microsoft-Windows-WinRM/Operational"  RecordId="149161" IsCurrent="true"/>
            </BookmarkList>
        </w:Bookmark>
        <w:AckRequested/>
    </s:Header>
    <s:Body>
        <w:Events>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>254</EventID><Version>0</Version><Level>4</Level><Task>0</Task><Opcode>0</Opcode><Keywords>0x4000000000000026</Keywords><TimeCreated 
SystemTime=\'2022-09-21T14:48:21.6986159Z\'/><EventRecordID>149141</EventRecordID><Correlation ActivityID=\'{c2115b6c-cdc7-0000-e5a0-11c2c7cdd801}\' RelatedActivityID=\'{c2115b6c-cdc7-0000-a47b-11c2c7cdd801}\'/><Execution ProcessID=\'1100\' ThreadID=\'1452\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security 
UserID=\'S-1-5-20\'/></System><EventData></EventData><RenderingInfo Culture=\'en-US\'><Message>Activity Transfer</Message><Level>Information</Level><Task></Task><Opcode>Info</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-Windows Remote Management</Provider><Keywords><Keyword>Client</Keyword><Keyword>Server</
Keyword><Keyword>Activity Transfer</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>161</EventID><Version>0</Version><Level>2</Level><Task>7</Task><Opcode>0</Opcode><Keywords>0x400000000000000a</Keywords><TimeCreated 
SystemTime=\'2022-09-21T14:48:21.6986177Z\'/><EventRecordID>149142</EventRecordID><Correlation ActivityID=\'{c2115b6c-cdc7-0000-e5a0-11c2c7cdd801}\'/><Execution ProcessID=\'1100\' ThreadID=\'1452\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security UserID=\'S-1-5-20\'/></System><EventData><Data 
Name=\'authFailureMessage\'>The client cannot connect to the destination specified in the request. Verify that the service on the destination is running and is accepting requests. Consult the logs and documentation for the WS-Management service running on the destination, most commonly IIS or WinRM. If the destination is the WinRM service, run the following command 
on the destination to analyze and configure the WinRM service: "winrm quickconfig".</Data></EventData><RenderingInfo Culture=\'en-US\'><Message>The client cannot connect to the destination specified in the request. Verify that the service on the destination is running and is accepting requests. Consult the logs and documentation for the WS-Management service running 
on the destination, most commonly IIS or WinRM. If the destination is the WinRM service, run the following command on the destination to analyze and configure the WinRM service: "winrm quickconfig".</Message><Level>Error</Level><Task>User authentication</Task><Opcode>Info</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-
Windows Remote Management</Provider><Keywords><Keyword>Client</Keyword><Keyword>Security</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>142</EventID><Version>0</Version><Level>2</Level><Task>10</Task><Opcode>2</Opcode><Keywords>0x4000000000000002</Keywords><TimeCreated 
SystemTime=\'2022-09-21T14:48:21.6987077Z\'/><EventRecordID>149143</EventRecordID><Correlation ActivityID=\'{c2115b6c-cdc7-0000-a47b-11c2c7cdd801}\'/><Execution ProcessID=\'1100\' ThreadID=\'1452\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security UserID=\'S-1-5-20\'/></System><EventData><Data 
Name=\'operationName\'>Enumeration</Data><Data Name=\'errorCode\'>2150858770</Data></EventData><RenderingInfo Culture=\'en-US\'><Message>WSMan operation Enumeration failed, error code 2150858770</Message><Level>Error</Level><Task>Response handling</Task><Opcode>Stop</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-Windows 
Remote Management</Provider><Keywords><Keyword>Client</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>145</EventID><Version>0</Version><Level>4</Level><Task>5</Task><Opcode>1</Opcode><Keywords>0x4000000000000002</Keywords><TimeCreated 
SystemTime=\'2022-09-21T14:48:22.2319758Z\'/><EventRecordID>149144</EventRecordID><Correlation ActivityID=\'{c2115b6c-cdc7-0000-a47b-11c2c7cdd801}\'/><Execution ProcessID=\'1100\' ThreadID=\'1408\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security UserID=\'S-1-5-20\'/></System><EventData><Data 
Name=\'operationName\'>Enumeration</Data><Data Name=\'resourceUri\'>http://schemas.microsoft.com/wbem/wsman/1/SubscriptionManager/Subscription</Data></EventData><RenderingInfo Culture=\'en-US\'><Message>WSMan operation Enumeration started with resourceUri http://schemas.microsoft.com/wbem/wsman/1/SubscriptionManager/Subscription</Message><Level>Information</
Level><Task>WSMan API call</Task><Opcode>Start</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-Windows Remote Management</Provider><Keywords><Keyword>Client</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>145</EventID><Version>0</Version><Level>4</Level><Task>5</Task><Opcode>1</Opcode><Keywords>0x4000000000000002</Keywords><TimeCreated 
SystemTime=\'2022-09-21T14:48:22.2326413Z\'/><EventRecordID>149145</EventRecordID><Correlation ActivityID=\'{c2115b6c-cdc7-0000-a47b-11c2c7cdd801}\'/><Execution ProcessID=\'1100\' ThreadID=\'1436\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security UserID=\'S-1-5-20\'/></System><EventData><Data 
Name=\'operationName\'>Enumeration</Data><Data Name=\'resourceUri\'>http://schemas.microsoft.com/wbem/wsman/1/SubscriptionManager/Subscription</Data></EventData><RenderingInfo Culture=\'en-US\'><Message>WSMan operation Enumeration started with resourceUri http://schemas.microsoft.com/wbem/wsman/1/SubscriptionManager/Subscription</Message><Level>Information</
Level><Task>WSMan API call</Task><Opcode>Start</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-Windows Remote Management</Provider><Keywords><Keyword>Client</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>132</EventID><Version>0</Version><Level>4</Level><Task>10</Task><Opcode>2</Opcode><Keywords>0x4000000000000002</Keywords><TimeCreated 
SystemTime=\'2022-09-21T14:48:22.2378561Z\'/><EventRecordID>149146</EventRecordID><Correlation ActivityID=\'{c2115b6c-cdc7-0000-a47b-11c2c7cdd801}\'/><Execution ProcessID=\'1100\' ThreadID=\'1516\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security UserID=\'S-1-5-20\'/></System><EventData><Data 
Name=\'operationName\'>Enumeration</Data></EventData><RenderingInfo Culture=\'en-US\'><Message>WSMan operation Enumeration completed successfully</Message><Level>Information</Level><Task>Response handling</Task><Opcode>Stop</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-Windows Remote 
Management</Provider><Keywords><Keyword>Client</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>132</EventID><Version>0</Version><Level>4</Level><Task>10</Task><Opcode>2</Opcode><Keywords>0x4000000000000002</Keywords><TimeCreated 
SystemTime=\'2022-09-21T14:48:22.3280595Z\'/><EventRecordID>149147</EventRecordID><Correlation ActivityID=\'{c2115b6c-cdc7-0000-a47b-11c2c7cdd801}\'/><Execution ProcessID=\'1100\' ThreadID=\'1408\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security UserID=\'S-1-5-20\'/></System><EventData><Data 
Name=\'operationName\'>EventDelivery</Data></EventData><RenderingInfo Culture=\'en-US\'><Message>WSMan operation EventDelivery completed successfully</Message><Level>Information</Level><Task>Response handling</Task><Opcode>Stop</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-Windows Remote 
Management</Provider><Keywords><Keyword>Client</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>254</EventID><Version>0</Version><Level>4</Level><Task>0</Task><Opcode>0</Opcode><Keywords>0x4000000000000026</Keywords><TimeCreated 
SystemTime=\'2022-09-21T14:48:24.2790340Z\'/><EventRecordID>149148</EventRecordID><Correlation ActivityID=\'{c2115b6c-cdc7-0000-e3a2-11c2c7cdd801}\' RelatedActivityID=\'{c2115b6c-cdc7-0000-a47b-11c2c7cdd801}\'/><Execution ProcessID=\'1100\' ThreadID=\'1516\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security 
UserID=\'S-1-5-20\'/></System><EventData></EventData><RenderingInfo Culture=\'en-US\'><Message>Activity Transfer</Message><Level>Information</Level><Task></Task><Opcode>Info</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-Windows Remote Management</Provider><Keywords><Keyword>Client</Keyword><Keyword>Server</
Keyword><Keyword>Activity Transfer</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>161</EventID><Version>0</Version><Level>2</Level><Task>7</Task><Opcode>0</Opcode><Keywords>0x400000000000000a</Keywords><TimeCreated 
SystemTime=\'2022-09-21T14:48:24.2790354Z\'/><EventRecordID>149149</EventRecordID><Correlation ActivityID=\'{c2115b6c-cdc7-0000-e3a2-11c2c7cdd801}\'/><Execution ProcessID=\'1100\' ThreadID=\'1516\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security UserID=\'S-1-5-20\'/></System><EventData><Data 
Name=\'authFailureMessage\'>The client cannot connect to the destination specified in the request. Verify that the service on the destination is running and is accepting requests. Consult the logs and documentation for the WS-Management service running on the destination, most commonly IIS or WinRM. If the destination is the WinRM service, run the following command 
on the destination to analyze and configure the WinRM service: "winrm quickconfig".</Data></EventData><RenderingInfo Culture=\'en-US\'><Message>The client cannot connect to the destination specified in the request. Verify that the service on the destination is running and is accepting requests. Consult the logs and documentation for the WS-Management service running 
on the destination, most commonly IIS or WinRM. If the destination is the WinRM service, run the following command on the destination to analyze and configure the WinRM service: "winrm quickconfig".</Message><Level>Error</Level><Task>User authentication</Task><Opcode>Info</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-
Windows Remote Management</Provider><Keywords><Keyword>Client</Keyword><Keyword>Security</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>142</EventID><Version>0</Version><Level>2</Level><Task>10</Task><Opcode>2</Opcode><Keywords>0x4000000000000002</Keywords><TimeCreated 
SystemTime=\'2022-09-21T14:48:24.2790637Z\'/><EventRecordID>149150</EventRecordID><Correlation ActivityID=\'{c2115b6c-cdc7-0000-a47b-11c2c7cdd801}\'/><Execution ProcessID=\'1100\' ThreadID=\'1516\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security UserID=\'S-1-5-20\'/></System><EventData><Data 
Name=\'operationName\'>Enumeration</Data><Data Name=\'errorCode\'>2150858770</Data></EventData><RenderingInfo Culture=\'en-US\'><Message>WSMan operation Enumeration failed, error code 2150858770</Message><Level>Error</Level><Task>Response handling</Task><Opcode>Stop</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-Windows 
Remote Management</Provider><Keywords><Keyword>Client</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>145</EventID><Version>0</Version><Level>4</Level><Task>5</Task><Opcode>1</Opcode><Keywords>0x4000000000000002</Keywords><TimeCreated 
SystemTime=\'2022-09-21T14:48:25.2324872Z\'/><EventRecordID>149151</EventRecordID><Correlation ActivityID=\'{c2115b6c-cdc7-0000-a47b-11c2c7cdd801}\'/><Execution ProcessID=\'1100\' ThreadID=\'1452\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security UserID=\'S-1-5-20\'/></System><EventData><Data 
Name=\'operationName\'>Enumeration</Data><Data Name=\'resourceUri\'>http://schemas.microsoft.com/wbem/wsman/1/SubscriptionManager/Subscription</Data></EventData><RenderingInfo Culture=\'en-US\'><Message>WSMan operation Enumeration started with resourceUri http://schemas.microsoft.com/wbem/wsman/1/SubscriptionManager/Subscription</Message><Level>Information</
Level><Task>WSMan API call</Task><Opcode>Start</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-Windows Remote Management</Provider><Keywords><Keyword>Client</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>145</EventID><Version>0</Version><Level>4</Level><Task>5</Task><Opcode>1</Opcode><Keywords>0x4000000000000002</Keywords><TimeCreated 
SystemTime=\'2022-09-21T14:48:25.2331238Z\'/><EventRecordID>149152</EventRecordID><Correlation ActivityID=\'{c2115b6c-cdc7-0000-a47b-11c2c7cdd801}\'/><Execution ProcessID=\'1100\' ThreadID=\'1332\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security UserID=\'S-1-5-20\'/></System><EventData><Data 
Name=\'operationName\'>Enumeration</Data><Data Name=\'resourceUri\'>http://schemas.microsoft.com/wbem/wsman/1/SubscriptionManager/Subscription</Data></EventData><RenderingInfo Culture=\'en-US\'><Message>WSMan operation Enumeration started with resourceUri http://schemas.microsoft.com/wbem/wsman/1/SubscriptionManager/Subscription</Message><Level>Information</
Level><Task>WSMan API call</Task><Opcode>Start</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-Windows Remote Management</Provider><Keywords><Keyword>Client</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>132</EventID><Version>0</Version><Level>4</Level><Task>10</Task><Opcode>2</Opcode><Keywords>0x4000000000000002</Keywords><TimeCreated 
SystemTime=\'2022-09-21T14:48:25.2370488Z\'/><EventRecordID>149153</EventRecordID><Correlation ActivityID=\'{c2115b6c-cdc7-0000-a47b-11c2c7cdd801}\'/><Execution ProcessID=\'1100\' ThreadID=\'1168\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security UserID=\'S-1-5-20\'/></System><EventData><Data 
Name=\'operationName\'>Enumeration</Data></EventData><RenderingInfo Culture=\'en-US\'><Message>WSMan operation Enumeration completed successfully</Message><Level>Information</Level><Task>Response handling</Task><Opcode>Stop</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-Windows Remote 
Management</Provider><Keywords><Keyword>Client</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>211</EventID><Version>0</Version><Level>4</Level><Task>11</Task><Opcode>0</Opcode><Keywords>0x4000000000000004</Keywords><TimeCreated 
SystemTime=\'2022-09-21T14:48:26.4699756Z\'/><EventRecordID>149154</EventRecordID><Correlation ActivityID=\'{c2115b6c-cdc7-0000-a47b-11c2c7cdd801}\'/><Execution ProcessID=\'1100\' ThreadID=\'1408\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security 
UserID=\'S-1-5-20\'/></System><EventData></EventData><RenderingInfo Culture=\'en-US\'><Message>The Winrm service is stopping</Message><Level>Information</Level><Task>Winrm service start/stop</Task><Opcode>Info</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-Windows Remote 
Management</Provider><Keywords><Keyword>Server</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>132</EventID><Version>0</Version><Level>4</Level><Task>10</Task><Opcode>2</Opcode><Keywords>0x4000000000000002</Keywords><TimeCreated 
SystemTime=\'2022-09-21T14:48:26.7571617Z\'/><EventRecordID>149155</EventRecordID><Correlation ActivityID=\'{c2115b6c-cdc7-0000-a47b-11c2c7cdd801}\'/><Execution ProcessID=\'1100\' ThreadID=\'1436\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security UserID=\'S-1-5-20\'/></System><EventData><Data 
Name=\'operationName\'>EventDelivery</Data></EventData><RenderingInfo Culture=\'en-US\'><Message>WSMan operation EventDelivery completed successfully</Message><Level>Information</Level><Task>Response handling</Task><Opcode>Stop</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-Windows Remote 
Management</Provider><Keywords><Keyword>Client</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>142</EventID><Version>0</Version><Level>2</Level><Task>10</Task><Opcode>2</Opcode><Keywords>0x4000000000000002</Keywords><TimeCreated 
SystemTime=\'2022-09-21T14:48:26.8116276Z\'/><EventRecordID>149156</EventRecordID><Correlation ActivityID=\'{c2115b6c-cdc7-0000-a47b-11c2c7cdd801}\'/><Execution ProcessID=\'1100\' ThreadID=\'2484\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security UserID=\'S-1-5-20\'/></System><EventData><Data 
Name=\'operationName\'>Enumeration</Data><Data Name=\'errorCode\'>995</Data></EventData><RenderingInfo Culture=\'en-US\'><Message>WSMan operation Enumeration failed, error code 995</Message><Level>Error</Level><Task>Response handling</Task><Opcode>Stop</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-Windows Remote 
Management</Provider><Keywords><Keyword>Client</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>212</EventID><Version>0</Version><Level>4</Level><Task>11</Task><Opcode>2</Opcode><Keywords>0x4000000000000004</Keywords><TimeCreated 
SystemTime=\'2022-09-21T14:48:27.0165994Z\'/><EventRecordID>149157</EventRecordID><Correlation ActivityID=\'{c2115b6c-cdc7-0000-a47b-11c2c7cdd801}\'/><Execution ProcessID=\'1100\' ThreadID=\'1408\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security 
UserID=\'S-1-5-20\'/></System><EventData></EventData><RenderingInfo Culture=\'en-US\'><Message>The Winrm service was stopped successfully</Message><Level>Information</Level><Task>Winrm service start/stop</Task><Opcode>Stop</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-Windows Remote 
Management</Provider><Keywords><Keyword>Server</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>145</EventID><Version>0</Version><Level>4</Level><Task>5</Task><Opcode>1</Opcode><Keywords>0x4000000000000002</Keywords><TimeCreated 
SystemTime=\'2022-09-22T07:49:27.3451670Z\'/><EventRecordID>149158</EventRecordID><Correlation ActivityID=\'{8cb1229f-ce57-0000-8437-b18c57ced801}\'/><Execution ProcessID=\'352\' ThreadID=\'2248\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security UserID=\'S-1-5-18\'/></System><EventData><Data 
Name=\'operationName\'>Enumeration</Data><Data Name=\'resourceUri\'>http://schemas.microsoft.com/wbem/wsman/1/config/listener</Data></EventData><RenderingInfo Culture=\'en-US\'><Message>WSMan operation Enumeration started with resourceUri http://schemas.microsoft.com/wbem/wsman/1/config/listener</Message><Level>Information</Level><Task>WSMan API 
call</Task><Opcode>Start</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-Windows Remote Management</Provider><Keywords><Keyword>Client</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>254</EventID><Version>0</Version><Level>4</Level><Task>0</Task><Opcode>0</Opcode><Keywords>0x4000000000000026</Keywords><TimeCreated 
SystemTime=\'2022-09-22T07:49:32.0355931Z\'/><EventRecordID>149159</EventRecordID><Correlation ActivityID=\'{8cb1229f-ce57-0000-8c37-b18c57ced801}\' RelatedActivityID=\'{8cb1229f-ce57-0000-8437-b18c57ced801}\'/><Execution ProcessID=\'352\' ThreadID=\'2468\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security 
UserID=\'S-1-5-18\'/></System><EventData></EventData><RenderingInfo Culture=\'en-US\'><Message>Activity Transfer</Message><Level>Information</Level><Task></Task><Opcode>Info</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-Windows Remote Management</Provider><Keywords><Keyword>Client</Keyword><Keyword>Server</
Keyword><Keyword>Activity Transfer</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>161</EventID><Version>0</Version><Level>2</Level><Task>7</Task><Opcode>0</Opcode><Keywords>0x400000000000000a</Keywords><TimeCreated 
SystemTime=\'2022-09-22T07:49:32.0355942Z\'/><EventRecordID>149160</EventRecordID><Correlation ActivityID=\'{8cb1229f-ce57-0000-8c37-b18c57ced801}\'/><Execution ProcessID=\'352\' ThreadID=\'2468\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security UserID=\'S-1-5-18\'/></System><EventData><Data 
Name=\'authFailureMessage\'>The client cannot connect to the destination specified in the request. Verify that the service on the destination is running and is accepting requests. Consult the logs and documentation for the WS-Management service running on the destination, most commonly IIS or WinRM. If the destination is the WinRM service, run the following command 
on the destination to analyze and configure the WinRM service: "winrm quickconfig".</Data></EventData><RenderingInfo Culture=\'en-US\'><Message>The client cannot connect to the destination specified in the request. Verify that the service on the destination is running and is accepting requests. Consult the logs and documentation for the WS-Management service running 
on the destination, most commonly IIS or WinRM. If the destination is the WinRM service, run the following command on the destination to analyze and configure the WinRM service: "winrm quickconfig".</Message><Level>Error</Level><Task>User authentication</Task><Opcode>Info</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-
Windows Remote Management</Provider><Keywords><Keyword>Client</Keyword><Keyword>Security</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
            <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event" >
                <![CDATA[<Event
                xmlns=\'http://schemas.microsoft.com/win/2004/08/events/event\'><System><Provider Name=\'Microsoft-Windows-WinRM\' Guid=\'{a7975c8f-ac13-49f1-87da-5a984a4ab417}\'/><EventID>142</EventID><Version>0</Version><Level>2</Level><Task>10</Task><Opcode>2</Opcode><Keywords>0x4000000000000002</Keywords><TimeCreated 
SystemTime=\'2022-09-22T07:49:32.0356778Z\'/><EventRecordID>149161</EventRecordID><Correlation ActivityID=\'{8cb1229f-ce57-0000-8437-b18c57ced801}\'/><Execution ProcessID=\'352\' ThreadID=\'2468\'/><Channel>Microsoft-Windows-WinRM/Operational</Channel><Computer>win10.windomain.local</Computer><Security UserID=\'S-1-5-18\'/></System><EventData><Data 
Name=\'operationName\'>Enumeration</Data><Data Name=\'errorCode\'>2150858770</Data></EventData><RenderingInfo Culture=\'en-US\'><Message>WSMan operation Enumeration failed, error code 2150858770</Message><Level>Error</Level><Task>Response handling</Task><Opcode>Stop</Opcode><Channel>Microsoft-Windows-WinRM/Operational</Channel><Provider>Microsoft-Windows-Windows 
Remote Management</Provider><Keywords><Keyword>Client</Keyword></Keywords></RenderingInfo></Event>]]>
            </w:Event>
        </w:Events>
    </s:Body>
</s:Envelope>
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Permet de collecter des événements.

■ Un nom
■ Un filtre d’événements
■ Une configuration de transfert d’événements
■ Une version

Abonnement
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■ Représente un pointeur dans le flux d’événements d’un client
■ Envoyé par le client avec chaque batch d’événements
■ Le collecteur sauvegarde le dernier bookmark envoyé par chacun des clients pour chaque 

abonnement
■ Permet au collecteur d’indiquer au client où il en est dans son flux d’événements

Bookmark

<BookmarkList>
    <Bookmark Channel="Microsoft-Windows-WinRM/Operational" RecordId="149161" 
IsCurrent="true"/>
</BookmarkList>
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Protocole

  Server=http://srv.windomain.local:5985/...,Refresh=30
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Protocole
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Protocole
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Protocole
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Protocole

  Server=http://srv.windomain.local:5985/...,Refresh=30
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Protocole
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Protocole
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Ça a l’air faisable, 
let’s go !
OpenWEC

3
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■ Été 2021 :
■ Premier POC en Python en 2021
■ Support de TLS
■ Merci Romain

■ Été 2022 : nouveau départ !

Première tentative
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■ Implémentation du protocole WEF
■ Uniquement en mode « Push »
■ Support de Kerberos (authentification et 

chiffrement)
■ Support de la compression

■ En Rust
■ Pour Linux
■ Plusieurs sorties possibles (fichiers, Kafka, ...)
■ Redondance et répartition de charge

Cahier des charges
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https://github.com/cea-sec/openwec

OpenWEC

https://github.com/cea-sec/openwec
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■ Les abonnements et leurs métadonnées (bookmarks, ...) sont stockées dans une base de 
données :
■ SQLite
■ Un seul noeud
■ Donc pas de redondance/répartition de charge

■ Postgres 
■ Pensé pour CockroachDB
■ Plusieurs noeuds possibles

OpenWEC
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■ Une fois récupérés, les événements sont écrits dans une ou plusieurs sorties propres à 
chaque abonnement.

■ Chaque sortie est associée à un format d’évémenents :
■ Raw (XML de base)
■ Json

■ Plusieurs types de sorties sont disponibles :
■ Fichiers (local au collecteur)
■ TCP
■ Kafka

OpenWEC
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Architecture



William BRUNEAU & Vincent RUELLO - SSTIC 2023 36

Disposition : Visuel citation

“ Une démo vaut mille mots. ’’ 
Jean-Michel Jedemaux
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■ Déployé sur quelques milliers de machines sur un de nos réseaux
■ Problèmes liés au déploiement de WEF
■ Filtre d’événements : nombre de sources limité, volume associé à certaines sources
■ Permissions sur les sources

■ Ressource utile : guide de l’ANSSI « Recommandations de sécurité pour la journalisation 
des systèmes Microsoft Windows en environnement Active Directory »

Retour d’expérience
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■ Ajouter le support de TLS
■ Intégration de l’outil dans des distributions
■ Implémentation d’autres sorties et formats

Évolutions



On recrute !
https://github.com/cea-sec/openwec CEA DAM

Centre de Bruyères-le-Châtel
91297 Arpajon Cedex
Établissement public à caractère 
industriel et commercial

William BRUNEAU & Vincent RUELLO - SSTIC 2023
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Disposition : Visuel  Bas+ contenu

https://learn.microsoft.com/en-us/answers/questions/398630/how-to-load-balance-multiple-windows-event-collect
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Le client énumère les abonnements du collecteur
<s:Envelope>
    <s:Header>
        <a:To>http://srv.windomain.local:5985/wsman/SubscriptionManager/WEC</a:To>
        <m:MachineID>win10.windomain.local</m:MachineID>
        <a:Action>http://schemas.xmlsoap.org/ws/2004/09/enumeration/Enumerate</a:Action>
        [...]
    </s:Header>
    <s:Body>
        <n:Enumerate>
            <w:OptimizeEnumeration/>
            <w:MaxElements>32000</w:MaxElements>
        </n:Enumerate>
    </s:Body>
</s:Envelope>
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Le collecteur renvoit une liste d’abonnements
<s:Envelope>
    <s:Header>
        <a:Action>
            http://schemas.xmlsoap.org/ws/2004/09/enumeration/EnumerateResponse
        </a:Action>
        [...]
    </s:Header>
    <s:Body>
        <wsen:EnumerateResponse>
            <wsen:EnumerationContext></wsen:EnumerationContext>
            <wsman:Items>
                [abonnements]
            </wsman:Items>
            <wsman:EndOfSequence/>
        </wsen:EnumerateResponse>
    </s:Body>
</s:Envelope>
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Abonnement
<m:Subscription>
    <m:Version>uuid:219C5353-5F3D-4CD7-A644-F6B69E57C1C1</m:Version>
    <s:Envelope>
        <s:Header>
            <a:Action>http://schemas.xmlsoap.org/ws/2004/08/eventing/Subscribe</a:Action>
            <w:OptionSet>
                <w:Option Name="SubscriptionName">Toto</w:Option>
                <w:Option Name="Compression">SLDC</w:Option>
                <w:Option Name="CDATA" xsi:nil="true"/>
                <w:Option Name="ContentFormat">RenderedText</w:Option>
            </w:OptionSet>
            [...]
        </s:Header>
        <s:Body>
            [Body]
        </s:Body>
    </s:Envelope>
</m:Subscription>
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Abonnement
<e:Subscribe>
    <w:Filter Dialect="http://schemas.microsoft.com/win/2004/08/events/eventquery">
        <QueryList>
            <Query Id="0">
                <Select Path="Microsoft-Windows-WinRM/Operational">*</Select>
            </Query>
        </QueryList>
    </w:Filter>
    <w:Bookmark>
        <BookmarkList>
            <Bookmark Channel="Microsoft-Windows-WinRM/Operational" RecordId="149140" 
IsCurrent="true"/>
        </BookmarkList>
    </w:Bookmark>
    <w:SendBookmarks/>
    <e:Delivery Mode="http://schemas.dmtf.org/wbem/wsman/1/wsman/Events">
        [delivery]
    </e:Delivery>
    [...]
</e:Subscribe>
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Abonnement
<e:Delivery Mode="http://schemas.dmtf.org/wbem/wsman/1/wsman/Events">
    <e:NotifyTo>
        <a:Address>HTTP://srv.windomain.local:5985/wsman/subscriptions/B6BDBB59-FB07-4EE5-
841F-EBEC9D67CDD4/1</a:Address>
        <c:Policy>
            <c:ExactlyOne>
                <c:All>
                    <auth:Authentication 
Profile="http://schemas.dmtf.org/wbem/wsman/1/wsman/secprofile/http/spnego-kerberos"></
auth:Authentication>
                </c:All>
            </c:ExactlyOne>
        </c:Policy>
        [...]
    </e:NotifyTo>
    <w:Heartbeats>PT3600.000S</w:Heartbeats>
    <w:ConnectionRetry Total="5">PT60.0S</w:ConnectionRetry>
    <w:MaxTime>PT30.000S</w:MaxTime>
    <w:MaxEnvelopeSize Policy="Notify">512000</w:MaxEnvelopeSize>
    <w:ContentEncoding>UTF-16</w:ContentEncoding>
</e:Delivery>
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Le client envoie des événements 

■ Le client ouvre une nouvelle connexion TCP vers l’adresse de destination de l’abonnement.
■ Après une ré-authentification, le client envoie des événements compressés via SLDC :

<s:Envelope>
    <s:Header>
        <a:Action>http://schemas.dmtf.org/wbem/wsman/1/wsman/Events</a:Action>
        <w:Bookmark>
            <BookmarkList>
                <Bookmark Channel="Microsoft-Windows-WinRM/Operational" RecordId="149161" 
IsCurrent="true"/>
            </BookmarkList>
        </w:Bookmark>
        <w:AckRequested/>
        [...]
    </s:Header>
    <s:Body>
        [events]
    </s:Body>
</s:Envelope>
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Événements Windows

<w:Events>
    <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event">
        <![CDATA[<Event>[...]</Event>]]>
    </w:Event>
    <w:Event Action="http://schemas.dmtf.org/wbem/wsman/1/wsman/Event">
        <![CDATA[<Event>[...]</Event>]]>
    </w:Event>
    [...]
</w:Event>

■ Chaque message « Events » contient un batch d’événements Windows :
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