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Denial of Service using 
recursions (not even rust is going to save you)

Alexis Challande, Security Engineer | June 03, 2026
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tl;dr

Recursive parsing over attacker-controlled 
inputs is a language-agnostic Denial-of-Service 

primitive: easy to miss, easy to exploit.
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no one is 
safe
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recursion 101
a function calling itself, either directly or through others towards a base case

DOS USING RECURSIONS

public int fibonacci(int n)  {
   if(n == 0) return 0;
   else if(n == 1) return 1;
  else
     return fibonacci(n - 1) + fibonacci(n - 2);
}
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recursion 101
The Rules

01 Must handle all valid inputs

02 Must have a base case

03 Must operate on a strictly smaller subproblem

The Reality

Violate any of these on untrusted data, and you may exhaust 
the finite stack.
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01
AVAILABILITY

02
FINANCIAL 
LOSS

03
STACK 
CLASHING

the fallout

Why pay for DDoS 
protection if a single 
nested JSON is 
enough

Blockchain 
applications (slashing)

Embedded devices



© TRAIL OF BITS 2026. ALL RIGHTS RESERVED.

2026

a vulnerable pattern
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public static boolean globMatch(String pattern, String str) {
    /* ... */
        } else if (nextIndex == 1) {
            // Double wildcard "**" - skipping the first "*"
            return globMatch(pattern.substring(1), str);
        }
        /* ... */
    }
}

globMatch('******************************************
*****************************************************
***************...')
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find recursive functions

8

Use grep + regexes01

AST parsing (using tree-sitter)02

Use CodeQL03
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CodeQL 101
● CodeQL is SQL for source code — you write queries to find patterns in code

● developed by Semmle, acquired by GitHub, and now part of GitHub Advanced 

Security

● https://codeql.github.com/

● free for open source and research

https://codeql.github.com/
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example query using CodeQL
import java

from MethodCall ma
where
    // Check for self-recursive functions
    ma.getMethod() = ma.getEnclosingCallable()
    // Or check for second-order recursion
    or exists(
        Method m |
        m = ma.getMethod() and m.getACallee() = ma.getEnclosingCallable()
    )
select ma, "Recursion starting in $@", ma.getMethod(), ma.getMethod().getName()
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example query using CodeQL
import java

from MethodCall ma
where
    // Check for self-recursive functions
    ma.getMethod() = ma.getEnclosingCallable()
    // Or check for second-order recursion
    or exists(
     Method m |
     m = ma.getMethod() 
     and m.getACallee() = ma.getEnclosingCallable()
    )
select ma, "Recursion starting in $@",
 ma.getMethod(), ma.getMethod().getName()

String a(int x) {
    if (x > 5) {
        return a(x - 5);
    } else if (x % 2 == 0) {
        return b(x);
    }
    return "odd";
}

public String b(int x) {
    return a(x - 1);
}

public String c(int x) {
    return "c";
}
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example query using CodeQL
import java

from MethodCall ma
where
    // Check for self-recursive functions
    ma.getMethod() = ma.getEnclosingCallable()
    // Or check for second-order recursion
    or exists(
     Method m |
     m = ma.getMethod() 
     and m.getACallee() = ma.getEnclosingCallable()
    )
select ma, "Recursion starting in $@",
 ma.getMethod(), ma.getMethod().getName()

String a(int x) {
    if (x > 5) {
        return a(x - 5);
    } else if (x % 2 == 0) {
        return b(x);
    }
    return "odd";
}

public String b(int x) {
    return a(x - 1);
}

public String c(int x) {
    return "c";
}

= a(x-5)

= a = a
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example query using CodeQL
import java

from MethodCall ma
where
    // Check for self-recursive functions
    ma.getMethod() = ma.getEnclosingCallable()
    // Or check for second-order recursion
    or exists(
     Method m |
     m = ma.getMethod() 
     and m.getACallee() = ma.getEnclosingCallable()
    )
select ma, "Recursion starting in $@",
 ma.getMethod(), ma.getMethod().getName()

String a(int x) {
    if (x > 5) {
        return a(x - 5);
    } else if (x % 2 == 0) {
        return b(x);
    }
    return "odd";
}

public String b(int x) {
    return a(x - 1);
}

public String c(int x) {
    return "c";
}

= b(x)

= b = a
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example query using CodeQL
import java

from MethodCall ma
where
    // Check for self-recursive functions
    ma.getMethod() = ma.getEnclosingCallable()
    // Or check for second-order recursion
    or exists(
     Method m |
     m = ma.getMethod() 
     and m.getACallee() = ma.getEnclosingCallable()
    )
select ma, "Recursion starting in $@",
 ma.getMethod(), ma.getMethod().getName()

String a(int x) {
    if (x > 5) {
        return a(x - 5);
    } else if (x % 2 == 0) {
        return b(x);
    }
    return "odd";
}

public String b(int x) {
    return a(x - 1);
}

public String c(int x) {
    return "c";
}

= b(x)

= a | b | c
= b

= a = a
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analysis pipeline

15

all recursive functions

remove bounded recursion

remove depth-counter recursion

remove trusted-input recursion

security-relevant candidates

all recursive functions

manual triage

security-relevant candidates

use an LLM
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in the wild example
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// Version 1
message Person {
 optional string name = 1;
 optional int32 id = 2;
}

// Version 2
message Person {
 optional string name = 1;
 optional int32 id = 2;
 optional string email = 3;
}
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final boolean mergeOneFieldFrom(B unknownFields, Reader reader) /* ... */ 
{
  int tag = reader.getTag();
  /* ... */
  switch (WireFormat.getTagWireType(tag)) {
    /* ... */
    case WireFormat.WIRETYPE_START_GROUP:
      final B subFields = newBuilder();
      /* ... */
      mergeFrom(subFields, reader);
      /* ... */
      return true;
    /* ... */
  }
}

final void mergeFrom(B unknownFields, Reader reader) throws IOException 
{
  while (true) {
    if (reader.getFieldNumber() == Reader.READ_DONE
        || !mergeOneFieldFrom(unknownFields, reader)) {
      break;
    }
  }
}

with open("poc.data", "wb") as f:
    f.write(bytearray([18, 1, 75, 27] + [27] * 100000))
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7+
CVEs DoS is in scope for certain bug 

bounties

5
Vendors (Google, Elastic, 

OpenSearch, Wire, XStream)

$
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key takeaways

Recursion on untrusted input is :

● Easy to find (but hard to fuzz)

● Trivial to exploit

● Prevalent

● Language agnostic

If attacker-controlled input controls recursion depth, you have a DoS bug until proven otherwise.
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countermeasures
REMEDY VERDICT

Iterative rewrite BEST: Safe by design

Depth Counter GOOD: Works in practice but tedious

Catching Errors
BETTER THAN NOTHING: But you 
already exhausted part of your 
system.
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and Rust?

Rust prevents memory corruption, not 
unbounded resource consumption.

Rust is not going to save you

Example:

● RUSTSEC-2024-0437 (protobuf-rust)
● GHSA-q729-696q-g9pq (surrealdb)
● GHSA-q8qp-67f9-wr3f (surrealdb)
● …
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Thank you!

Questions? 
Please reach out
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Memory safety is not resource safety. Bound recursion on untrusted input.

trailofbits/codeql-queries @darkamaul.bsky.social


