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tl;dr

Recursive parsing over attacker-controlled
inputs is a language-agnostic Denial-of-Service
primitive: easy to miss, easy to exploit.
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recursion 101

a function calling itself, either directly or through others towards a base case

public int fibonacci(int n) {
if(n == @) return 0;
else if(n == 1) return 1;

else
return fibonacci(n - 1) + fibonacci(n - 2);
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recursion 101

The Rules
Must handle all valid inputs
Must have a base case

Must operate on a strictly smaller subproblem

The Reality
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Violate any of these on untrusted data, and you may
the finite stack.
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the fallout

TBA)L
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AVAILABILITY FINANCIAL STACK
LOSS CLASHING

Why pay for DDoS Blockchain Embedded devices

protection if a single applications (slashing)
nested JSON is

enough
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a vulnerable pattern

public static boolean globMatch(String pattern, String
'}'else if (nextIndex == 1) {

// Double wildcard "**" - skipping the fir

return globMatch(pattern.substring(1), str

globMatch (' ***kkkkkkkkkkhkhkhkhkhhkhhkhkhkhkhhkhhhrhrs
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find recursive functions

Use grep + regexes AST
parsing

AST parsing (using tree-sitter)

Use CodeQL
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CodeQL 101

e CodeQL is SQL for source code — you write queries to find patterns in code
e developed by Semmle, acquired by GitHub, and now part of GitHub Advanced
Security

e https://codegl.github.com/

e free for open source and research
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example query using CodeQL

import java

from MethodCall ma

where
// Check for self-recursive functions
ma.getMethod() = ma.getEnclosingCallable()

// Or check for second-order recursion
or exists(
Method m |
m = ma.getMethod() and m.getACallee() = ma.getEnclosingCallable()

ma, "Recursion starting in $@", ma.getMethod(), ma.getMethod().getName()
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example query using CodeQL

import java String a(int x) {
if (x > 5)

from MethodCallfma retgrn.
whe g } else if
return

// Check for self-recursive functions )
ma.getMethod() = ma.getEnclosingCallable() return "odd":

// Or check for second-order recursion }
or exists(
Method m |
m = ma.getMethod()
and m.getACallee() = ma.getEnclosingCallable() ;

) public String c(int x) {

select ma, "Recursion starting in Se@", return "c":
ma.getMethod(), ma.getMethod().getName() }

public String bh(int x) {
returnja(x - 1);

© TRAIL OF BITS 2026. ALL RIGHTS RESERVED. DOS USING RECURSIONS




2026

example query using CodeQL

import java Stringla(fint x) A
if X > 5)

frof MethodCallfgme= a(x-5) Lol £
else i

return b(x);

- — | : :
}
ma.getMethod ()= return "odd":
= U U U }
a

whe

= public String hlint x) {

m = ma.gefMethod() return a(x - 1);

and m.getACallee() = ma.getEnclosingCallable() ;

) public String c(int x) {
select ma, "Recursion starting in $e@", return "c"

ma.getMethod(), ma.getMethod().getName() }

’
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example query using CodeQL

int x) {

import java String|a

if (x > 5) {

frol MethodCallfme= b(x) \ 1retg;n a(x - 5);
else if (x %
b(¥)

whe
, _ retur

S — | S .
}
ma.getMethod()=fma.getEnclosingCallable() return "odd":
= VITU Ul U }
b

public String hflint x) {

m = ma.getMethod() \ return a(x - 1);

and m.getACallee() = ma.getEnclosingCallable()
) public String c(int x) {

select ma, "Recursion starting in $e", return "c":
ma.getMethod(), ma.getMethod().getName() }
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example query using CodeQL

import java String a(int x) {
if (x> 5) {

frol MethodCallfme= b(x) \ 1retg;n a(f ; 5);
else if (X%

whe
return

// Check for self-recursive functions )
ma.getMethod() = ma.getEnclosingCallable() return "odd"
// Or check for second-order recursion }
or_ oy Q'I'S(
Met =3 b
m W ma.getMethod()
an¢ m.getACallee()|= ma.getEnclosingCallable() ;

) public String c(int x) {

select ma, "I on starting in return "¢
ma.getMethod(), ma.getMethod().getName() }

public String h{int x) {

returnfa(k - 1);
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analysis pipeline

all recursive functions all recursive functions
manual triage use an LLM
security-relevant candidates security-relevant candidates

© TRAIL OF BITS 2026. ALL RIGHTS RESERVED. DOS USING RECURSIONS 15



2026 "':%i/és

In the wild example
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Protocol Buffers

Protocol Buffers are language-neutral, platform-neutral extensible mechanisms for serializing
structured data.

What Are Protocol Buffers?

Protocol buffers are Google's language-neutral, platform-neutral, extensible mechanism for serializing structured data -
think XML, but smaller, faster, and simpler. You define how you want your data to be structured once, then you can use
special generated source code to easily write and read your structured data to and from a variety of data streams and using

a variety of languages.
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Because protocol buffers are used extensively across all manner of services at Google and data within them may persist for
some time,[maintaining backwards compatibility is crucial.]ProtocoI buffers allow for the seamless support of changes,
[including the addition of new fields]and the deletion of existing fields, to any protocol buffer without breaking existing
services. For more on this topic, see Updating Proto Definitions Without Updating Code, later in this topic.

Unknown Fields

Unknown fields are well-formed protocol buffer serialized data representing fields that the parser does not recognize. For

example, when an old binary parses data sent by a new binary with new fields, those new fields become unknown fields in

the old binary.

- -

P

optlonal 1nt32 id = 2;
optional string email =

}

ik -

optlonal 1nt32 id =
}
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Groups

Note that{the groups feature is deprecated and should not be used}Nhen creating new message types. Use nested message types
instead.

Groups are another{way to nest information]in your message definitions. For example, another way to specify a SearchResponse containing a
number of Result s is as follows:

message SearchResponse {
repeated group Result = 1 {
optional string url = 1;
optional string title = 2;
repeated string snippets = 3;

}
}

A group simply combines a nested message type and a field into a single declaration. In your code, you can treat this message just as if it had a
Result type field called result (the latter name is converted to lower-case so that it does not conflict with the former). Therefore, this
example is exactly equivalent to the SearchResponse earlier, except that the message has a different wire format.
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final boolean mergeOneFieldFrom(B unknownFields, Reader reader) /* ... */

final void mergeFrom(B unknownFields, Reader reader) throws IOException
{
while (true) {
if (reader.getFieldNumber() == Reader.READ_DONE
| | |'mergeOneFieldFrom(unknownFields, reader)) {
break;

return true;
* with open("poc.data", "wb") as f:
f.write(bytearray([18, 1, 75, 27] + [27] * 100000))
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CVEs

Vendors (Google, Elastic,
OpenSearch, Wire, XStream)

(7

DoS is in scope for certain bug
bounties
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key takeaways

If attacker-controlled input controls recursion depth, you have a DoS bug until proven otherwise.

Recursion on input is :

e FEasy to find (but hard to fuzz)
e Trivial to exploit

e Prevalent
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countermeasures

Iterative rewrite

BEST: Safe by design

Depth Counter

GOOD: Works in practice but tedious

Catching Errors

BETTER THAN NOTHING: But you
already exhausted part of your
system.

TRA/L
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and Rust?

Rust is not going to save you

Rust prevents memory corruption, not
unbounded resource consumption.

Example:

RUSTSEC-2024-0437 (protobuf-rust)
GHSA-q729-6960-99pq (surrealdb)
GHSA-g8qp-67f9-wr3f (surrealdb)
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Thank you!

Memory safety is not resource safety. Bound

on untrusted input.

trailofbits/codeql-queries @darkamaul.bsky.social

Questions?
Please reach out
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